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How Does SDR Fit The Wireless Technology Model?

Cost Reduction

« Common product line

— generic hardware platform with software features
e Global purchasing

— aggregate volume across systems that may be disparate
* Risk management

— right choices today may not be right choices tomorrow

— download of product updates and “bug” fixes
 Reduces cost to deploy

— end user provided systems vs. sharing and leverage public product
 Lower cost of market & acquisition

— embedded wireless products in computers & autos

S. M. Blust
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How Does SDR Fit The Wireless Technology Model?

Revenue Enhancements

e Service differentiation

— opportunity to customize terminal product more than current
generation hardware allows

e« Roaming
— oObviate concerns about air interfaces & frequency bands

e Business flexibility
— ability to deploy “instant” services on demand to one or all subscribers
— partnerships & market consolidation independent of technology

* New distribution channels
— promotes embedded wireless products in computers & autos

S. M. Blust
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How Does SDR Fit The Wireless Technology Model?

Increased Value for Existing Equipment

« Common product line

— generic hardware platform with software features
e Sharing of terminals

— public cellular/private radio systems
« Evolution to third generation

— base stations

— terminals

© Cingular Wireless 2003
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Impacts Of SDR On
Network Operators/Service Providers

e Business Issues

— Billing systems must accommodate the flexibility offered by SDR
— Customer record and support systems must accommodate SDR
e Operational Issues

— Network issues must be managed as they relate to supporting SDR
— Download must be managed

» complete air interface functionality
» services and features
» upgrades and product fixes

— Download must be integrated and/or partitioned (may follow Internet
model)

» network operator download “server”
» service provider download “server”

« third party download “server”
 Product certification issues

S. M. Blust
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Definitions (1)

Technical Definition of Software Defined Radio [1]: Software defined
radios are elements of awireless network whose operational modes
and parameters can be changed or augmented, post-manufacturing, via
software. Software defined radios are a collection of hardware and
software technol ogies that enable reconfigurable system architectures
for wireless networks and user terminals.

Regulatory Definition of Software Defined Radio [2]: A radio that
Includes atransmitter in which the operating parameters of frequency
range, modulation type or maximum output power (either radiated or
conducted) can be altered by making a change in software without
making any changes to hardware components that affect the radio
frequency emissions. This definition was not intended to cover
devices that use software ssmply to control functions such as power or
frequency within arange approved by the Commission. Receivers
would not be covered under this definition.

S. M. Blust
8 Sept 2003
Version 3.0
Page 8



Definitions (2)

Device reconfiguration: Device reconfiguration is the change of
operational software (programs, parameters, or the software aspects of
the processing environment) or hardware (i.e., the reconfiguration of
the hardware aspects of the processing environment). In generd,
reconfiguration can concern arbitrary parts of communication
equipment such as protocol stacks, plug-insto support different types
of content (as voice and video codecs) and applications, and the
hardware configuration.

S. M. Blust
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Definitions (3)

Application Software; Application software is the software that
resides at and deals with the highest layer in the communications
protocol stack. Application software is usually directly executable by
the device user to satisfy a specific need. For example, web browser
software is executed to satisfy the need for browsing the Internet.
Application software is usually agnostic of any underlying

technol ogies that the device may use for communications. For example,
web browser software does not care whether the device is connected to
the Internet via a cabled Ethernet connection or awireless 802.11b
connection.

Operational Software; The term operational software includes all
software other than applications software. It includes the operating
system, drivers, radio software, and middleware, i.e., all software
needed to support the applications on the wireless device.

S. M. Blust
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Definitions (4)

o Radio Hardware [1]:

— The basic hardware within awireless device that performs the
radio interface functions and includes the radio RF as well as
baseband signal processing.

o Radio Software[1]:

— The primary software within awireless device that is married with
the radio hardware to derive the overall “radio” functionality.
Ancillary software (such as control) that may be needed asa
conseguence of the primary software is an inherent part of this
definition. Radio software is not to be confused with user
applications, content and the like.

e Radio Software Download [1]:

— The process of delivering information to awireless device to alter
the post manufacture operation, performance, or capabilities by
causing changes in the radio hardware or software

Note: These definitions do not presume any particular method of implementation although SDR

implementations may be more amenable to enjoying the benefits of these concepts. S. M. Blust
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Software/Firmware Categories in Commercial Wireless Terminals

Wireless Device
Softwar e

Operational
Software

Radio Ancillary
Software Software

Area of Particular

Concern to Radio
Regulators

—I Middleware

—I Operating System I

—I Drivers

—I Other

Application
Software

Note: Softwareincludes
both executable code
and data.

Figure 1. Software/firmware categoriesin commercial wirelessterminals.

Adapted from unpublished material by Blust, Hoffmeyer, Majmundar, and Park
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Operational Software

Applications <=

Middleware
«General User Interface (GUI) <~

*Execution Environment

Air Interfaces

(e.g., GPRS, UMTS, cdma 2000, ~—~
WCDMA)

Operating System <

Adapted from material in [4].

Anything the user sees or

——1 hears — phone book, ring

tone, games, etc.

Examples: Email MMS and
SMS clients, browsers,
Mobile Execution
Environment (MEXE)

OSl Layers 1- 3 protocol
stacks

Operating system, hardware

——— 1 drivers, library functions,

etc.
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* Radio Operational Software (defines how the transciever will operate)

o Telephony
Applications &  Applications
Execution Telephony*

Environment

_ . Environment
(ie. J2e, MEXE, SMS, MMS):

Operating System*

and device drivers Telephony

control <

Cellular Phone
specific support

Communications
Protocol Stack
——— Control

W

Programmable Radio <<

Hardware
(DSP, FPGASs, Control chips)

Hardware

—1 Air Interfaces

(e.g., GSM, EDGE, cdma2000,
UMTS, others ...)

* &i\{ Operational Software (allows the device to function as a phone)
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User Request for
New Serviceor
Capability

System Control

Software
Download
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Note: In this perspective the Radio
|mplementers Planeisintended to be
mor e of a physical representation
viewpoint that encompasses either a
radio base station or aterminal
(handset) or both.

Operational Software
with focus on the radio
software component

Radio Software
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Scope within the Softwar e Defined Radio “ Box”

to receiver portion of

Antennamay be

Softwar e Sgnal Processing

active or passive /

RF Section of Transmitter

4 110

from receiver
portion of
handset

M an-
M achine
Interface

S. M. Blust

: i': qu\]f\.’er RF Front End ! Ss)ngge
: TR mplitier Processin ! n
; switch  [€ & Filtering [€_P/A Engineg €———— Processing [ AD
i ! ! Engine
Software Control Processing Engine <+
B |nformation from mobile network infrastructure\
B Available RF bands
W Available air protocols
P Note:
B Propagation data > ] _ )
Thisfunctional block diagram has been
B User needs . . . .
simplified for illustrative purposes.
B Minimum performance requirements
m Etc
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Radio Hardware and Radio Software Combinations

 Initial radio hardware and radio software set tested
together at time of initial manufacture

— Parameters “established” at time of manufacture

* |nitial type approval, type acceptance, conformance declaration,
etc....

Business as usual (?)

 I|nitial radio hardware and revised radio software post

manufacture emplaced in device via download
 What is the list of considerations?

 Revised radio hardware and revised radio software
e What is the list of considerations?

S. M. Blust
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Radio HW and SW Download Environments

e Local Environment
— Attached cable,
— Infrared,
— Bluetooth,
— etc
but not over the radio interface

« Remote Environment
— Over-the-air
via the actual radio interface in the device
through the supporting core radio network

S. M. Blust
8 Sept 2003
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Considerations for Radio Software Download

« Can be categorized in three distinct stages
— Pre Download (preparatory)
— During Download (procedural)
— Post Download (installing)

« Each stage has a set of concerns that must be
addressed both individually and collectively

« Common and standardized global solutions for these
concerns preferred by stakeholders

— Manufacturers

— Regqulators

— Network Operators and Service Providers
— Users

S. M. Blust
8 Sept 2003
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What are the implications and tasks?

 Developments in the field of testing of radio hardware
and radio software combinations

 Developments of download standards for radio
software to be globally accepted and common across
differing radio air interfaces and core networks to
address
— the combinations (revised sw or revised hw/sw)
— the environments
— the three stages (pre, during, and post download)

How do the combinations, environments and
stages relate and cause the download solutions
to be altered or different in design and definition?

S. M. Blust
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Pre-Download Stage Implications

Has a measure of controllability and can be queried
and communicated with

Security and integrity of the radio hardware and

software in current configuration

— What has been done by whom and when and why in the
past

Knowledge of the state, function, vintage and status

of radio hw/sw In current configuration

— verification and auditing

Etc.......
Z> Process, protocols, procedures.....

S. M. Blust
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During Download Stage Implications

Integrity
Authentication
Security
Non-repudiation

Z> Process, protocols, procedures.....

S. M. Blust
8 Sept 2003
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Post-Download Stage Implications

Validation of downloaded software
In-situ testing

Mechanisms to switch from old to new
Means to revert back

Auditing

Traceability

Z> Process, protocols, procedures.....

S. M. Blust
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SDR server |

SDR device |

| By network or network/sen/icf
provider

| By application, SDR device, cIr
user

[A] Discovery of need for
download

| By network or nelwork/servicF
provider

By application, SDR device, 0
human intervention

[B] Initiation

Determination of execution sﬁps

[C] Download Setup

| Authenticate user and SDR]
device

=

Authenticate service provider
network operator

[D] Mutual Authentication

e

Verify authorization to downlogd,
install software

[E] Authorization

Request capability data fror

SDR device and provide netw

Select appropriate s/w entitigfs
and parameter sets to matc|
capabilitie

L4

Request capability data from)|
network and provide SDR devicq
capability data to network

[F] Capability Exchange

| Transmit download installatiolw
profile

| Validate selected options |

| Select installation options. Accip
or reject terms

it

[H] Download Acceptance
Exchange

Pre-
Download

Protect software to prevent

unauthorized access or alteraf]
during download

[I] Protection

“—

Download code modules an

arameter sets to SDR devic

| Entertain retransmission |
reqlest:

| Verify integrity of downloadeci
software

| Request retransmissions |

: : Place downloaded software i
secure local storage

| Acknowledge safe receipt |

[J] Software Download

During
Download

Initiate negotiation if
billing/licensing necessa

| Transmit installation key and |n
situ test vectors

| Log transaction details |

| Internal capability exchange|

[ Install downloaded software

[K] Installation

_

Confirm reported test result§

| Validate performance with critiTa
functionality tests

| Report results back to the netwdr <

[L] In-situ Testing

Post-

Ack successful install and initif
any final activation and billin

N
Confirm successful installatioh

[M] Non-Repudiation

Download

Remotely monitor, recover, dr
shut down malfunctioning SDR
device

Use secure software area to
recover from malfunctions or tq
hut down SDR device

, ,

[N] Reset and Recovery
(if failure)

Update network databases t
reflect new configuration

Update internal databases to|
reflect new configuration

| Delete older versions of soﬂwﬂr
1o free memory

[O] Termination

SDR Forum
Perspective on
Radio Software

Download [3]
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The Problem
and
The Solution
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The Problems

* Product recalls due to software difficulties in the terminal devices
(applications and radio)
— recalls are ranging from 500,000 to 1 million units at a time
— costs may be up to $100 Million dollars per event to rectify
— Plus
e costs of customer satisfaction

» potential bad publicity in the press
» financial analysts response

« Continuing issue of incremental product enhancements and
improvements (applications and radio)
— behind-the-scenes improvements

» due to the cost associated with a “one-on-one” hands-on upgrade, cannot be
universally applied to the entire customer base

S. M. Blust
8 Sept 2003
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The Solution

« A flexible terminal with “over the air” download is a tool that can
mitigate product recalls due to software. It should be applicable to
both the “radio software” in a terminal (wireless regime) and to the
“non-radio” software (applications regime).

« Because download is an integral part of the solution, it must be fully
characterized and defined in conjunction with understanding the
flexible device.

— Standards are critical!!!
 How to download
o Security
* Regulatory
e etc

— Green field intellectual property opportunity!!!

S. M. Blust
8 Sept 2003
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The ‘Why”

* Industry Critical Aspect for Future Business Success
* Right Timing for Marketplace, Technology & Regulatory

« Radio Software Download can be in standards as required and in
products — must start NOW!

e Best suited to SDR Implementations and also applicable to many
Non-SDR Implementations

In short: We as a wireless industry will need this to survive in the
Increasingly competitive marketplace as we deploy evermore complex
systems built to complicated standards developed by committee for
rapid time to market — We don’t have the time and money do keep
doing products over and over again until we get it right!

How much will our customers put up with before becoming frustrated?
S. M. Blust
8 Sept 2003
Version 3.0
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The Objective
Remote ReFlash

S. M. Blust
8 Sept 2003
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Remote ReFlash Objectives

 Marketplace acceptance (manufacturers, operators,
consumers) Of a flexible terminal architecture and
design that enables over the air download of updates
and ‘bug fixes'.

 This should address two areas critical to the

business:

— 1) radio operational and performance updates including ‘bug
fixes’ and

— 2) application software updates and enhancements.

S. M. Blust
8 Sept 2003
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Software Defined Radio — (SDR)
As A Solution ??7?

o Application and implementation of SDR can
range from:
 As complex as a multi-mode, multi-band radio device,
OR
 As simple as a terminal implementation that is flexible enough
within a given radio interface type to support download and

reconfiguration for product enhancements, “bug” (defect) fixes,
or modest upgrades.

S. M. Blust
8 Sept 2003
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What do Wireless Operators need today from SDR?

* Due to specific air interface technology choices (use one not many) by
operators the simple terminal implementation view of SDR is an
excellent entry vector for SDR implementations.

— tractable in terms of economics and technology

— has a large economic potential (operators plus manufacturers)

— large potential to improve customer satisfaction with commercial wireless
services.

 Another key enabler that nicely integrates with a terminal device
incorporating a modest amount of SDR functionality and helps support
the case for SDR is

— “over the air” download.

« SDR and Download “Over the Air" are a powerful combination that
more than ever is, or should be, a baseline requirement for modern
commercial wireless systems.

S. M. Blust
8 Sept 2003
Version 3.0

© Cingular Wireless 2003
Page 33

All rights reserved



A Matter of Perspective
on How
to Get
to the
Answer
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Basic Device Level View

Terminal View

MMI (Display,
I Keypad....) I
User
Applications
Non-Radio
Software
:l[ Radio
Functions
Radio
Software

Conceptually we
visualize aterminal
devicein a
pragmatic way:
eradio for
communications

» adevice that
performs certain
applications

And the two views
are often considered
to be mutually
exclusive!

S. M. Blust
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Characterizations of Softwar e Download
For Remote ReFlash

Radio Software
can be thought
of inone
context asa
specialized
“application”
within the
device that
causes the
deviceto bea
radio.

© Cingular Wireless 2003
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Download of

Software
- | 7 | ~
/ ~ \
Radio Software S , Non- Radio Software
f |
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I \ [ \
| \ | | Executable | N\
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| Radio \
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‘ \\ - Data I
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A\ | | Executable | | Executable APPLICATION
\ Code Code I SOFTWARE
\ ]
\5 Data Data J
N\ V4
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Download to a Terminal Device

Application Download
Application or Data Source

Application Download Considerations
(by service provider/network operator)

Radio Softwar e Download
Data Source

Radio Software Download Considerations
(by service provider/network operator)

Business
Implications

Remote Download
Environment
(Over-the-Air viaradio
infrastructure and base
stations)

Changes what the device
doesfor the Customer

© Cingular Wireless 2003
All rights reserved

Termina Device

<. I
~Application Download

@Software Download >

Business and
Regulatory
Implications

Remote Download
Environment
(Over-the-Air viaradio
infrastructureand
base stations)

Changeswhat the device
doesfor the netwoiskm. Blust
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* Radio Software” —

 From Radio Expert’s Perspective:

— Radio Software is the key radio function — radio frequency
generation, signal processing, control, etc...
 Why do | need to worry about “radio software download”?
 3GPP, 3GPP2, etc...

« From Application Developer’s Perspective:

— Radio Software —that stuff is radio functions not applications
or content or...

 Why do | need to worry about “radio software download”?
* OMA, etc

S. M. Blust
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“*Radio Software” Download
— The Successful Perspective

 From an agnostic Download Perspective:

— Download is download. Different criteria are applicable depending
on what is being downloaded.

— “Radio Software” in the download context is like an “application”

— Why not utilize ongoing developments in download of applications
and content to form basis of download for “radio software”

— Draw two perspectives together — radio experts tell what is needed
to be downloaded and any specific criteria (e.g., regulatory, in situ
testing, etc.); applications developers provide the expertise on how
to do download and support criteria directly involved in a download
(authentication, security, protocols, etc)

— Download methods and protocols for radio software should be radio
technology agnostic. The radio technology (air interface and core
network) is important to the actual radio software code itself once it
Is utilized inside the device, but not to the process of emplacement.

S. M. Blust
8 Sept 2003
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Basic Device Level View and
Industry Organization Perspectives

DOWNLOAD CENTRIC

Terminal View

*SDR Forum
(Download Docs)
(Regulatory)

*3GPP

*GSMA

*GSMNA

>3G AMERICAS...

[OMA for
Download aspects]

GOAL: Leveraging
download
developments for
applicationsto

*OMA 4 \
WAPF MMI (Display,
(Content) I Keypad....) I
MMS-IOP
SYNCML < User
WIRELESS V. Applications
LIF
~JCP Non-Radio
*PARLAY Software
T - I Radio
*W3C Functions
LIBERTY Radio
«OASIS Software
_
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SDR Forum

The SDR Forum has been working to facilitate the introduction
of equipment capabilities to support the device flexibility and
reconfiguration that has been discussed in this paper. In
addition they have an aggressive program around the world to
work with regulatory authorities to educate and to facilitate the
development of regulations that permit the fullest flexibility to be
allowed to be deployed (and used) within such reconfigurable
devices. Furthermore, the SDR Forum is addressing the aspects
of operational software download with particular attention on the
radio software download requirements, the identification of any
unigue aspects pertinent to radio software within the generic
operational software framework, the development of high level
solutions, and the facilitation of coordination of work among the
industry activities.

S. M. Blust
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Download Threat -Trusted Source to Target Device -

Work-in-progress
Trusted by SDR Forum [4]

Sources

Bug fixes, new
capabilities, etc.

Download “Package”

/ Software Download
Distribution
Channels
(e.g., OTA, SIM Card, Kiosk)

Download “Package”

—>

Fielded SDR-
Capable
Device

S. M. Blust
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Work-in-progress by SDR Forum [4]

Third Party ..
Software Vendor Aut This is regulatory
" Roor O iz approval to use/sell
i Trusted adlj Sor lon for dio devi
Sources Ware radio device

Radio SW
Component Details/procedures may vary by

regulatory jurisdictions

Authorization
\ request
A\ “Type
Original/Modified Approval” for
Licensing Regulatory Original/
application y Hardware and
\ 4 v Software
Applicationsand .
Operational Software
(including radio s/w o
component after Specifications, Performance ..
requlatory approval) Tests, etc This is approval that
P - device is “fit for use”
Original/Modified Authorization Details/procedures
y Code/Function/S . request may vary by business
pecifications... J
v S/W Distribution
Il hannels
Quallfyl'ng “Eit for Use”
. . AUthOI‘Ity_ Approval 200'3
E.g. service provider, operator, industry ereion 3.0
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Open Mobile Alliance (OMA)

OMA has developed, among other things, a suite of
specifications [5], [6] that address device management,
application software download and the like. These key
specifications are an important foundation for the detailed
solutions and standards required for operational software
download. Indeed, through the efforts of a number of forward
looking companies in the industry, the OMA material
acknowledges the role of download of non-application software
(to use their terminology for an operational software view) and
suggests that extension of the application software download
specifications and device management and synchronization
work can be accomplished so that it encompasses aspects such
as operational software.

S. M. Blust
8 Sept 2003
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ITU-R

Additionally, the ITU-R has a work item on SDR.
Question ITU-R 230-1/8 is jointly assigned to
Working Party 8F (IMT-2000 and Beyond) and
Working Party 8A (Land Mobile Radio). WP 8F has
In its list of deliverables a Recommendation on SDR
that is scheduled for completion by year-end 2004.

S. M. Blust
8 Sept 2003
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Successin the area of operational software download, including
thecritical radio software component for commer cial wir eless
devices, ispossibleif the following challenges are met:

. Acknowledging that the wireless industry isin the software business aswell as
the wireless business.

L everaging the application software download space and the radio software
download space for cost efficiencies.

. Industry development of requirements and standards (network, radio, terminal,
...) While respecting those areas that are proprietary within the terminal devices.
. Collaborative efforts of severa standards fora; and consolidation, to the extent

possible, in asingle standards fora of a common set of documents which may
include cross referencing of industry approved standards materials developed by
collaboration.

. Delineation of areas of responsibility among the industry forafor this task.
Capitalization on what has already been developed. Extension of existing standards
and “ borrowing” from similar developmentsin related fields.

. Establishment of an agreed aggressive timeframe to accomplish the
standardization tasks.

. Continued dialog and interaction with regulators to ensure a continuing positive
climate for the incorporation of flexible and reconfigurable technology in the o M. Blust

implementation of radio devices. 8 Sept 2003
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