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5 Commercial Potential of Wireless Sensor Networks
In this chapter we focus on gaining an overall view of wireless sensor network market positioning,
typical applications and ‘end-user’ perspectives. In particular this includes potential future
applications and benefits for the use of wireless sensors and networks and how these may drive
commercial growth and wider deployment. Thus we sought to identify where there may be strong
market ‘pull’ and demand for wireless sensing solutions. This should be seen in contrast to
technology ‘push’, which is technology development work without immediate and well-defined
primary applications.
It is important to note that the context for the commercial research of our study was defined by the
wireless and associated network aspects of WSNs. The commercial application of sensors per se
was not the primary consideration, but rather the application and benefits that may be derived from
wirelessly-linking sensors together and to other systems. This wireless capability, combined with
related technology advances that allow sensors to become more sophisticated, smaller, lighter, and
more easily networked and installed, is what concerns us here.
Whilst there has been interest for some time in using wireless to connect groups of sensors for
specific requirements, the current level of technical interest and activity in developing wireless
connectivity down to the individual sensor level is relatively recent (in the last 5-8 years).
Commercial activity is therefore also correspondingly recent.
By seeking to identify the potential for major WSN market growth, we can help inform the
understanding of the spectrum demand that may develop in the future from WSN users and
applications.
In this section we look at the following market aspects
•

WSN market positioning and segmentation

•

WSN costs and reliability data from today’s market

•

The value chain including enablers and barriers

•

Market forecasts for future WSN usage

Finally we present our predicted roadmap for the take-up of WSNs.

5.1

WSN, RFID & M2M Positioning and Segmentation

Before looking at the market aspects more closely, it is useful to clarify where WSNs broadly fit
within the range of wireless-based technologies, specifically alongside Active RFID and M2M
(machine to machine). Chapter 3 has already made some comparisons between WSN, RFID and
mesh networks from a technical perspective, but an applications view is also informative. Figure
5-1 provides an illustration of this overlap of WSN with other RFID and M2M.
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Figure 5-1 Wireless Sensor Networks compared to RFID and M2M

The specific definition of a wireless sensor and a wireless sensor network from an applications
perspective is not exact, since different industry players emphasise different key attributes. This
also applies to market analysts looking at and reporting on different market segments. Current
definitions also reflect to a degree the different historical development paths and differing industry
segments and stakeholder groups. This is particularly true for RFID, a technology that has evolved
as an industry segment over a relatively long period (15 years) compared to WSNs.
Wireless M2M covers applications involving longer range, remote monitoring and management of
devices, and will typically adopt cellular or other wide-area data transfer technologies. Thus the
examples of a remotely monitored vending machine and networked photocopier might employ
GSM or 3G data connectivity to allow remote monitoring of machine status. The wireless node will
typically be powered from the machine itself, supporting the higher transmission power
requirements needed.
In contrast, the wireless sensor network examples will be shorter range, and have battery powered
sensors located for example within buildings, or on stock/asset items to be monitored.
Automated Meter Reading (AMR) is an example of an application that has been in development for
some time, driven particularly by players in the energy industry, with a corresponding specific set
of requirements to meet that industries’ needs. However many of the characteristics of AMR
systems are similar to those of WSNs, and AMR may be seen as a particular application of WSN
technologies, but with aspects of M2M depending on the architecture of the back-end system.
For the focus of this study, we take the key attributes of WSNs and related applications as:
•
•
•
•

Low power – use of batteries or scavenged energy for sensing nodes
Extended operational life without sensor maintenance (therefore ‘sleep modes’ for sensors)
Low data volumes per sensor
Non-time critical - latency and buffering acceptable
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This is not definitive, but serves to help characterise WSNs in contrast to other wireless-linked
devices and applications. For example, wireless video applications/CCTV require higher data
volumes and/or real-time data streaming, whilst sensors for manufacturing processes (real-time
process control) will normally need to work in real-time with low/very low latency, and therefore
be continually powered without sleep modes.
Again, not all WSN sensors will necessarily need to be low power, as in some situations power
may be available: an example is when linking sensors in an industrial environment between
machinery, or monitoring HVAC equipment in a building. However a low power requirement, with
battery power or particularly energy scavenging, will in many cases still be desirable to separate
powering of sensors from other systems, and to simplify installation in traditionally wired
situations.
Nonetheless, in the case of batteries, a long life is demanded, otherwise maintenance and
replacement schedules become a key negative operational and cost factor which typically does not
exist for a wired solution and will deter WSN usage.
Additional considerations of safety may also play a part, depending on how critical certain sensor
data may be for a given application. Wireless links to sensors can be susceptible to external
interference sources that do not affect wired sensors, which can in principle affect data integrity.
Use of robust radio standards (such as 802.15.4), that use frequency spreading or similar
approaches to improve link reliability, together with sound system design, can help ensure reliable
operation, but at the expense of less efficient use of spectrum and greater processing (and
potentially power requirements) at the node.
As noted, M2M applications are typically powered from host systems, as they also require higher
power radio transmission to deal with longer distance communication. Table 5-1 summarises key
characteristics of M2M, WSN and RFID, illustrating that wireless sensors provide a particular
combination of range, power consumption, processing/storage and size.
Over time, with continuing improvements in technology and corresponding reductions in costs,
power requirements, etc, our research suggests increased convergence can be expected, particularly
between Active RFID and WSNs.
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M2M







longer range (order of 10m – 10km)
not power consumption critical
encompasses other technologies in some instances
processing capability and data storage
size/weight not over-riding factor in many applications

WSN





short/medium range (order of 1m-1km)
very low power (battery, scavenged power)
two-way communications, point-to- multipoint or
peer-to-peer
local processing capability
some data storage
typically small size, weight, typically environmentally
rugged





Active RFID









contains power supply
short range (0.1 – 10m)
very low power
two-way communications, normally point-to-point
some local processing capability
limited data storage
small size/weight, may be environmentally rugged

Passive RFID








receives power via reader
near field (0.01 – 1m)
essentially one-way communications, point-to-point
limited or zero local processing
no local data storage
very small size/weight, robust packaging

Table 5-1 Key features of M2M, WSN and RFID sensors/nodes

In terms of wireless transmission characteristics, Figure 5-2 from Crossbow Inc. illustrates the
typical transmission distances and relative data rates, by comparison with Bluetooth, RFID, 2G/3G
mobile communications, Wi-Fi (802.11b and g standards), LMDS microwave, WiMAX, etc. It also
shows data rates for typical generic application requirements (cf. top line)83.
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John Suh/Alan Broad, Crossbow Inc. 2006, with credits to Feng Zhao & Leo Gubias, Wireless Sensor
Networks.
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Figure 5-2 Comparison of wireless sensor networks in terms of typical transmission distances and data rates

Distances of 10-100m for sensor networks are nominal ranges, and as noted in the summary above,
may in some cases be as much as a kilometre. However this is very much defined by maximum
allowable transmission powers, and in practice higher transmission power levels rapidly impact
battery/energy requirements on nodes.
5.1.1

Frequencies commonly used

As noted in chapter 4, currently almost all WSN applications adopt the use of one of the several
ISM (Industrial, Scientific and Medical) frequency bands available in different countries. These
are unlicensed and specifically intended for shared use, including RFID. Different users and
different types of applications share the same bands, with maximum transmission powers being
specified. However data rates are dictated by individual applications, and may be relatively low,
e.g. WSN, active RFID (10’s to 100’s kbit/s), or higher, e.g. for Wi-Fi (54Mbit/s or greater).
Figure 5-3 summarises the main frequencies available for a sample of leading countries84.
The 433.050- 434.790MHz band is colloquially known as 433MHz, whilst the 860 and 900MHz
bands are colloquially known as UHF.
The use of 2.4GHz is growing rapidly and is increasingly adopted by WSN suppliers. One of the
primary drivers for this is that 2.4GHz is seen as having global availability. Therefore common
systems can be designed for global application, leading to fewer product variants, larger
manufacturing volumes and helping to reduce node costs.
2.4GHz RF characteristics are also seen as matching many WSN application requirements,
especially in indoor environments, with a good balance of reliable distance between nodes, whilst
still being shorter range to readily permit frequency re-use within larger sites or between disparate
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IDTechEx/ Savi Technology, ‘Active RFID & Sensor Networks’ report.
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users. The reduced ability of 2.4GHz to penetrate buildings, interior walls, etc, and to be affected
by trees/foliage, reflective surfaces and similar, leads some system suppliers to consider the use of
lower UHF frequencies to ensure better reliability, range and less need for additional ‘repeater’
nodes. Thus 868MHz and 915MHz bands remain popular in the US and also due to many
existing/legacy applications.
However it is also important to note that reduced range due to absorption by walls, surfaces, foliage
etc is not necessarily a disadvantage. Depending on the type of application, reducing the ‘footprint’
of wireless sensor networks outside of the building or area of use helps to reduce susceptibility to
cause and be affected by other networks, and as noted increases the probability of frequency re-use
within a given area or distance.

Figure 5-3 Available frequencies for sample countries

The 802.15.4 radio standard is seen by many players (but not all, see Wi-Fi below) as an ideal
standard working at 2.4GHz, and many devices, modules and systems are available based on this
standard. Our research amongst stakeholders in the UK confirms 802.15.4’s current popularity.
However we would comment that this popularity may be due in part because it is a well-defined,
accepted and working standard, in addition to its technical specifications and performance. At least
one respondent (a systems supplier) in our research stated the view that whilst 802.15.4 can work
well in more benign test and laboratory environments, performance can be degraded in real-world
RF environments and that proprietary solutions can provide greater system reliability and
robustness.
Wi-Fi
The current wide deployment of Wi-Fi at 2.4GHz (802.11b/g) is another factor in 2.4GHz also
being a potentially very popular WSN frequency.
Whilst the majority of current WSN components and systems focus on the use of 802.15.4 and
proprietary radio standards together with ZigBee/ZigBeePRO85, or proprietary WSN protocols, we
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ZigBee PRO is an enhanced version of ZigBee supporting larger network configurations and an enhanced
feature set, see the ZigBee Alliance, www.zigbee.org.
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also identified some debate within the industry regarding the use of Wi-Fi or modified Wi-Fi for
wireless sensors networks.
Proponents argue that use of existing Wi-Fi infrastructure has distinct benefits, including lower
systems cost (particularly lower start up costs), established higher-layer networks and connections
to the Internet, and easier integration with other wireless systems also using Wi-Fi. Chip supplier
GainSpan for example offers Wi-Fi transceiver silicon solutions specifically aimed at WSN, with
an optimised protocol and radio design to significantly reduce power consumption compared to
typical Wi-Fi chipset solutions. This parallels current activity to incorporate Wi-Fi within mobile
and handheld devices, where reduced power consumption is also required.
But many opponents see sharing existing (or even dedicated) Wi-Fi infrastructure as problematic
for the wireless communication to individual sensors, as other applications may affect the
performance, availability and reliability of the wireless sensor system in an unpredictable and
uncontrolled manner. However the use of Wi-Fi for higher-level network connectivity in a
structured WSN (e.g. as adopted by Siemens) is seen as more appropriate and cost-effective, given
that at this level the Wi-Fi links may typically be handling greater and more sustained levels of
sensor and system traffic.
As an illustration of current usage, ONWorld surveyed the type of radio/protocol used by a range
of US industrial automation suppliers and end users in 2007, as illustrated in Table 5-186.

802.15.4

49.1%

Proprietary

23.6%

802.11x

11.0%

ZigBee

7.8%

802.15.1
(WPAN/Bluetooth)

4.3%

Others

4.3%

Table 5-1 WSN radio usage for industrial automation

5.2
5.2.1

Costs & Reliability
Costs

We have seen that the absolute costs of WSN nodes are steadily falling, and will need to continue
to do so as this will be important to reduce price differentials against wired sensors. Basic node
cost is a dominating factor in many applications, given the number of sensor nodes employed, and
will be the major cost driver for large scale applications such as complete in-building sensing
networks, widespread industrial, retail and logistics monitoring, medical patient (non-critical)
monitoring, etc.
However, of equal or more importance is the need for greater understanding and consideration by
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ONWorld Inc, Industrial WSN Expert Survey, Smart Industries
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systems suppliers, systems integrators and end users of whole life-cycle costs, not simply the basic
node cost. Whilst savings on sensor installations (particularly manual labour costs) compared to
wired solutions are a major driver to use wireless sensors, this must be assessed in terms of total
costs to procure, install, operate and dispose of systems over the system usage lifetime.
Simply comparing the cost of wireless nodes compared to wired equivalents is in most cases
simplistic. It does not take into account other cost overheads, e.g. the cost of replacement batteries
and the labour to undertake battery replacement, or direct cost savings from using a wireless
sensor, e.g. reduced installation costs, reduced cost of changing sensor locations to accommodate
environment modifications, and similar costs.
Feedback from our research suggests experience with this detailed level of cost analysis for WSNs
is still somewhat limited. This is also consistent with our view that there are relatively fewer largerscale systems integrators in the market as yet, who would be familiar with supporting large
corporate customers with this level of analysis (see section 5.3.1).
Our research and discussion with stakeholders, including members of the Sensors &
Instrumentation KTN and WiSIG (Wireless Special Interest Group), confirmed that power
consumption, energy scavenging and batteries continue to be seen as a key area to be improved for
WSN systems, and much research and development work is focused on this area.
Energy scavenging technologies have the potential to make wireless sensors much more
competitive against wired sensor approaches, in terms of operational and running costs.
Alternatively, if battery technology and life can be improved from the typically realistic 6 months-3
years to 5-10 years for a given application, then sensors become closer to a ‘fit and forget’ solution
with maintenance periods of the same order as major system maintenance/upgrade/replacement
cycles.
Figure 5-4 indicates a typical forecast for cost trends in the near term, for nodes applicable to WSN
applications in commercial buildings87.

Figure 5-4 Typical forecast for average sale prices for WSN nodes for commercial buildings
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ONWorld Inc, WSN report 2007
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ONWorld predict steady falling costs for these WSN nodes during the next 3-4 years. Prices are
forecast to fall 80%-100%, with the less complex sensing nodes for lighting reaching the $50 mark.
This may be optimistic, being very dependent on overall usage volumes.
By contrast, for industrial automation ONWorld predicts relatively higher node costs by 2011, of
the order of $350-$700.
Crossbow (a collaboration of Cisco, Intel), is targeting $10 per node by 2010 for a basic WSN
node. This also appears somewhat optimistic, but will depend heavily on the additional enclosure,
mounting and assembly requirements, testing/calibration requirements, and the particular physical
sensors employed. A $10 node cost is likely to be much more routinely achievable in the 20102015 timeframe.
In terms of the cost breakdown of nodes, a detailed cost analysis was not undertaken as part of this
study. Nonetheless it is evident that node costs depend on a number of factors, and in particular the
physical packaging and form factor required, e.g. simple PCB in plastic caseworks for internal
commercial office use, or where very small size and packing is needed, or a highly-rugged and
waterproof enclosure for hostile/external industrial applications. The battery or energy scavenging
technology used can also be a larger element of overall node cost.
The sensor itself can be a significant cost element, depending on the type of sensor, accuracy and
repeatability required, and the complexity of calibration needed at manufacture.
The radio itself is typically not the overriding cost factor, given that highly integrated radio and
protocol chips are available as part of solutions from a number of vendors (Jennic, Ember, TI,
Freescale, ST and others), and that processing requirements are also typically addressed by highvolume low cost processor devices. The antenna cost may also be minimal if this is a simple
printed or single loop within the node, but will be more expensive if a more complex or external
antenna is needed.
5.2.2

Reliability

Reliability issues for successful deployment and operation of wireless sensor networks focus
primarily on:
•

Wireless link reliability

•

Robustness of nodes in the application environment

•

Power / battery life performance (including operation near end of battery life)

•

Network topology to deal with link and node failures (mesh, retry protocols, redundancy)

•

‘Backhaul’ communications and interconnect (e.g. internet or public network reliability).

The first of these is seen as the most important. The type of radio spectrum used
(licensed/unlicensed) and the potential for external interference and/or contention with other
spectrum users may all work to reduce the perceived reliability of inter-node communications.
Third-party research and market analyst reports together with our own studies, both confirm that
system and data reliability is seen as a key requirement by users: 90% of respondents in
ONWorld’s user survey cited this as a key factor.
However, extended experience of permanent medium and large scale WSNs in real-world, i.e.
crowded and ‘noisy’ RF environments, is still limited, and the general characteristics of node
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availability, data integrity and ‘drop-outs’ are still being understood. A particular aspect of this is
the effect of a crowded RF environment on battery life: depending on the exact protocols and
system operation adopted, battery life can be impacted if the nodes attempt to retry sending data, or
send via alternate nodes/paths (mesh approaches). This can lead to reduced performance and
apparently unreliable WSN systems, where in fact the key factor is crowding with other users
rather than inherent system or link unreliability. We consider this may well be an important issue
for the wider growth of WSNs using shared ISM frequencies.
US NIST Testing
For manufacturing and industrial applications, the US National Institute of Standards &
Technology (NIST) has been investigating potential interference issues in factory environments for
wireless systems. Various tests to discover the true nature of typical RF environments were
undertaken, in an on-going program to provide guidance and advice to industry on the use of both
sensors and wireless networking in real-world situations88. Reported commentary at the start of
testing is instructive:
“ Factories have much to gain from wireless technology, such as robot control, RFID tag
monitoring, and local-area network (LAN) communications. Wireless systems can cost less
and offer more flexibility than cabled systems. But factories, such as auto production plants,
are challenging environments for wireless systems, as verified by tests conducted recently by
the National Institute of Standards and Technology (NIST). Heavy industrial plants can be
highly reflective environments, scattering radio waves erratically, and interfering with or
blocking wireless transmissions. Electromagnetic interference may hinder the auto industry
and other manufacturing sectors in trying to take full advantage of wireless networking.
The NIST tests aim to quantify what has been, until now, a nebulous problem. In a partnership
with the U.S. Council for Automotive Research (USCAR), NIST plans to develop a statistical
representation of the radio propagation environment of a production floor as a basis for
developing standards to pre-qualify wireless devices for factories. NIST researchers conducted
the initial tests at an auto assembly plant in August 2006, and completed additional tests this
month at an engine plant and a metal stamping plant”.
Comments by NIST on key findings from the tests are relatively generic, including:
“NIST's researchers suggest that many factories have highly reflective environments that
scatter radio waves. Such environments interfere with or block wireless transmissions and
make it difficult for some factories, like auto production plants, to take advantage of wireless
networks.
“Metal structures like fabrication and testing machinery, platforms, fences, beams, conveyors,
mobile forklifts, maintenance vehicles, and automobiles in various stages of production
crowded the plants. NIST monitored frequencies below 6 GHz for 24 hours at a time to
understand the background ambient radio environment.
The spectrum survey showed that "machine noise," interference from heavy equipment, can
impair signals for low-frequency applications such as those used to in some controllers on
production floors.
A detailed analysis of wireless LAN frequency on channels from 2.4 to 2.5 GHz found dense
and constant traffic by data transmitting nodes, wireless scanners and industrial equipment.
Signal-scattering tests revealed the potential for high levels of "multipath" interference, where
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US National Institute of Standards & Technology , 30 Aug 2007.
http://www.nist.gov/public_affairs/techbeat/tb2007_0830.htm
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radio signals travel in multiple complicated paths from transmitter to receiver, arriving at
slightly different times”
NIST was also reported as saying its researchers plan to use the data in studies that will attempt to
pre-qualify wireless devices for industrial plants.
In the meantime, NIST researchers have also broadly advised on actions to help minimize radio
interference. These include the use of licensed frequency bands where possible, and restricting
where possible the use of personal electronics in high-traffic frequency bands such as 2.4 GHz.
NIST also suggested the use of absorbing material installed in key locations, use of wireless
systems with high immunity to electromagnetic interference, usage of equipment that emits little
machine noise, and the use of directional antennas to help immunity against multi-path
interference.
Whilst the outcome and recommendations are as might be expected, the NIST investigations
highlight that awareness of radio communications within manufacturing environments is growing,
interference risks will continue to be an increasing consideration by end-users in the future, and
that reliability will be a key factor in ensuring the growth of applications and usage for wireless
technologies in general, and WSNs in particular.

5.3
5.3.1

WSN Market
WSN value chain

In evaluating the WSN overall market, it is informative to consider the WSN value chain. We
identify the value chain to be broadly as shown in Figure 5-5 .

Figure 5-5 WSN Value Chain

The WSN value chain encompasses sensor manufacturers, chipset suppliers, sensor node
manufacturers (hardware integrators/product suppliers), small-scale system providers,
network/communication providers, major sensor and controls suppliers (who are adding wireless to
their capability) and major systems integrators.
Some examples of companies and new entrants in WSNs include:
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• ArchRock (modules/systems, PC-based API)
• Coronis (WSN & AMR solutions, 400 / 868 / 915 MHz)
• Crossbow (Intel/Cisco, complete systems)
• Emerson Process Management (industrial sensors)
• GE Sensing (part of GE, wireless sensors & data loggers,
also partnering with Dust networks)
• MeshNetics (modules, ZigBee)
• MillenialNet (complete systems)
• Moteiv (modules/systems)
• NEC (car-to-car, car to roadside sensor networks)
• Sensicast/Adaptive Wireless UK
• Tridium (Honeywell) (API integration software)
Companies are increasingly addressing WSN application development, network management, and
integration with other monitoring and control systems, but this still remains at an early stage in
terms of mature solutions capable of supporting large scale requirements. Many application
solutions are currently written for smaller/medium scale sensors networks up to a few hundreds of
nodes.
The value chain is still developing, with the market being characterised by development activities
and business focus on the technology ‘front end’: sensors (low power/small size), sensor
nodes/modules, basic application software, power management, batteries and energy scavenging.
Thus we see a significant proportion of players being smaller companies and start-ups, in line with
the overall ‘technology-led’ stage of the market, and as is typical for an early-stage technology
market.
Suppliers of full systems, and integrators familiar with industry sector-specific requirements and
working practices, are relatively few but this is growing as players continue to evolve their
capability and experience in larger scale systems.
The front-end supply side is fragmented in terms of offerings in that many suppliers offer
nodes/software and complete systems, but in practice have limitations on their capability to
integrate with other existing services/infrastructure.
The ‘back-end’ of the supply chain is less developed. Here we refer to back-end players and
systems as those which can provide complete solutions at scale for medium and large commercial
application, not just small scale deployments. Such full system solutions typical require integration
with other control, monitoring or management systems, and strong familiarity by system providers
and integrators with the industry sector.
The majority of ‘back-end’ systems companies are thus focused on vertical markets such as
accommodation/apartment buildings, healthcare and industrial/manufacturing. We refer here to
back-end systems in terms of complete systems which include fully-implemented user and system
interfaces, data storage, historic analysis and other software and systems functionality required
according to specific applications. These companies have specific WSN solutions such as lighting,
access control, metering, or temperature monitoring and typically have supply and integration
capability with other established sensor/control systems. Examples are established major
sensor/controls suppliers such as Siemens, GE and Honeywell (partnering with Crossbow Inc). An
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example is Siemens’ wireless sensors forming part of its Apogee building automation systems89.
The wireless sensors and associated mesh-networked controllers are based on the 802.15.4 standard
and integrate with other Siemens building automation systems and associated software and webbased user control systems. It is worth noting that this system is a good example of a structured,
hierarchical sensor network using a combination of point-to-point, mesh and Wi-Fi based wireless
interconnections to build a full automation network.
Network systems and services providers (LAN, WAN, Ethernet…) are well established, but with
limited experience of specific WSN issues. However it is debateable whether they need specific
experience in this regard, as sensor data will in most instances be treated as just an element of other
aggregated system data once it reaches the higher levels of a wider, structured WSN network.
New entrants in the market are most active in providing new technologies, integrated nodes &
smaller WSN systems, but some exceptions are appearing: e.g. EnOcean, a major spin-out from
Siemens, backed by significant external investment capital. EnOcean focuses on complete systems
solutions for battery-less switch and control WSNs, primarily for the commercial building sector,
and have a significant number of deployments in commercial premises internationally.
5.3.2

Market Landscape

It is evident that, at present, the WSN market may be significantly characterised as ‘technologypush’, rather than it experiencing strong ‘market-pull’ for applications needing to address clear
requirements. Both the academic community and the wide range of existing and new-entrant
players upstream in the value chain are most optimistic about the potential of WSNs, but discussion
with a range of stakeholders also confirms a significant level of optimistic forecasting and ‘hype’ is
perceived, with many ‘applications’ being defined more from the technology side rather than by
end-users.
Wireless sensors must provide clear advantages and benefits in order to be commercially successful
on a large scale. Advantages and benefits must be clear by comparison with already developed
wired and networked products and systems. If existing wired solutions adequately address specific
requirements, the incremental cost of a wireless solution may not be justified.
As noted in section 5.2.1, it is important to consider that benefits will typically not be related to the
sensor/node cost alone. Significant installation costs and problems can be avoided using wireless
sensor technologies, and these must be taken into account for typical lifecycles of deployments.
However, wireless sensors and networks are more frequently being considered as stand-alone
technical systems, with less evidence of detailed cost/benefit or whole-life cost analyses being
conducted. This is likely to change as larger systems integrators and end-users gain increased
acceptance and awareness of WSNs.
In terms of large-scale applications, these have yet to emerge, with the majority of current WSNs
being smaller scale (10’s or a few 100’s of nodes).
Nonetheless there is increasing awareness and demand for greater use of sensors to, for example,
improve processes, safety, environmental monitoring, to reduce operational costs or meet changing
regulatory or policy requirements.
Examples include increasing requirements on government, businesses and consumers to address
environmental issues such as energy consumption and waste. These requirements are becoming
slow but steady drivers for using technology to assist in meeting these goals. Another example is
increasing demands on the food industry to monitor quality and ensure food safety at different
stages of preparation, storage and transport. Wider use of sensors and monitoring technology is
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seen as being able to provide quantitative benefits to aid these improvements, providing other
requirements for reliability, extreme ruggedness and low cost can also be met. This potential
application area is considered sufficiently significant that a specific ‘Food Sensors Network’
special interest group has been jointly established by the UK Food Processing and the Sensors &
Instrumentation Knowledge Transfer Networks (KTNs).
However, it is broadly evident from our research that there is a still a gap between technical and
systems solutions and their use as a mainstream solution to solve large-scale problems.
5.3.3

Market – Positives & Enablers

We summarise some of the positive signs and ‘enablers’ in the overall WSN market below,
indicating that a number of the ‘key pieces’ are coming together to support continued market
development:

90

•

There is clear evidence of a sustained, active and growing market.

•

Much activity and investment on the technology side - but still technology-push vs.
application-pull.

•

Core technologies are well developed.

•

Node power and energy requirements are now sufficient to give practical node operation
lifetimes - 6 months to 3 years typically – but remain an operational concern and constraint
for many users.

•

Structured WSNs architectures, with sensors and WSNs integrated as part of other
networking and communications technologies, are generally seen as providing a realistic
and pragmatic approach for very many practical applications.

•

Standards are emerging or are already developed and being adopted, for radio (air
interface) and higher-level protocols.

•

Many suppliers now exist with products, technology, nodes, systems:
o typically for smaller scale systems (10’s to 100’s of nodes)
o but strong experience with larger-scale systems (1000+) appears limited as yet.

•

A variety of trials have been conducted or in progress, with some active systems in real
longer-term deployments, although generally on a limited scale.

•

There is less evidence of major systems integrators, but interest is growing.

•

Both new deployments and existing sensor system refurbishment/upgrades are seen as
potential beneficiaries of WSNs, to enhance or supersede existing wired infrastructure.

•

Currently many of the largest global OEMs such as Hitachi, Johnson Controls, Siemens,
TAC (Schneider Electric), TimeLox, Trane and Ingersoll-Rand have some commercial
WSN products shipping today to complement their traditional controls and sensor
offerings, with many are adopting the ZigBee standard90. It remains to be seen, however,
how many will actively drive the WSN market and WSNs take-up, compared to just
ensuring they have a comprehensive product portfolio in line with competitors.

•

From chipset suppliers through systems providers, it appears that companies are steadily
focussing on WSN application development, network management, and integration, seeing
this as providing greater ‘value add’ than sensor nodes and hardware alone.

ONWorld report 2007, ‘WSN for Smart Buildings’
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•

The WSN market has developed sufficiently to attract strong new entrants, including
established companies such as Hitachi, Light Corp., MicroChip, Renesas, and
STMicroelectronics, as well as a range of start-ups with much industry expertise such as
SynapSense and SpinWave.

•

There are currently more than a dozen 802.15.4 radio component suppliers compared to
only a handful two years ago and all support ZigBee as well as proprietary offerings on top
of the 15.4-based chipsets. Today, there are at least seven ZigBee system-on-chip (SoC)
offerings, that integrate a radio with a microcontroller and advanced firmware on one chip.

5.3.4

Market – Barriers & Constraints

Some of the ‘missing pieces’ currently evident and that are considered necessary for future WSN
growth are:
•

More efficient power management, energy scavenging techniques and batteries, which are
still being developed. Battery lifetimes are not ideal, with lifetimes in the 5-10 year range
being preferred to enable a much more realistic ‘fit and forget’ approach. Energyscavenging techniques that are sufficiently low-cost and mass-producible are still under
intense development and whilst significant developments have been made, the technologies
are not fully mature yet (solar is perhaps the most mature).

•

A lack of major systems providers and/or systems integrators (as noted above), i.e.
companies able to address large-scale wireless sensor requirements from the end-users
perspective, and provide a complete, integrated and installed solution with on-going
operation support.

•

Immaturity of widely-available application-level software to fully support sophisticated
user interfaces, data integration, seamless interfacing to other sensor/control systems, back
up, and sensor data analysis according to requirements.

•

Limited end-user experience of systems over working lifetimes, including operation and
maintenance issues in practice (battery replacement, reliability, security…), data integrity,
and similar.

•

For the consumer market, there remains the risk of possible negative perceptions (which
may be ill-founded or incorrect) relating to privacy, health and security. This is analogous
to some of the issues experienced with RFIDs in recent years.

These are not insurmountable barriers, but currently serve to constrain the general acceptance and
perception by potential users of WSNs as a ‘mature’ technology. However node powering and
batteries/energy scavenging is the key constraint that WSNs must address to aid greater take-up.
Other possible constraints relating to standards, battery replacement, security and privacy, user
acceptance and regulation are as follows:
Standards
As is the case for other technologies, standards are a driver for the take-up of WSNs and are needed
given that bespoke solutions will struggle to create economies of scale. This has been confirmed
by market research that highlighted a lack of standards as a barrier to uptake of WSN solutions in
Smart Industries91. It is no surprise that when interviewed, users wanted data reliability, ease of use

91

ONWorld Smart Industries expert survey 2007
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and long battery life.
Current standards for the radio and communications protocols are now sufficiently defined and
adopted to facilitate market take-up, and have already encouraged chipmakers to develop low-cost,
low-power silicon. However a certain proportion of technology developers maintain that both the
802.15.4 and ZigBee higher-level protocol standards are non-optimal for WSN use, and prefer to
adopt propriety solutions. This mix of standard and proprietary approaches is not likely to constrain
the market unduly, but does represent a continuing evolution of the market whilst significant
experience is gained of actual systems in practical environments.
Power , batteries & need for regular maintenance
Where used, batteries add a maintenance requirement that does not normally exist with wired
networks. However, the operational/maintenance overhead can depend on application - if sensors
need to be checked at intervals to test working operation, effectiveness, calibration etc, then this
can mean physical visits to sensors are required in any case, so battery replacement may not be
such an issue. On the other hand, as sensor networks become more intelligent with more capability
for remote monitoring (wired or wireless), then this will tend to work against required maintenance
which could include battery replacement schedules.
Security and privacy
This is potentially significant in affecting take up and confidence in usage. Security issues are
different for wireless compared to wired, with greater possibility of interception of data, blocking
of data, denial of service, etc. This could be similar to concerns about the privacy of
public/domestic Wi-Fi, depending on application area. It is also the case that unfounded concerns
and perceived threats can be as important as actual technical robustness of links and data, with
certain applications likely to have more concerns than others, e.g. WSNs used as part of (non-life
critical) health monitoring.
During the study we identified that there is awareness within industry segments of the additional
issues that can be raised by wireless. An example is in facilities management and recent advice on
implementing wireless-based networks in general within buildings:
“Security requirements for a wireless network are similar to those for a wired network but
are more complicated. Wireless signals typically travel well beyond the boundary of the
facility, particularly if the signal strength has been set high enough to reach the client at
the most distant point within the facility. As a result, anyone with a laptop computer can
access the system, even if they are not physically located within the facility. Unless
managers address security issues when developing the wireless network, unauthorized
access to the system can result in problems ranging from data theft to endless hours of
troubleshooting network problems”92.
User acceptance
User acceptance has at least two aspects:
a) The acceptance of new technology into everyday life. For example it is known that the
reaction to carbon neutral buildings, where lifestyle changes are needed to maximise benefits,
are mixed. This is most likely a problem due the fact that the benefits accrue to a company,
whilst the office workers have no benefit to encourage their modified behaviour.
b) Security and privacy concerns from the users perspective, as we saw clearly in the test bed
case study. A simple solution might be to offer anonymity rather than privacy since it might
be easier to implement. In principle it is possible to make data anonymous before it leaves the
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‘Making Wireless Technology Work’, Maintenance Solutions, Nov 2007
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sensor net. Practically this may be realised by associating data only ever with groups of
people, rather than individuals. This is current research, but is likely to allow practical
circumvention of the need for all sorts of privacy policies and laws.
Both these aspects (plus other behavioural and sociological factors) are likely to colour a simple
‘technology and application’ approach to WSNs in certain areas, and act as further complicating
factors in the overall business justification for using WSNs.
Regulatory (non-spectrum)
For a given target industry, there may be additional regulatory requirements that will impact on use
and deployment of WSN technology, for example safety requirements from the FDA, or other
safety, data protection or industrial regulations.
As an example, we noted that for the healthcare market, the US Food & Drug Administration
(FDA) works in conjunction with the FCC to monitor and manage wireless interference issues.
Particular areas include wireless phone interference with medical equipment - existing regulations
focus on mobile devices, and the FDA has noted that RF from wireless phones can interact with
some electronic devices.
For this reason, the FDA has helped to develop a detailed test method to measure electromagnetic
interference (EMI) effects on implanted cardiac pacemakers and defibrillators from wireless
telephones. This test method is now part of a standard sponsored by the Association for the
Advancement of Medical instrumentation (AAMI) 93. It seems likely that WSNs applied in similar
healthcare markets may in future also be subject to similar scrutiny, even though transmit power
levels will typically be lower than the peak-power for mobile phones and similar devices.
Given that wireless sensors introduce the potential for external influence and interference, we may
expect that the market growth and confidence in the use of wireless connectivity in safety-critical
applications will take time to develop, whether in healthcare, commercial and industrial or other
applications. Manufacturers can be expected to address data integrity and reliability via intelligent
system design, but at present wireless sensor manufacturers normally do not recommend or warrant
the use of wirelessly-linked sensors for highly-critical requirements.
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5.4
5.4.1

Market forecasts
Standards take-up

As noted, the market is currently adopting standards steadily, with ZigBee and 802.15.4 radio
standards leading significantly. Consideration of a number of analyst reports, plus feedback from
industry stakeholders consulted during the study, suggests that this picture will continue to be valid
in the medium term (5-10 years).
Figure 5-6 illustrates one such forecast from ONWorld94, specifically for the smart buildings sector.
With reference to the figure, note that ZigBee is 802.15.4 based, so 802.15.4 radios are forecast to
form the basis of 88% of predicted WSN deployments up to 2011 in this sector.

Figure 5-6 Predicted take-up of 802.15.4 and ZigBee-based WSNs in the Smart Buildings sector

Comparison of this forecast with active RFID market forecasts, for example IDTechEx ‘Active
RFID and Sensor Networks’ report 2007, also suggests broad consistency, with forecasts for
2.45GHz devices of around 60m devices by 2017, a reasonable growth from 18m in 2011 as
predicted here by ONWorld.

5.4.2

WSN Market growth: Evolution vs. Revolution

Two WSN market growth scenarios are apparent: evolution and growth of existing sensor markets
& applications, as compared to revolutionary applications, i.e. growth of new markets enabled by
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ONWorld WSNs for Smart Buildings, 2007.
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WSN which do not currently exist in significant scale.
We see that, at present, evolution within established sectors is the dominant growth model. This is
as might be expected, as evolution of existing applications - building sensors, environmental
monitoring, infrastructure monitoring, industrial control and monitoring and other well-established
areas of sensor use - is where WSN technologies are being tried and used today and where the use
of wireless can be seen as a natural development or complement to wired sensing solutions.
Thus we find the following application areas as leading examples in each case:

Evolutionary applications - existing sensor markets:
•

Industrial sensors & monitoring

•

Building monitoring & control, HVAC

•

Environmental monitoring, energy management

•

Infrastructure structural sensing (temporary, permanent)

•

Logistics, asset monitoring/tracking

Revolutionary applications - new applications enabled by WSN:
•

•

‘Smart cities’ applications, in particular:
•

Ubiquitous vehicle/people monitoring,

•

Vehicle location, parking management

•

Emergency services support applications

•

Widespread AMR / monitoring

Potential new heath care applications
•

ubiquitous person monitoring, body area networks

New markets are enabled when critical cost, reliability, scalability and maintenance points are
reached – but overriding this, there must be a fundamental issue which is solved or improved by
wireless sensing. For very many of the revolutionary applications proposed from academia and
WSN technology providers, the ‘key problem being solved’ is not clear as yet. We particularly
sought examples of significant, commercially based applications that are planned and that are
specifically being enabled by WSNs. However this proved challenging, supporting our view that
WSNs need to mature further as proven, integrated, ‘enterprise level’ systems: this will then make
it easier for sound business-case evaluation by major integrators and end-users.
5.4.3

Analyst forecasts

A range of reports and market forecasts have been published in the last 2-3 years by independent
research companies, including ONWorld, IDTechEx, Harbour Research, Global Industry Analysts
Inc, Juniper Research and others. These follow on from a much-cited technology review by Frost &
Sullivan published in December 2004. A number of these reports were reviewed during the study to
understand some of the analysts’ views on the WSN market, and to compare with our research and
the feedback obtained from stakeholder discussions. Some suppliers also make their own
predictions for future market size and growth, for example Crossbow Inc. (Cisco/Intel), and chip
supplier Jennic, and these were also considered.
The Frost & Sullivan report highlighted that whilst wireless sensors are seeing growth in industrial
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sectors such as building automation and industrial automation, the adoption of the technology
remains relatively slow. Educating and convincing end users about the various advantages of
wireless sensors will be critical in ensuring increased adoption levels.
Overall we observed that analysts forecast substantial growth for the worldwide WSN market, with
many predicting a multi-billion dollar market size in the nearer term.
There are however wide variations between analysts, particularly in predictions for the shorter
term. It is also important to try to distinguish WSN forecast numbers from active RFID and M2M,
as some analysts overlap the definitions.
However the reports consistently reflect the early-stage nature of the market, and that the really big
growth market areas are not yet evident.
Examples of figures available include
ONWorld
• Industrial automation: $4.6Bn market of around 8m units by 2011
• Smart buildings:
$2.5Bn with around 18m units by 2011
Crossbow Inc.
• All applications:

$350-$700 per node
$100-$200 per node

$1Bn - $5Bn market with 80-140m shipping units by 2010
$10 node as target cost.

IDTechEx
• $4Bn market for total market by 2012-2013, for leading applications including WSNs
(USNs), smart labelling (Active RFID) and location systems, but excluding passive RFID
(tags).
• Figure 5-7 below illustrates this IDTechEx forecast. The market value plateaus as node
costs fall, even though number of deployments continues to increase.
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Figure 5-7 IDTechEx forecast for market value of active systems
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ONWorld’s report included evidence from a survey with 108 US-based WSN OEMs, developers,
suppliers and end users. The survey found that nearly 40% of respondents believe that more than
500,000 WSN nodes will be deployed in 2007-2008, with nearly 20% thinking the current (UScentric) market size for industrial WSN is over 1 million nodes 96.
Given that mass-market applications are today undeveloped, many industry forecasts to date focus
on gaining data based on IC & module shipment forecasts from vendors, and on industry
stakeholder and end-user surveys, for example Harbour Research’s M2M & networked devices
study of current users, Sept 2007).
Jennic provides an example of a vendor forecast in Figure 5-8.

Figure 5-8 Wireless Sensor Network Market Projection (Device/Node Shipments)

97

Note that the Jennic forecasts focus on device/node shipments rather than market value, with of the
order of 550m units by 2009, taking their projected mid-line forecast. Dependent on the final node
costs for nodes employing their chips, this equates to figures of the order of $5Bn to $30Bn. This
particular forecast was published in 2006, but nonetheless the figures appear optimistic, even for
the next 3-5 years.
Note that chip and node shipment forecasts do not relate to complete WSN networks. With 10’s or
100’s of nodes per typical network, the number of network deployments is obviously markedly less
than the number of nodes.
95

IDTechEx report ‘Active RFID and Sensor Networks 2007-2017’
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ON World Expert Survey - WSN Market Size in 2007
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Jennic presentation 2006 (Jennic is a UK fabless semiconductor company)
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For comparison it is interesting to note that for M2M, Juniper Research 98 suggest a market value of
$70Bn world-wide by 2011, again this seems optimistic given our overall study of the market.
It appears there is much optimism in the overall potential for wireless sensing technologies by
industry observers and leading technology players, but less evidence of which applications will
genuinely drive this growth.
5.4.3.1 RFID: a comparative perspective
Lessons from the RFID experience are likely to be relevant to the market dynamics of WSNs as the
WSN market grows. As an example, we include commentary from ABI Research99 below, which
helps provide a balanced perspective on introducing a new technology of this type into a market
segment, in this case in the retail inventory and supply chain sector.
“RFID Won’t Become a Cure-All for Inventory and Supply Chain Problems”
“When it comes to RFID, the conventional wisdom is that the technology will
revolutionize business operations and processes, impacting the way manufacturers,
distributors, and retailers track products and monitor inventory. But vendors and users
alike have underestimated the complexity of integrating RFID solutions into back-end
inventory and supply chain systems. RFID has not translated into an immediate panacea
for inventory control and visibility and a more tightly integrated supply chain. Clearly,
this will take time. An immediate boom in the supply chain is not expected. As we have
commented in the past, entire enterprises and global supply chains will not be rebuilt by
RFID in the short term”.
“RFID technology continues to make steady, progressive headway into a number of
verticals, including manufacturing, retail CPG, healthcare, and others. 2007 was another
banner year for new product releases, service offerings, and overall market education.
RFID is here and now.
However, the bandwagon that was expected to be the retail supply chain just has not
happened. There has been some activity in the US via Wal-Mart’s compliance mandate
(from which they recently quietly backed away) and in Europe where the retail sector is
seriously looking at RFID. In fact, it is leading the way. Marks & Spencer and Metro
are by far the furthest advanced, looking at tagging clothing and shop floor stocktaking.
But we are at least 12 months away from more active, wider RFID implementations on
a broader scale. Customers recognize that to put in an effective RFID system requires a
lot of work around the business case and return on investment (ROI), but they do not
know how the technology will work, what the ROI will be or what value they will get
out of it until they deploy RFID and see it working”.
The RFID market has been a long time in developing and the above commentary illustrates clearly
the need to fully identify appropriate business cases and total costs and benefits. For a new
technology this is difficult and needs to steadily build on experience of actual use cases and
deployments. This will be equally important for wireless sensors markets.
5.4.4

WSN Application areas

As noted earlier, users are already starting to evaluate and deploy real devices and WSN networks
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Juniper Research, ‘Wireless Telematics & Machine-to-Machine’, 2006
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ABI Research White Paper 4Q, 2007
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but our study indicates these are often as part of well-established sensor applications, where a move
from wired to wireless is seen as a progressive step (evolutionary growth scenario).
The size of deployments to date is modest, with a significant number working on a ‘trial basis’.
Cost and time saving are seen as a key benefit, being a major driver in for example the use of WSN
technology in intelligent building control and monitoring. Faster deployment, flexibility, and ease
of sensor re-deployment/re-use are also cited as major incentives.
Some sectors have increasing concerns which are driving the need for more sophisticated sensing
approaches: a good example is environmental monitoring/flood monitoring, where flexible
monitoring with good density of coverage is typically needed. However this is still a relatively
specialist area, i.e. the business model and demands are not evident to justify thousands of nodes
being deployed in extensive monitoring systems.
Overall there appears to be no ‘killer’ application area evident, or clear ‘pull’ from user side as yet.
Many applications areas cited by proponents, but a significant number are judged to be at the
evaluation / learning curve stage by end users.
‘Early adopters’ for WSN currently include commercial buildings (lighting/access control, HVAC,
automated meter reading); industrial users (asset management, process control, energy
management; home automation (security, lighting/heating/access); personal health monitoring
(patient, fitness)100.
As an example, Figure 5-9 shows a percentage breakdown of US WSN applications by major area
for the buildings sector101.

Figure 5-9 ON World survey breakdowns of US building sector application areas (2007)

It is notable that many industry commentators also cite AMR (automated meter reading of domestic
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ONWorld WSN for Smart Buildings, Jun.2007; WSN for Smart Industries, Sep 2007; Plextek research;
Jennic Digital South Yorkshire 2006.
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ONWorld WSN for Smart Buildings, Jun.2007.
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and commercial utility meters) as a leading example of wireless ‘sensor’ networks, although this is
not a pure WSN application.
Our discussion with a leading UK water company provided a similar view, with meter reading
being the main interest for looking at wireless technologies for use in the shorter/medium term.
Cited advantages of providing roadside wireless meter reading included reducing manpower
requirements, reducing costs and improving consistency and speed of meter reading102.
Finally, the WiSeNts survey103, Figure 5-10, provides a view of how users see areas where WSN
can bring benefit. The predicted strong growth areas in Transport, Logistics, Environmental
Monitoring, and Control/Automation are consistent with our view of evolving rather than
revolutionary applications developed from our study research.

Figure 5-10 WiSeNts Survey Results

Further useful evidence from potential end-users of wireless technologies was identified as part of
the Harbour Research Inc. adopter survey noted above: “M2M Remote Device Management in
Business: A Study of Current Users” 104 . In particular this survey shows the generally increasing
awareness and use of a wide range of wireless technologies.

102

Anglian Water, interviewed Nov 2007.

103

Embedded WiSeNts Research Roadmap, IST project FP6-0004400, November 2006, downloaded from
http://www.embedded-wisents.org/dissemination/roadmap.html
104

Harbour Research, Inc. Sept 2007, report section 3.3 ‘Implementation Issues’ and following.
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5.5

More futuristic predictions

We are aware of more futuristic work which is based on the paradigm that e-Everything will move
to u-Everything. In this case the u stands for ubiquitous. It is analogous to the idea of pervasive
computing and is sometimes called the Sensor Internet. Just how realistic this prediction will prove
to be is uncertain.
There are plans to implement a major example of u-Everything in South Korea. This is envisioned
as “A ubiquitous city where all major information systems (residential, medical, business,
governmental and the like) share data, and computers are built into the houses, streets and office
buildings. New Songdo, located on a man-made island of nearly 1,500 acres off the Incheon coast
about 40 miles from Seoul, is rising from the ground up as a U-city.”105
An artist’s impression is shown in Figure 5-11.

Figure 5-11 New Songdo U-city (impression)

If u-cities are to be realised then the very large amount of data to be collected will need to be
useable. There would need to be something like Google for Sensor Networks, combined with
metadata and highly integrated user systems working across different applications. Working via
search engines is the norm now and it is hard to remember the Internet before Google, or even
browsers.

Figure 5-12 Sensor Internet search engine operation

Figure 5-12 helps to illustrate that a user is unlikely to interact with sensors directly. Rather the
sensor data will be stored and searchable. It will also be possible to combine sensor data and

105

source: NY Times
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search the result. For example a user who is interested in weather prediction might like to combine
historical temperature and rainfall measurements for a group of local geographic areas. This
combined data could even be re-published as a new data set. In order to perform a search, metadata (information about the data set, rather than the data itself) should be available for all sensor
data.
However before any of this happens, many of the barriers already discussed will need to be
overcome.
Discussion with industry players as part of this study has so far confirmed that whilst many see the
future potential for such wide-scale sensing concepts, there is also a broad view that the industry
needs to develop further and prove WSN concepts on a less ambitious scale first: wireless sensors
are typically part of larger information and control systems and infrastructure, so use on a large
scale will need to be part of more general growth of ubiquitous networking and monitoring.

5.6

Time to Market

Our time to market estimate is based on the following key conclusions for WSNs.
•

No ‘Killer’ (revolutionary) application is evident as yet

•

WSN deployments will see steady growth as technology evolves and markets gain
understanding, experience and acceptance

•

There may be some negative user perceptions and growth constraints as 2.4GHz becomes
crowded with other users (Wi-Fi, Bluetooth, etc), with WSN nodes in particular struggling
to achieve adequate and consistent performance

•

Improvements in low-power design and energy harvesting will continue, and are likely to
accelerate WSN take-up

Thus we consider that possible scenarios for future growth are as illustrated in Figure 5-13, where
we have also indicated the major signpost events which we expect will drive growth.

Figure 5-13 Possible scenario for WSN future growth and take up
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In the figure, we illustrate an optimistic, faster growth scenario, a slower growth scenario and a
market failure possibility.
The faster growth scenario (upper curve) envisages steady acceptance and take up of WSNs across
a variety of applications, with improved power technologies which are steadily augmented and
replaced by energy harvesting techniques as these continue to be refined. Wider deployment and
increased sales volumes help drive down node and overall system costs, and serious spectrum
congestion issues do not arise in practice, perhaps because the popularity of 2.4 GHz has driven a
move to 5GHz, which is presently less crowded.
The ‘second spectrum constraint’ illustrates that with very widespread usage, for example millions
of nodes deployed in various applications nationally, the available spectrum may become
increasingly overwhelmed by all of the competing systems, constraining further growth. In other
words it is possible that both the 2.4 and 5GHz bands may fill up.
Overall, this faster growth scenario is considered optimistic.
The slower growth scenario (lower curve) is considered more realistic. Here, steady market growth
occurs driven by the increased awareness of WSN benefits by end users, the increased experience
of suppliers and integrators, and steadily falling costs. However as usage grows alongside other
users in the ISM bands, spectrum congestion increasingly becomes problematic in certain
geographic areas of ‘busy’ spectrum use (particularly at 2.4GHz), leading to cases of real and
perceived reductions in system efficiency and reliability. These are then moderated by more
intelligent co-operation between differing WSN users and enhanced approaches to deal with other
users, such as the type of clear channel assessment employed. Finally, it is possible that a modest
increase in the amount of available licence exempt spectrum will be made available.
The scenario also illustrates the potential for a step improvement in power efficiency and maturing
of energy harvesting, helping to accelerate the market and overcome operational and maintenance
concerns compared to wired sensor solutions. In other words ‘fit and forget’ begins to realistically
apply to WSNs106.
The lowest (dashed) curve in Figure 5-13 indicates the possibility that the WSN market will fail to
develop fully, with some wireless sensors fulfilling an important role in certain applications, but
not becoming the widespread technique. This is certainly a possible scenario if the emerging WSN
industry fails to address all of the reliability, cost and maintenance concerns of end users, but we
consider it low probability compared to the slow growth scenario.
Overall we conclude that time to market will be strongly influenced by:
•

firstly, the progress towards technologies which support a fit and forget model for WSN
deployments and

•

secondly, potential spectrum crowding, primarily in the 2.4GHz band, but which may
subsequently extend to the 5GHz band.

We expect a slow growth scenario.

106

‘fit and forget’ principally means not having to plan for costly battery replacement
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6 Conclusions
After considering both the technical and commercial perspectives of wireless sensor networks, the
key conclusions from the work of this study may be summarised as follows, firstly from a technical
viewpoint.
• IEEE 802.15.4 radios are the basis for the majority of industrial activity.
• Unstructured networks where all nodes are equal are the subject of much academic research
and possibly military interest, but they have not seen the level of industry interest
consistently focussed on structured networks such as IEEE802.15.4.
• 802.15.4 is designed to be polite and to check for clear channels before transmitting. But
when bands get crowded, 802.15.4 suffers due to its politeness, notably in the face of
increasing Wi-Fi usage. This may lead to the appearance that WSNs are unreliable. This is
an especially important issue as the perception of unreliability is one of the key barriers for
WSN adoption.
• Band crowding may be the biggest problem. If this is solved then batteries and costs are
next in line. In other words, solving reliability will be a great enabler, but not necessary a
guarantee of success.
Secondly, from a commercial viewpoint, we have noted that:
• Wireless sensors constitute a growing market with many active academic and industry
players.
• The technical standards being adopted are great enablers.
In bringing the technical and commercial aspects together, we see that there is really no ‘killer’
application becoming evident. In particular we have seen no big consumer pull, rather a range of
industrial/commercial applications. The applications perspective is further complicated by a clear
overlap between WSNs and Active RFID. This overlap is growing and we see convergence likely
in many cases, such as location systems for example.
The lack of a killer application may be due to limiting factors as cost and limited understanding and
experience of users, especially regarding ‘real-world’ reliability. This in turn leads to a lack of
clarity for the true cost-benefit balance in a given application. One likely signpost of a movement
towards a killer application would be the involvement of major systems integrators. Such players
will come on board when there is a need to take a professional approach to defining, installing and
maintaining large (1,000’s of nodes) wireless sensor networks. We do not see this happening just
yet, but as experience is gained with WSN deployments over the next 3-5 years, the major sensor
system suppliers and sector-specific integrators may be expected to increasingly develop and offer
WSN integration expertise and more complete ‘end-to-end’ solutions.

6.1

Views of usage and spectrum

We have noted that usage will be a combination of WSN and Active RFID, the distinction between
which is blurring. In other words they can be substitutes, and we expect convergence and
consolidation will therefore occur. Hence care is needed not to double-count the level of interest.
In terms of the frequencies to be used in the future, we expect they will all continue to fall into
existing licence-exempt bands as follows.
•

433, 868, 915 MHz – for outdoor RTLS & sensing using standards and proprietary
approaches
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•

2.4GHz – indoor RTLS and sensing - 802.15.4, ZigBee, Wi-Fi and Active RFID

The alternative of Ultra Wide Band (UWB), which has seen no major consideration for WSN as
yet, may gain interest depending on interference/congestion in the 2.4GHz band. Receiver power
consumption requirements presently mitigate against it, but if it is used to provide a location
function (UWB offers high accuracy), then alternative powering might well be envisaged as the
duty cycle of a location application can be high..
It should be noted that some in the RFID industry have begun to campaign for more spectrum107,
taking into account projected RFID growth over the next 15 years. Such spectrum is proposed to
be in the UHF band, potentially using 2 x 6MHz of PMR spectrum, which presently lies dormant.
Interestingly, the amount of spectrum required appears to be predicated on traditional tag/reader
RFID, rather than newer forms of RFID, such as Active RFID. This is not spectrum driven by
WSN requirements, but nonetheless WSNs might be able to take advantage of it, depending on
how the campaign detail evolves.
We conclude that the main issue for WSNs will be being crowded-out of the bands, especially
2.4GHz, particularly by the increasing use of Wi-Fi for streaming services, especially for video and
audio links in domestic, industrial, CCTV and similar application areas. This is likely to be
evidenced as variable performance of WSN networks, with perceived and actual reduced
reliability/availability by users.

6.2

Recommendations

Overall our recommendations are as follows. The sequencing of the recommendations is important
as some rely on previous recommendations having been acted upon. One particular aspect driving
our recommendations is that we expect WSNs to be deployed widely as licence exempt devices and
by users who may be professionals in their own fields, but are not necessarily likely to be aware of
normal wireless installation practices.
•

We suggest a program of user education is embarked upon, with the aim of educating users
about the causes and effects of band crowding, especially as it applies to 2.4GHz. It needs
to be made clear that distance (separation) is as important as frequency offset. For example
in 2.4GHz, Wi-Fi and 802.15.4 can never coexist without interference unless a minimum
physical separation is also respected, even with very large frequency separations.

•

In a related recommendation we also suggest that users are informed to a level where they
may understand and separate adverse propagation effects form interference effects,
enabling them to make more useful self-diagnoses of communications issues, or ideally
avoid them altogether by informed deployment pre-planning.

•

We suggest that more awareness is created of the potential for the user to influence the way
that 802.15.4 operates its clear channel assessment and thus enhance performance and/or
fairness of spectrum access. This recommendation is directed primarily towards
manufacturers and professional installers of equipment.

•

We suggest that all users and manufacturers are made aware of the availability of 5GHz as
an alternative to 2.4GHz. Clearly this applies best where 5GHz spectrum is nationally
available, and where the various restrictions on the 5GHz sub-bands allow suitable
operating parameters.
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Radio Frequency Identification (RFID) and SRD equipment Part 2: Additional spectrum requirements for
UHF RFID, and non-specific SRDs, Home Automation, Metering, Alarms, and Automotive applications,
Draft ETSI TR 102 649-2 V1.1.1_0.10(2007-12).
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•

We recommend a watching brief over the signposts identified in section 5.6 and Figure
5-13 with respect to time to market, such as fit and forget for sensors and any reports of
sensor unreliability, which may be congestion related. This will allow the WSN market
development to be tracked and the growth of spectrum demand to be gauged.

•

We suggest to ultimately consider releasing more LE spectrum around 2.4 and 5GHz,
depending on the market demand.

•

Where appropriate, we recommend the structured approach to WSNs is promoted to enable
easy and efficient frequency re-use, rather than an unstructured approach which could have
a larger interference footprint.

We do not necessarily expect Ofcom to take responsibility for all of the recommendations, but it
may well be that Ofcom is well placed to catalyse relevant activities. For example we expect that
industry could do much to help itself, if a focus could be developed.
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7 Abbreviations
6LoWPAN

IETF effort focussed on running IPv6 over 802.15.4

AODV

Adaptive On-demand distance vector, a favoured reactive ad hoc
routing protocol

CSMA/CA

Collision sense multiple access with collision avoidance

DNS

Domain name server

FQDN

Fully qualified domain name

GPS

Global positioning system

HART

Sensor networking standard, now includes wireless

IEEE 1451

Wireless networking for sensors and TEDS standard

IEEE 802.11

‘Wi-Fi’ standard (Phy and MAC layers)

IEEE 802.15.4

Low power network standard (Phy and MAC layers)

IETF

Internet engineering task force (defines TCP/IP etc)

IPv6

Expansion of current internet protocol (IPv4) to handle more address
space plus other improvements

ISA-100

Sensor networking standard, now includes wireless

MAC

Medium access control layer

OOB

Out of band (signalling which does not need to share the data channel)

Phy

Physical layer

RFID

Radio frequency identification

TEDS

Transducer electronic data sheets, see IEEE 1451

Tmote Connect

Part of wireless sensor family – wired gateway to Ethernet

Tmote Invent

Part of wireless sensor family – portable 802.14.5 radio and sensor node

Tmote Sky

Part of wireless sensor family – 802.14.5 radio node, battery powered
with sensor and USB interfaces

UWB

Ultra wide band

WBAN

Wireless body area network

WMN

Wireless mesh network

WSN

Wireless sensor network

ZigBee

Low power network standard (networking and application layers)
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