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About this document
This is Ofcom’s annual, in-depth look at the coverage of broadband and mobile networks of the UK
and its Nations.
As communications play an increasingly critical role in our lives, the supporting infrastructure must
keep pace with the needs of people and businesses.
Part of Ofcom’s role is to help ensure that people across the UK can access a decent internet service,
and make phone calls where and when they need to.
This annual report tracks communications providers’ progress in increasing the availability of good
communications, and how the UK’s networks are responding to changing needs of people and
businesses.
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Connected Nations Report 2017: Data analysis

1. Dashboard
Data relating to fixed coverage was collected in May 2017. All other 2017 data relates to June. All
figures for data usage combine both download and upload volumes.

Fixed broadband

2017

2016

Broadband, all speeds
Access to services (‘coverage’), premises

100%

≈100%

44Mbit/s

37Mbit/s

Average upload speed of active connections

6Mbit/s

4Mbit/s

Total fixed monthly data usage

4,170PB

2,750PB

190GB

132GB

97%

95%

57Mbit/s

51Mbit/s

Average upload speed of active connections

7Mbit/s

5Mbit/s

Total fixed monthly data usage

3,581PB

2,230PB

215GB

153GB

91%

89%

Average download speed of active connections

77Mbit/s

74Mbit/s

Average upload speed of active connections

10Mbit/s

8Mbit/s

2,445PB

1,434PB

231GB

169GB

3%

2%

3%

5%

Average download speed of active connections

6Mbit/s

6Mbit/s

Average upload speed of active connections

1Mbit/s

1Mbit/s

Total fixed monthly data usage

588PB

521PB

Average monthly data usage, per residential connection

111GB

81GB

Average download speed of active connections

Average monthly data usage, per residential connection
Broadband (download speed of 10Mbit/s and higher)
Access to services (‘coverage’), premises
Average download speed of active connections

Average monthly data usage, per residential connection
Superfast broadband (download speed of 30Mbit/s and higher)
Access to services (‘coverage’), premises

Total fixed monthly data usage
Average monthly data usage, per residential connection
Full fibre coverage1
Access to services (‘coverage’), premises
Broadband (download speed up to 10Mbit/s)
Access to services (‘coverage’), premises

1

We currently consider a property covered by full fibre services only if they can be connected within 14 days.
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Mobile2

2017

2016

4G services
Premises (indoor) covered by all operators3

58%

40%

Geographic area covered by all operators

43%

21%

Geographic area not covered by any operator

22%

37%

Coverage of A and B roads by all operators

33%

16%

A and B roads not covered by any operator

16%

35%

Premises (indoor) covered by all operators3

90%

85%

Geographic area covered by all operators

70%

63%

9%

11%

Coverage of A and B roads by all operators

68%

56%

A and B roads not covered by any operator

5%

7%

Premises (indoor) covered by all operators3

85%

80%

Geographic area covered by all operators

63%

52%

Geographic area not covered by any operator

12%

16%

Coverage of A and B roads by all operators

58%

45%

A and B roads not covered by any operator

7%

11%

Total number of active mobile connections

84.06m

83.6m

Total mobile data usage

155.9PB

105.5PB

1.9GB

1.3GB

Voice services (2G, 3G and 4G)

Geographic area not covered by any operator

Data services (3G and 4G)

Mobile (data use)

Average monthly data usage, per SIM

2

Coverage thresholds are: 2G outdoor (-81dBm), 3G outdoor (-100dBm), 4G services outdoor (-105dBm), 4G voice services
outdoor (-105dBm), 4G data services outdoor (-115dBm).
3 The indoor coverage figures in this report take into account the effects of walls, doors, roofs etc. which will reduce or
block mobile signals as they pass through. We have assumed that all buildings block mobile signals in the same way (by
reducing signal strength by 10dB). In reality, some buildings will block signals more than others and we will reflect this in
subsequent updates.
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2. Executive summary
2.1

This report outlines the main developments in coverage and performance of fixed
broadband and mobile networks, as well as network security and resilience. Alongside this
report, we have published reports summarising the findings for the four UK nations. We
have also updated our mobile coverage checker app for smartphones and tablets, and our
online visualisation tool, to help people find out more about the availability of fixed
broadband and mobile services.

2.2

Since we published our first report on these services in 2011, coverage has grown and
people and businesses are better connected. But in too many areas coverage is still poor,
broadband speeds are slow, and mobile services are unreliable or not available. Ofcom’s
Strategic Review of Digital Communications led to a number of policies4 aimed at
addressing these problems; our Connected Nations reports help us to monitor progress.

Fixed broadband
2.3

Broadband coverage to people’s homes and businesses has continued to improve.
Superfast broadband – which Ofcom defines as providing a minimum 30Mbit/s download
speed – is now available to 91% of premises in the UK, up from 89% last year. Coverage of
broadband with a minimum of 24Mbit/s download speed, the Government’s definition of
superfast broadband, was 92% of premises as of May 20175.

2.4

But too many premises lack access to decent broadband. We estimate that around 1.1
million UK premises (4%) cannot access decent broadband6; that means a connection
capable of delivering a download speed of at least 10Mbit/s and an upload speed of at
least 1Mbit/s. This is the specification for the Government’s proposed broadband Universal
Service Obligation (USO). The inclusion of a minimum upload speed reflects the growing
importance to people and businesses of services such as videoconferencing and video
sharing, which need good upload, as well as download, speeds.

2.5

Lack of decent broadband is a particular concern for small businesses. Small businesses
increasingly rely on broadband, but a disproportionate number cannot access even a basic
service. We estimate that almost 230,000 small businesses (7%) cannot receive decent
broadband. A key benefit of the USO will be to address this concern. We see a similar
pattern for superfast broadband, where around 500,000 small businesses (16%) do not
have access, compared to 9% of premises as a whole.

4

https://www.ofcom.org.uk/phones-telecoms-and-internet/information-for-industry/policy/digital-commsreview/conclusions-strategic-review-digital-Communications
5 These statistics for coverage of services with download speeds of 30Mbit/s and 24Mbit/s both relate to May 2017, which
is when our fixed coverage data was gathered. Throughout the remainder of this document we use our definition of
superfast (i.e. with a download speed of at least 30Mbit/s) unless otherwise stated.
6 We consider that this is the minimum level of broadband performance required for internet access to services such as
web browsing, email and certain video services.
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Figure 1: An indication of what you can do with different download speeds
Download speed
10Mbit/s

30Mbit/s

300Mbit/s

1Gbit/s

Streaming music

Yes

Yes

Yes

Yes

Downloading an album

1 – 2 min.

30 – 60 sec.

< 10 sec.

< 5 sec.

Streaming an HD movie

Yes

Yes

Yes

Yes

Downloading an HD movie

1 – 1½ hours

30 min.

< 5 min.

< 2 min.

Streaming an ultra HD movie

No

Yes

Yes

Yes

Downloading an ultra HD movie

5 hours

1½ - 2 hours

<15 min.

< 5 min.

Estimates assume exclusive use of the broadband connection. If others are using the connection at the same time,
content may take longer to download or may stream at a lower quality.

Source: Ofcom analysis

2.6

The picture varies across the nations. Generally, premises in England have better access to
broadband than those in Scotland, Wales and Northern Ireland. While superfast broadband
coverage in England is 92%, the equivalent figure for the other nations varies between 85%
and 89%. Similarly, 3% of premises in England do not have access to decent broadband,
while the equivalent figure for the other nations varies between 5% and 7%.

2.7

More people are upgrading to superfast services. As superfast broadband coverage
reaches 91%, almost four in ten premises (38%) now take a superfast service. This has
increased from 31% last year. As a result, the total amount of data carried by UK fixed
access networks in a month has increased by 52% over the last year, to 4.17 exabytes7.

2.8

’Full fibre’ investment is starting to happen. Full fibre broadband delivers a predictable
and reliable service, with speeds as high as one gigabit per second. It is now available to
840,000 UK premises (around 3%, up from 2% last year). We expect this to increase in the
coming years, as a number of network operators have recently announced plans to extend
their full fibre networks:
a) Virgin Media is extending its ultrafast broadband network to an additional four million
premises, of which two million are expected to be full fibre8;
b) City Fibre, in partnership with Vodafone, recently announced plans to roll out full fibre
to five million premises by 20259. Hyperoptic has also announced plans to provide full
fibre coverage to five million premises by 202510. Gigaclear, targeting more rural areas,

7

1 exabyte = 1 billion gigabytes = 1 quintillion bytes
http://www.libertyglobal.com/pdf/press-release/Virgin-Media-Fixed-Income-Q3-2016-FINAL.pdf
9 https://www.cityfibre.com/news/vodafone-cityfibre-bring-gigabit-speed-fibre-uk/
10 https://www.hyperoptic.com/press/posts/hyperoptic-secures-100million-to-accelerate-full-fibre-rollout/
8
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aims to cover 150,000 premises by 202011. KCOM has also announced it plans to have
full fibre coverage across all of its network area by March 2019, providing coverage to
200,000 premises12; and
c) Openreach has outlined its ambition to roll out full fibre services to two million
premises by the end of 202013, and indicated that it may be possible to extend this to
10 million premises by the mid-2020s14.
Figure 2: The state of fixed broadband across the UK

Source: Ofcom analysis of operator data, May-June 2017

Mobile telephones and broadband
2.9

We are making sure that the way we measure mobile coverage reflects the actual
experience of today’s mobile users. Our expectation of mobile services is changing as we
become more dependent on mobile services and need to access them wherever we are –
indoors, outdoors or on the move. At the same time the devices we use to access mobile
services have changed, with increasing take-up of smartphones and tablets, which require

11

https://www.ispreview.co.uk/index.php/2017/05/gigaclear-raise-111m-1gbps-rural-broadband-150000-ukpremises.html
12 https://www.kcomhome.com/news/articles/kcom-full-steam-ahead-for-fibre-broadband/
13 http://www.btplc.com/Sharesandperformance/Quarterlyresults/Investormeetingpack.pdf
14 https://www.homeandbusiness.openreach.co.uk/news/industry-has-welcomed-our-ambition-to-build-a-large-scale-fttpbroadband-network
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stronger signals than older, simpler phones. Our engineers have therefore carried out an
extensive programme of practical tests to ensure mobile coverage information reflects the
actual experience of today’s mobile users.
2.10

The Government and the National Infrastructure Commission (NIC) have supported this
approach, asking Ofcom to set out how reporting of mobile coverage might reflect the
quality of service experienced by consumers15 16.

2.11

We define mobile coverage in a way that is likely to deliver a decent experience to
smartphone users:
a) Telephone calls: Nearly all 90-second telephone calls should be completed without
interruption;
b) Data services: Nearly all connections should deliver a speed of at least 2Mbit/s. This is
fast enough to allow users to browse the internet and watch glitch-free mobile video.

2.12

We have used crowdsourced17 data from consumer handsets to identify the signal levels
needed to meet these targets at least 95% of the time. We have also checked the signal
levels predicted to be available from mobile operators are provided in practice.

2.13

The headline findings on the state of coverage of the UK’s mobile networks in 2017 are:
a) Most, but not all, people have coverage in their home or at their offices: 90% of UK
premises have indoor telephone call coverage from all four mobile networks, while
85% have indoor coverage for mobile data services. These figures are up from 85% and
80% respectively last year. Our coverage figures take into account the reduction of
mobile signal levels indoors because signals can struggle to travel through walls.
However, those people who do not have indoor coverage may still be able to access
mobile data over wifi, and are increasingly able to make telephone calls over wifi18;
b) Coverage away from home has improved, but is still poor: 70% of the geographic area
of the UK has telephone call coverage from all four networks, while 63% has mobile
data coverage. These figures are up from 63% and 52% respectively last year;
c) Coverage on roads also needs to improve. It is possible to make a telephone call from
all four networks while inside a vehicle on just 68% of A and B roads, while 58% of A
and B roads have in-vehicle data coverage. These figures are up from 56% and 45%
respectively last year. Our coverage figures take into account the reduction of mobile
signal levels as they travel through the metal frame of a typical vehicle. Motorists
increasingly rely on mobile connectivity for a wide range of services, from
entertainment to navigation, and we expect this reliance to increase as ‘connected
cars’ become more popular;

15

https://www.gov.uk/government/publications/next-generation-mobile-technologies-a-5g-strategy-for-the-uk
https://www.gov.uk/government/publications/connected-future
17 Crowdsourcing is the use of data from a large number of people and, in this particular case, their mobile phones. This
data is automatically collected and made available for analysis.
18 Wifi calling is now supported by many mobile phones and we expect its use to continue to grow.
16
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d) Urban areas have better coverage than rural; England has better coverage than the
other nations. While people inside 90% of UK premises can now make telephone calls
on all four mobile networks, this falls to 57% in rural areas. People can make outdoor
telephone calls from 70% of the geographic area of the UK, but only 40% of the
geographic area of Scotland.
Figure 3: The state of mobile services across the UK
• Consumers can make telephone calls inside 90% of UK premises
and data services inside around 86% of UK premises
• Outdoor geographic coverage remains low, particularly in
Scotland and Wales
• 4G coverage continues to increase, but many rural communities
remain unable to get a signal

Scotland
Telephone Indoor premises
calls
Outdoor geographic area
Indoor premises

Data

Outdoor geographic area

4G

2017

2016

87%

81%

40%

35%

82%

74%

31%

UK
Telephone Indoor premises
calls
Outdoor geographic area
Data
4G

53%

33%

Outdoor geographic area

17%

6%

Telephone Indoor premises
calls
Outdoor geographic area
Data
4G

2017

2016

78%

73%

70% 63%

Indoor premises

85% 80%

Outdoor geographic area

63% 52%

Indoor premises

58% 40%

Outdoor geographic area

43% 21%

England

Data
4G

Northern Ireland

90% 85%

2017

2016

91%

87%

88%

81%

Indoor premises

87%

82%

Outdoor geographic area

82%

72%

Indoor premises

60%

42%

Outdoor geographic area

61%

32%

Telephone Indoor premises
calls
Outdoor geographic area

21%

Indoor premises

2017 2016

Wales

2017

2016

80%

69%

62%

50%

Indoor premises

73%

57%

Telephone Indoor premises
calls
Outdoor geographic area

83%

76%

Indoor premises

75%

70%

Outdoor geographic area

77%

71%

Indoor premises

44%

34%

Outdoor geographic area

52%

27%

Outdoor geographic area

60%

30%

Indoor premises

34%

13%

Outdoor geographic area

25%

6%

Data
4G

Coverage is for all operators, i.e. the percentage of premises or geographic area where there is likely to be a signal from all operators. Coverage levels
for individual operators will be higher. Based on Ofcom coverage definitions, which are different to those used in coverage obligations.

Source: Ofcom analysis of operator data, June 2017

2.14

We are working with industry to ensure that coverage measurement reflects the
consumer experience. We recently established a cross-industry working group to agree a
consistent means of measuring coverage, building on and refining the principles set out
here. We expect this to require further testing, using both traditional test equipment and
crowdsourcing. The working group will consider how this can best be presented to
consumers, so that they can choose the service that best meets their needs. We will
continue to seek ways to improve both how we measure coverage and how we present
information via our own coverage checker app for tablets and smartphones19.

2.15

Coverage obligations are the main means by which we can improve mobile coverage. We
can improve mobile coverage by applying coverage obligations to the spectrum licences
held by operators. There are currently two such obligations. One requires operators to

19

https://www.ofcom.org.uk/phones-telecoms-and-internet/advice-for-consumers/advice/ofcom-checker
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provide coverage for telephone calls to 90% of UK landmass; the other requires O2 to
deliver an indoor data service of at least 2Mbit/s to 98% of UK premises. Both of these
obligations require delivery by the end of 2017, and early in 2018 we will be examining
whether they have been complied with.
2.16

Historic coverage obligations do not fully meet the needs of modern mobile users. When
these coverage obligations were established they adopted the approach to measurement
that had historically been used by the mobile industry. Since then, increased consumer
expectations and changes in the devices used to access mobile services mean the levels of
coverage actually achieved will be lower - by approximately 10 percentage points. Based
on how we now measure coverage to reflect modern smartphone use, and assuming the
operators meet their obligations, the historic coverage obligations would in practice mean
that all operators would provide outdoor coverage to 80% of the UK landmass (rather than
90%), and O2 would deliver an indoor data service to 88% of UK premises (rather than
98%).

2.17

We are considering new coverage obligations associated with the 700 MHz spectrum
auction. As set out in our Strategic Review of Digital Communications20, the award of the
mobile airwaves in the 700 MHz band provides an important opportunity to improve
coverage. We intend to define these new obligations in a way that reflects the actual
experience of today’s mobile users. We also believe that they should focus on rural areas,
where the current experience is poorest and is least likely to be addressed by operators’
commercial deployments. We are planning to consult early in 2018 on specific proposals.

2.18

Increasing coverage and take-up of 4G is driving data use. The average volume of data
consumed per subscriber per month is now 1.9GB, up from 1.3GB last year – an increase of
46% year on year. A total of 156PB was sent over all mobile networks in June 2017, a 47%
increase on the year before. Even so, this represents less than 4% of the total volume of
data sent over fixed broadband networks in a month.

Network security and resilience
2.19

Communications providers must protect the availability and resilience of their networks.
We require operators to report major incidents to us and received 678 incident reports last
year, broadly in line with previous years. We also require operators to demonstrate that
they adopt security best practice.

2.20

Cyber security is a major area of current focus. Historically most network failures have
been due to physical faults, for example hardware failures. In the light of the growing
threat of cyber attack, we are working with the Department for Digital, Culture, Media &
Sport (DCMS) and the National Cyber Security Centre (NCSC) on a programme to
proactively test operators’ cyber-readiness.

20

https://www.ofcom.org.uk/phones-telecoms-and-internet/information-for-industry/policy/digital-commsreview/conclusions-strategic-review-digital-Communications
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2.21

The dependence of mobile networks on mains power merits further attention. Mobile
networks are increasingly important as a means of safety-critical communications. For
example, 70% of calls to the emergency services are now made over mobile networks. We
believe that more needs to be done to improve the resilience of mobile networks in the
face of electricity supply failure, and we will work with both industry and government to
identify options for improvement.

9
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3. Background to the report
3.1

Under the Communications Act 2003 ('the Act') Ofcom is required to submit a report to the
Secretary of State every three years, describing the state of the electronic communications
networks and services in the UK.21

3.2

We published the first report in 2011 and recognised, at that time, that some aspects of
the communications infrastructure were developing rapidly and/or were of particular
interest to Government and industry stakeholders. We therefore committed to providing
updates on an annual basis, focusing on the areas of greatest change, such as coverage and
capacity of fixed and mobile networks.

3.3

For fixed broadband services, this report considers services provided to residential
consumers and to small and medium-sized enterprises (SMEs). We use data gathered from
the largest operators in each sector, as well as information already held by Ofcom. Where
possible we have re-used data already provided to Ofcom, in order to minimise the burden
on stakeholders. We have also gathered data from a number of smaller network providers,
including some providers of fibre to the premises (FTTP) and fixed wireless access (FWA)
networks.

3.4

We present a detailed description of our data sources and methodologies in Annex 1.

Improving the information available to stakeholders
3.5

Alongside this detailed technical report and its concise summary, we are updating the tools
launched last year to help consumers and other stakeholders find out more about fixed
and mobile services in the UK:
a) App for mobile phones and tablet PCs, which enables consumers to find out more
about the fixed broadband and mobile services that are available at their address and
test the speed of their fixed and mobile connections. A web-based tool is also available
for use on desktop and laptop computers.
b) Online visualisation tool, which presents the key highlights from this year’s report in
an intuitive and graphical way. The tool allows the user to view some of the data and
narrative from the reports in a more interactive format.

3.6

We are publishing a short summary aimed at consumers to highlight the key themes and
messages that have emerged in this year’s Connected Nations report. Alongside this we
are also publishing reports focusing on developments in each of the nations.

3.7

As in previous years, we will also be making data available to download via our website.
We recognise the value in making this data available to third parties for their own analysis

21

http://www.legislation.gov.uk/ukpga/2010/24/section/1
ss. 134A and 134B of the Act. The Digital Economy Act 2017 added a new s.134AA on additional reports. Additional reports
may be published in such manner as Ofcom consider appropriate (s.134AA(2) of the Act).
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and we continue to work as part of our broader open data initiative to explore ways in
which to further improve this.

Outline of this report
3.8

The remainder of this report is structured as follows:
-

3.9

Section 4: Fixed broadband networks and services
Section 5: Mobile voice and data services
Section 6: The Internet of Things
Section 7: Internet Access Services
Section 8: Security and resilience
Section 9: The continuing evolution of television

We welcome comments from consumers and stakeholders on the report. Please contact us
at connectednationsreport@ofcom.org.uk.
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4. Fixed broadband networks and services

4.1

Fixed broadband connections are becoming ever more important, as consumers and
businesses rely on this connectivity for work and for entertainment. Superfast broadband
rollout is continuing, and now has coverage to 91% of homes and small businesses. Rural
areas in particular have seen great improvements in coverage over the past year as
superfast rollout extends to harder to reach areas, but remains significantly lower than in
urban areas.

4.2

This section reports on the coverage, performance and usage of fixed broadband services
in the UK and the nations, including the speed of broadband services and the amount of
data that are used on these connections. It also explores where consumers do not have
access to faster speeds and the reasons why.

4.3

The most important messages are:
a) Coverage of superfast broadband (with download speeds at least 30Mbit/s) has
extended to 91% of premises. 92% of premises have coverage of broadband with
download speeds of at least 24Mbit/s, which is the UK Government’s definition of
superfast.
12
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b) We estimate that around 1.1m premises would currently qualify for the Department of
Digital, Culture, Media and Sport’s (DCMS) proposed Broadband Universal Service
Obligation (USO), meaning that they do not have access to broadband with a download
speed of at least 10Mbit/s and a 1Mbit/s upload speed. This is around 4% of UK
premises.
c) However, many small businesses lack decent broadband. We estimate that almost
230,000 SMEs22 (7% of small businesses) cannot receive the broadband speeds defined
by the proposed USO. Around 500,000 small businesses (16%) do not have access to
superfast services or faster, compared to 9% of premises as a whole.
d) Full fibre coverage is now available to 840,000 premises (3% of premises).23 Coverage
of services with download speeds at least 300Mbit/s has increased to 36%, as a result
of Virgin Media increasing the headline speed of their fastest broadband package to
300Mbit/s.24
e) The total amount of data carried by UK fixed access networks in a month has increased
by 52% over the last year, to 4.17 exabytes. This equates to an average of 190GB per
residential connection per month, up from 132GB last year. Customers on faster lines
tend to download more data. Data use on connections below 10Mbit/s still appear to
be constrained by the speed of the line.

4.4

Data in this section regarding coverage on fixed networks was collected from operators
with a reference date in May 2017. Data relating to the performance of the line, such as
data use and the speed of the active broadband service, relates to June 2017.

22

Small and medium-sized enterprises. In this report we use the terms “SME” and “small business” interchangeably.
Some businesses may also buy dedicated, uncontended business services on leased lines. Coverage and take up of leased
lines services are not included in this report.
24 Services on the Virgin Media network with headline speeds of 350Mbit/s are available to businesses.
23
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What is superfast broadband and how is it delivered to homes and small
businesses?
We define superfast broadband as supporting download speeds of at least 30Mbit/s. To deliver
these speeds, service providers typically need to install fibre optic cabling, which supports higher
speeds than the copper cables used in traditional networks. The UK Government uses a different
definition of superfast. It defines superfast as supporting download speeds of at least 24Mbit/s.
The most commonly used technologies supporting superfast rollout are Fibre to the Cabinet, Fibre
to the Premises or Cable. Other technologies, such as Fixed Wireless Access, can also be used to
provide superfast speeds but its use in the UK is more limited.
Fibre to the Cabinet (FTTC)
This is the technology that is used to support most superfast lines, where the copper cable
between the local exchange and the street cabinet is replaced with optical fibre, but the final
connection to the consumer’s home or business is still made of copper, using Very-high-bit-rate
Digital Subscriber Line (VDSL) and, to a limited extent, G.Fast technologies. The replacement of
copper with fibre in the connection enables higher speeds for the consumer.

Exchange

Cabinet

Optical Fibre

DP

Copper line

Premises

Fibre to the Premises
This extends the fibre network to the customer premises and is capable of delivering very high
speeds, well in excess of 300Mbit/s. We call this type of connection a ‘full fibre’ connection. We
define ultrafast broadband as broadband connections that support download speeds of at least
300Mbit/s.

Exchange

Cabinet

Optical Fibre

DP

Premises

Cable
In a traditional cable network, the connection between the cabinet and the customer’s home
consists of a Hybrid Fibre-Coaxial (HFC) cable. Broadband services are delivered along the fibre
cable to a cabinet and are then carried to the home via a co-axial copper connection which can
support very high speeds, and therefore can provide ultrafast services. However, the bandwidth is
shared between customers that are connected to the same headend (the cable equivalent of an
exchange). We explain the implications of this type of network architecture in 4.44.

14
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Cabinet

Optical Fibre

Premises

HFC line

Fixed Wireless
In a Fixed Wireless network, the connection between the consumer’s home or office and the
provider’s network is a wireless connection. Depending on the number of users served by the
wireless connection, it is capable of delivering superfast speeds.

Network

Wireless/Mobile

Nodes

transmitter

Fibre or wireless
backhaul

Premises

Industry context
Fixed broadband services in the UK are provided largely over two networks, Openreach’s PSTN
network and Virgin Media’s Cable network.
The Openreach network extends across almost all of the UK except in Hull, where telephony and
local access services are provided by KCOM. Openreach mainly uses FTTC, and some FTTP to
provide superfast services. Providers such as BT, Sky and TalkTalk offer superfast services over the
Openreach network. Standard broadband services are also available, using a connection that is
entirely copper from the exchange to the consumer’s premises. Although the Openreach network
covers nearly all of the UK, superfast services are only available to 85% of premises on their
network, because of the technology that they use to provide broadband services.
KCOM is the incumbent provider in Hull and operates the city’s local access network. Superfast
services are available to 61% premises in their network. KCOM’s superfast coverage is lower than
Openreach’s (as a percentage of premises covered) as it has chosen to use FTTP for most of their
superfast coverage, which requires more work to upgrade each individual line. However, this does
mean that “full fibre” is available to more users than any other UK city.
In York, Sky and TalkTalk are also offering services on CityFibre’s FTTP network. FTTP is also used
by other communication providers such as B4RN in rural Lancashire, Hyperoptic and Gigaclear.
Virgin Media uses mainly cable technology, although in parts of its new network rollout it has
connected premises directly with fibre, running cable services over the optical fibre.25 Superfast
services are available on all of Virgin Media’s cable network, but this is only available to 45% of UK
premises.
Fixed Wireless is most commonly used by smaller providers such as Relish and Quickline.

25

This is called Radio Frequency over Glass (RFoG)
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Over 91% of UK properties can now receive superfast broadband
Figure 4: Superfast broadband coverage continues to improve

Source: Ofcom analysis of operator data

4.5

Superfast coverage (of services with at least 30Mbit/s) continues to increase and is now
available to almost 27 million (91%) premises, with every nation seeing an improvement in
coverage compared to 2016. Scotland and Wales have seen the biggest increase in
coverage. This has been driven by improvements to rural coverage, where Scotland and
Wales have seen an increase of 10 percentage points.

Figure 5: Superfast broadband coverage is higher in urban areas, but rural coverage is catching up
Urban coverage, % premises

Rural coverage, % premises

UK

95% (↑2pp)

66% (↑7pp)

England

95% (↑1pp)

69% (↑6pp)

Northern Ireland

97% (↑1pp)

57% (↑5pp)

Scotland

94% (↑4pp)

56% (↑10pp)

Wales

96% (↑3pp)

66% (↑10pp)

Source: Ofcom analysis of operator data

4.6

26

The improvements in Scotland and Wales could be attributed to local superfast rollout
projects. The Digital Scotland project consists of two programmes: The Highlands and
Islands and The Rest of Scotland. In the Highlands and Islands, the project has exceeded
their initial target of 155,500 premises and expects to cover 86% of premises by the end of
the financial year.26 In Wales, under its Superfast Cymru grant agreement with the Welsh
Government, BT has committed to providing access to superfast broadband, delivering
30Mbit/s download speeds, to around 690,000 premises ahead of project closure on 31

http://news.hie.co.uk/all-news/rural-broadband-roll-out-reaching-further/
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December 2017.27 Superfast rollout has not made as great an impact in rural parts of
Northern Ireland as these premises tend to be more evenly spread and average line
lengths are the longest in the UK.

The UK Government has moved closer to meeting its target for superfast
broadband coverage
4.7

The UK Government is aiming for at least 95% of premises to have access to superfast
broadband services by the end of 2017, using its own benchmark of 24Mbit/s or more. We
estimate that 92% of UK premises (around 27 million) had available to them broadband at
this speed as of May 2017. This is an increase of over one million properties since last year.
With efficiency savings, clawback funding (due to higher than expected take up) and
further commercial rollout, Broadband Delivery UK (BDUK) expect that superfast
broadband with download speeds of 24Mbit/s could extend to 98% of premises.28 We will
report on the full extent of the BDUK supported roll out as of the end of 2017 in our next
update.

4.8

This figure is lower than some numbers reported elsewhere, such as by
thinkbroadband.com, whose figures are cited by Government to track superfast broadband
rollout. Unlike our estimate, which is based on analysis of speeds available to every
residential and small business property in the UK, other such reports are extrapolated from
consumer line speed tests for a small sample of lines.

4.9

East Riding of Yorkshire is the local authority that has seen the largest improvement in
superfast coverage compared to 2016, with coverage improving by 19 percentage points.
In Scotland, Argyll and Bute was the council area that has seen the largest improvement
with an increase of 15 percentage points. In Wales, the area with the greatest
improvement was Newport, which saw an increase of 11 percentage points. The
improvements in Northern Ireland were more modest, with the area of greatest
improvement only seeing an increase of 4 percentage points. In many of these areas,
improvements have been driven by increased coverage for rural areas, especially where
superfast broadband can be provided with FTTC.

4.10

We expect superfast coverage to continue to increase over the next few years. The Scottish
government will shortly be consulting on plans to deliver superfast broadband to 100% of
premises in Scotland by 2021.29 The Welsh government has announced that up to £80m
would be available for additional rollout starting in January 2018.30 In Northern Ireland,
£150m has been earmarked for broadband infrastructure, as a part of the deal between
the Democratic Unionist Party (DUP) and the Conservative party to support the minority
government at Westminster.

27

http://gov.wales/docs/det/publications/160923-superfast-cymru-project-timeline-and-targets-en.pdf
https://www.gov.uk/government/news/the-great-british-broadband-boost
29 https://beta.gov.scot/publications/digital-scotland-reaching-100-programme/
30 http://gov.wales/newsroom/science-and-technology/2016/161107-up-to-80m-investment-for-next-stage-superfastscheme/?lang=en
28
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Figure 6: The local authority with the greatest improvement in superfast coverage for each nation

Source: Ofcom analysis of operator data

Full fibre services are available to around 840,000 UK premises
4.11

‘Full fibre’ broadband is where a home or office is connected all the way to the telephone
exchange by fibre-optic cables. It is often contrasted with services that are based fully or
partially on copper wires.

4.12

Full fibre networks can provide a better quality service; one which has more stable
performance, especially at peak times, and therefore can more easily meet the advertised
headline speeds. Because they do not involve older copper wires, full fibre lines also suffer
considerably fewer faults which affect service. Full fibre can also deliver both download
and upload speeds of 1Gbit/s, making it significantly faster than existing services delivered
over part-copper networks.

4.13

Full fibre services are currently available to around 840,000 (3%) of UK premises, up from
2% last year. This is higher than the reported coverage of 1Gbit/s services, as highest speed
information was not provided for some lines. We estimate that around 2% of premises are
reported to have connections that can deliver download speeds of at least 1Gbit/s.

4.14

As full fibre rollout requires a new network connection to end users’ premises, we define
full fibre coverage as premises that can be connected within 14 days. There are a further
3% of premises that could receive full fibre services, but these services are only available to
businesses and require more than 14 days for installation and therefore have not been
18
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included in our analysis. We provide examples of recent announcements about future
investment in full fibre in paragraphs 4.57 - 4.59.
Figure 7: Coverage of 1Gbit/s and full fibre services, May 2017
Coverage of 1Gbit/s, % premises

Coverage of full fibre, % premises

Total

Total

Urban

Rural

Urban

Rural

UK

2%

2%

4%

3%

3%

5%

England

3%

2%

4%

3%

3%

5%

Northern Ireland

0%

0%

0%

0.5%

0.2%

1%

Scotland

1%

1%

0%

1%

1%

0.4%

Wales

3%

1%

8%

3%

1%

9%

Source: Ofcom analysis of operator data

Smaller network providers are helping to extend full fibre coverage
4.15

Alternative network providers play a significant role in full fibre coverage. BT and KCOM
combined have full fibre coverage to only 1.6% of UK premises, although 59% of KCOM’s
network has full fibre. The other providers make up around half of the available full fibre
coverage.

Figure 8: Full fibre coverage by operator, May 2017

Source: Ofcom analysis of operator data

4.16

The alternative network providers seem to have different strategies for network rollout,
which impacts on the number of premises they cover.31 Hyperoptic appears to target more

31

Our estimates of coverage rely on data provided by network providers. They have used different assumptions in
providing their coverage estimates. Some have included data about premises that they plan to provide coverage but where
the network has not been rolled out yet. Others have provided a list of postcodes where they currently have an active
connection, but not included other postcodes where they could easily provide a service if requested. We intend to carry
out further work with these providers in the next year improve the comparability of the coverage information provided.
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densely populated parts of the country, particularly in London, reaching many properties,
typically apartment blocks, within a small area. Meanwhile, Gigaclear and B4RN appear to
target more rural areas, and hence have a smaller network footprint, as more engineering
work is required to connect each individual property. BUUK has focused their rollout on
providing connectivity to new builds. TalkTalk has worked with CityFibre to roll out full fibre
services for residential users in York.32
4.17

CityFibre also has full fibre services in Bournemouth and provides full fibre services to
businesses in other parts of the country. Its business services have a longer installation
time than 14 days and therefore have not been included in this part of the analysis.

4.18

Although alternative providers have made a significant contribution to the coverage of full
fibre services, they are often in areas where superfast services are available from another
provider. Only 0.2% of premises are in areas where superfast broadband is not available
from Openreach, Virgin Media or KCOM and therefore are reliant on the services provided
by an alternative provider.

Figure 9: Nearly all superfast premises have coverage from 1 or 2 networks only
Proportion of UK superfast premises
1 network provider

49%

2 network providers

49%

3 network providers or more

1%

Source: Ofcom analysis of operator data

4.19

Almost half (49%) of the premises with superfast coverage depends on coverage from one
infrastructure provider. Where Openreach is this infrastructure provider, the consumer
has the choice of products from a range of retail service providers (such as BT, Sky or
TalkTalk). In rural areas, 93% of premises only have the option of superfast broadband
from one infrastructure provider.

4.20

Another 49% of premises with superfast broadband have the choice between two different
infrastructure providers. A small proportion of premises have the choice of three or more
infrastructure providers.

4.21

There has also been a significant increase in the availability of ultrafast broadband services
(defined as download speeds of 300Mbit/s or above). Over a third of premises in the UK

32

In October 2016, TalkTalk announced that they would acquire Sky’s equity in the joint venture with City Fibre for FTTP
rollout in York, with Sky becoming a wholesale customer of TalkTalk.
https://www.talktalkgroup.com/articles/talktalkgroup/2016/October/Ultra-Fibre-Optic-Trial-set-to-cover-the-whole-ofYork
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now have access to ultrafast broadband services. This is largely driven by Virgin Media’s
decision to increase their fastest residential broadband service to 300Mbit/s.33
Figure 10: Coverage of ultrafast services has improved significantly

UK
England
Northern Ireland
Scotland
Wales

Coverage of 100Mbit/s, % premises
(year-on-year change)

Coverage of 300Mbit/s, % premises
(year-on-year change)

Total

Urban

Rural

Total

Urban

Rural

47%
(↑1pp)
50%
(↑1pp)
29%
(↑2pp)
38%
(↑1pp)
24%
(↑2pp)

54%
(↑1pp)
56%
(↑1pp)
40%
(↑2pp)
45%
(↑2pp)
28%
(↑1pp)

8%
(↑2pp)
8%
(↑2pp)
2%
(↑1pp)
3%
(-)
9%
(↑7pp)

36%
(↑35pp)
39%
(↑37pp)
25%
(↑25pp)
30%
(↑30pp)
10%
(↑9pp)

41%
(↑39pp)
43%
(↑42pp)
35%
(↑35pp)
36%
(↑36pp)
10%
(↑10pp)

7%
(↑4pp)
7%
(↑4pp)
1%
(↑1pp)
3%
(↑2pp)
9%
(↑7pp)

Source: Ofcom analysis of operator data

4.22

We will continue to monitor such deployments and may revise our definition of ultrafast
over time, in particular to reflect increasing availability and take-up of full fibre services.

Superfast coverage for small businesses still lags behind the wider population
4.23

Superfast coverage for small and medium enterprises (SMEs)34 in the UK is lower than for
the population as a whole (84% compared to 91%). Businesses in urban areas have
significantly higher coverage than businesses in rural areas. Coverage is lower for those in
business parks and trading estates, where only 74% of small businesses can access
superfast services. Almost 65,000 small businesses in business parks and trading estates do
not have access to a decent broadband service.

4.24

Some SMEs may have access to other forms of connectivity that has not been included in
our analysis, such as leased lines. Other SMEs, particularly smaller businesses, may also
choose to buy a residential service, however residential broadband services may not
always be available in areas that have mainly businesses, e.g. business parks. Larger
businesses may buy bespoke connections, which are also not included in our analysis.

33

http://www.virginmedia.com/corporate/media-centre/press-releases/virgin-media-makes-ultrafast-speeds-standardwith-new-bundles.html Services up to 350Mbit/s are available for businesses. Note that as the Virgin Media upgrade has
not been completed at the time of our data collection, not all VM premises could get 300Mbit/s.
34 Our analysis considers the availability of superfast broadband delivered to 3.2m SMEs, with at least one employee (i.e. it
does not include sole traders).
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Figure 11: Superfast coverage for SMEs has increased to 84%

Source: Ofcom analysis of operator data

Our data on coverage of fixed broadband services is collected from the three main
network operators, BT, KCOM and Virgin Media, and five smaller providers. Annex A1 lists
the networks that have been included in our analysis for this year’s report.
There are other smaller network providers who also provide more localised services.
Some will use the same technologies as the main providers, such as unbundling at the
cabinet to provide FTTC or rolling out fibre directly to end user premises with FTTP. Fixed
Wireless Access is also commonly used to provide broadband access. A list of Fixed
Wireless Access providers is included in Annex A2.
As noted, we plan to include data from these networks in future reports and invite these
providers to contact us at connectednationsreport@ofcom.org.uk. Due to the nature of
FWA however, this work will have to consider how best to derive a standardised approach
to determining effective coverage areas and service capability to ensure comparability
with fixed wireline, cable or fibre services.

Around 1.1m premises do not have access to decent broadband
4.25

Although there has been an increase in the coverage of superfast services, there is still a
minority of premises which are unable to access decent broadband speeds. In July, DCMS
(Department for Digital, Culture, Media and Sport) consulted on plans for a universal
service obligation (USO) which would provide a decent broadband service35 with a
minimum download speed of at least 10Mbit/s with additional quality parameters of a
minimum of 1Mbit/s upload speed, minimum standard of latency and contention and a
data cap of at least 100GB per month.36 The inclusion of a minimum upload speed reflects

35

We consider that this is the minimum level of broadband performance required for internet access to services such as
web browsing, email and certain video services.
36 https://www.gov.uk/government/consultations/broadband-universal-service-obligation-consultation-on-design
Alongside this consultation, they have published details of an offer made by BT to provide a similar broadband service
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the growing importance to consumers and businesses of services such as
videoconferencing and video sharing, which need good upload, as well as download,
speeds.
4.26

We estimate that around 1.1m premises (4%) do not have access to a decent broadband
service with those speeds. This estimate is based on modelled data from network
operators, which predicts the speeds that are available to every premise in the UK, and
data relating to the actual performance of active lines.

4.27

We have refined the way in which we estimate the number of premises that do not have
access to a decent broadband service. In previous reports, we used data provided by
Openreach to estimate the maximum broadband speed for every property of the UK. This
approach can be used even where no service is currently being provided, or where the
speed of the specific service that is being provided is capped by the service provider.
However, we have recently learned that the model that generates this data does not fully
reflect some technology enhancements that provide more upstream bandwidth, so
underestimates upload speeds. We have therefore used actual speed measurements,
where these are available, as a cross-check on the model. As a result, we have identified
several hundred thousand more lines that are capable of delivering decent broadband.

4.28

Figure 12 shows our estimate of the number of premises that do not receive decent
broadband and how this compares to the number of premises that do not have a
download speed of at least 10Mbit/s. We will continue to investigate with Openreach and
other providers over the next few weeks and provide a more definitive position using end
of 2017 data in our next update.

Figure 12: Estimate of the number of premises that would qualify for the USO
Premises unable to receive download
speed at least 10Mbit/s

Premises unable to receive at least
10Mbit/s down and 1Mbit/s up

UK

942,000

1,100,000

England

675,600

790,000

56,000

56,000

140,000

150,000

71,000

74,000

Northern Ireland
Scotland
Wales
Source: Ofcom analysis of operator data

4.29

Consumers in rural areas continue to be more likely to receive poor broadband speeds;
Figure 13 shows that 17% of premises in the UK’s rural areas cannot receive decent
broadband services, compared to just 2% in urban areas. This urban-rural divide is

voluntarily. The BT proposal would provide fixed broadband with a minimum speed of 10Mbit/s to 99% of the country by
2022. https://www.openreach.co.uk/orpg/home/updates/downloads/Deliveringuniversalbroadbandcoverage.pdf
Government are currently considering this offer.
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particularly stark in Northern Ireland and Scotland. In Northern Ireland, less than 1% of
urban properties cannot get decent broadband, compared with 23% of rural properties. In
Scotland, 2% of urban properties cannot get decent broadband, compared with 27% in
rural Scotland.
4.30

As shown in Figure 12, a large proportion of the 1.1m premises that do not receive decent
broadband did not have access to download speeds of at least 10Mbit/s. Around 940,000
premises (3%) do not have access to download speeds of at least 10Mbit/s. This is down
from 1.4m premises last year, driven by the ongoing roll out of superfast broadband.

Figure 13: The proportion of premises that do not have access to decent broadband and
broadband with at least 10Mbit/s download speed
Premises unable to receive decent
broadband

Premises unable to receive download
speed at least 10Mbit/s

Total

Total

Urban

Rural

Urban

Rural

UK

4%

2%

17%

3%

1%

17%

England

3%

2%

15%

3%

1%

15%

Northern Ireland

7%

1%

23%

7%

1%

23%

Scotland

6%

2%

27%

5%

1%

26%

Wales

5%

1%

19%

5%

1%

19%

Source: Ofcom analysis of operator data

Broadband coverage is lower for small businesses
4.31

Coverage of broadband with download speeds of at least 10Mbit/s for SMEs is also lower
compared to premises overall. We estimate around 230,000 SMEs (7% of SMEs) do not
have access to decent broadband compared to 4% of residential and SMEs premises. Of
this figure, 188,000 SMEs (6% of SMEs) do not have access to download speeds of at least
10Mbit/s.

4.32

This is a particular issue in rural areas, where 24% of SMEs do not have access this speed,
compared to only 2% of SMEs in urban areas. However, some of these businesses may
have access to bespoke business broadband services, which are not included in this report.

Figure 14: The proportion of SMEs that do not have access to decent broadband
UK
Proportion of SMEs

England
7%

7%

NI

Scotland
12%

11%

Wales
11%

Source: Ofcom analysis of operator data
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Only 2% of premises do not have access to at least 5Mbit/s download speeds
4.33

Nearly all premises in urban areas now have access to broadband services with a download
speed of at least 5Mbit/s. There have been small improvements in the broadband coverage
with download speeds of at least 2Mbit/s and 5Mbit/s in rural areas. Rural premises in
Northern Ireland continue to have the largest proportion of premises that do not have
access to broadband with these speeds as average line lengths are the longest in the UK.

Figure 15: Some premises in rural areas continue to have very slow speeds
Unable to receive at least 2Mbit/s,
%premises (year-on-year change)

Unable to receive at least 5Mbit/s,
%premises (year-on-year change)

Total

Total

Urban

Rural

Urban

Rural

UK

1% (-)

0% (-)

4% (↓1%)

2% (↓1%)

0% (-)

10% (↓3%)

England

0% (-)

0% (-)

3% (↓1%)

1% (-)

0% (-)

9% (↓3%)

Northern
Ireland

3% (-)

0% (-)

10% (↓1%)

5% (↓1%)

0% (-)

16% (↓2%)

Scotland

1% (-)

0% (-)

6% (↓1%)

3% (↓1%)

0% (-)

14% (↓3%)

1% (↓1%)

0% (-)

5% (↓2%)

3% (↓2%)

0% (-)

11% (↓6%)

Wales

Source: Ofcom analysis of operator data

The reasons why some consumers continue to have slow speeds
4.34

Premises in rural areas are more likely to have lower broadband speeds, because they are
more reliant on broadband services delivered over the copper telephone lines. In general,
alternative network providers are less likely to choose to deploy infrastructure in these
areas, due to higher costs for infrastructure rollout to reach these areas and the number of
potential customers available.

4.35

There are three main reasons why consumers continue to receive poor speeds: their
cabinet has not yet been upgraded37, the cabinet has been upgraded but the connection
between the cabinet and property is too long, or they are on an exchange-only line so
cannot get VDSL38 directly.

4.36

As shown in Figure 16, the reason why a line continues to receive poor speed differs by the
type of area it is in. In urban areas, over three quarters of lines with speeds less than
10Mbit/s are connected to cabinets which have not yet been upgraded. In rural areas, over
half of lines with speeds below 10Mbit/s are long lines that are already connected to an
upgraded cabinet. A new fibre connection or other technology options may be needed to
upgrade these lines.

37

BT have upgraded 82% of their cabinets.
Very-high-bit-rate Digital Subscriber Line is the technology that is primarily used to deliver superfast broadband over
copper telephone lines.
38
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Figure 16: Almost half of lines that cannot receive 10Mbit/s are connected to upgraded cabinets

Source: Ofcom analysis of operator data

4.37

In both urban and rural areas, a significant minority of lines cannot receive 10Mbit/s
because they are an exchange only line, which means they cannot be easily upgraded to
the VDSL technology that Openreach is using for most of their superfast lines. To upgrade
these lines, Openreach are installing new cabinets as a part of their Copper Rearrangement
(CuRE) programme.

Factors that affect the speed that a consumer receives
4.38

There are a number of factors that affect the speed of the broadband service a consumer
receives: limitations of the technology used to deliver that broadband connection, factors
within the provider’s network and factors inside the consumer’s home or business.

Technical limitations
4.39

There are physical limits for some technologies used to deliver the broadband connection.
For services that are provided over a copper line, using ADSL or FTTC, speed decreases as
the length of the copper loop increases. Full fibre services and broadband provided over
cable are not affected by the distance of the line.

Operators’ network planning
4.40

The speed that a consumer receives, particularly at busy hours, is also dependent on the
way providers plan their network and the amount of capacity they make available in its
core and backhaul networks. Even where customers have signed up for the fastest
broadband connection possible, they do not necessarily use the full bandwidth all the time.

4.41

Rather than allocating each customer with a fixed share of the backhaul capacity, providers
aggregate traffic from multiple customers and monitor the overall data use in backhaul and
core links in the network. Providers upgrade the capacity available in these links when data
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use exceeds a defined threshold. These thresholds range from 40% to 85% of the
maximum available capacity depending on the provider and the location in the network.39
4.42

Service providers who offer broadband services on the Openreach network infrastructure
manage the backhaul capacity available from the exchange. Standard broadband services
connect via a dedicated line to this point. Superfast services, running on Openreach’s FTTC
access network, have at least 1Gbit/s connectivity provided by Openreach from the cabinet
to the exchange. Openreach monitors the amount of bandwidth required between the
exchange and cabinet and upgrades this as required.

4.43

The median backhaul available to each FTTC line at this point is 14Mbit/s, assuming the
backhaul at the cabinet is shared equally between all lines at that point. As not all FTTC
users will be using the entire capacity of their line at any point in time an FTTC connection
can be considered as lightly contended. There is no contention to the exchange for lines
that are directly connected to an exchange using ADSL technology.

4.44

Cable networks have a different network architecture, and the bandwidth in the access
network is shared by all customers connected to the same node. The overall radio
spectrum capacity at a node is split into 8MHz channels, some of which are used to deliver
cable television services and others are reserved for broadband services.

4.45

Historically, Virgin Media typically used a single Level 3 cabinet to serve several hundred or
more premises. The DOCSIS 3.0 standard allows for the use of up to 32 8 MHz channels,
each providing 48Mbit/s usable data capacity for broadband usage at each node, shared
between all customers served by it. However, older hardware in the Virgin Media network
and in customer premises limited the number of channels in use to only 8 or 12. This led to
cases of very high levels of contention and poor quality of experience for some customers,
particularly during peak periods, which has attracted significant media attention.40

Figure 17: Diagram of a typical cable hub

4.46

In response to this, Virgin Media has indicated that it is undertaking a major network
capacity investment programme focused on “node splitting”, significantly reducing the
average number of homes connected to each Level 3 cabinet, and replacement of the
limited capacity legacy DOCSIS equipment. This will result in a position where a node

39

Multiplexing (which describes the shared use of a common resource, such as backhaul capacity) is more efficient with a
larger number of users, and thresholds can be higher deeper within the network without a significant impact on network
performance.
40 http://www.bbc.co.uk/programmes/articles/5slbzpYYkPcFB1k1gCTCkKR/virgin-media-broadband-speed and
http://www.bbc.co.uk/news/technology-40504354 BBC Watchdog - Virgin Media ‘falling short’ on broadband speeds
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serving a few hundred users will typically have up to the 1.6Gbit/s aggregate broadband
capacity available from the 32 channel DOCSIS3 standard.
4.47

The evidence we have collected for this year’s report confirms that this work is underway
but not yet complete. The Level 3 nodes had between 12 and 26 DOCSIS channels in use.
Assuming that the available capacity is shared equally between all customers at a node, the
median capacity available to each line is 5Mbit/s. However, not all cable customers will
have taken up broadband, as some only have cable TV services, so this figure is not
comparable to the equivalent estimate for Openreach FTTC.

4.48

Virgin Media has the tools at its disposal to manage the customer experience effectively
and it seems likely that the quality of services provided should be broadly comparable with
those provided over FTTC. This is particularly relevant to the key “normally available”
speed estimate that we are proposing to require operators to provide, reflecting the
impact of contention during busy periods. Ofcom intends to monitor and publish provider
specific data on such metrics to aid informed consumer choice.

4.49

In the longer term, DOCSIS 3.1 will increase the broadband capacity available per Level 3
node to 10Gbit/s, further improving both the headline speeds that could be offered and
reducing the impact of peak time congestion.

4.50

Full Fibre deployment, using GPON, also operates in the same way, but as the amount of
bandwidth available is higher and shared amongst a smaller number of users, the decrease
in speed at busy times is not as great. A typical deployment of GPON shares 2.5Gbit/s
downstream capacity between 32 connections, meaning that on average, 78Mbit/s is
available to each connection.

In-home factors
4.51

There are also in-home factors which will further affect the speeds consumers experience
on their end devices. Wifi is now commonly used for the final connection to the consumer
device, however speeds they experience can be affected by interference or distance.
a) Interference from other devices reduce the capacity of that connection
b) Wifi signals also have a limited range and the propagation of that signal can be affected
by factors such as the materials used for walls.

4.52

End devices may also further limit speeds, particularly on older devices, where they cannot
or have not been upgraded to operate at the latest wifi standards and frequencies.

Nearly four in ten broadband connections are superfast
4.53

While superfast broadband services are available to 91% of UK premises, only 38% have
active connections that are delivering superfast speeds. However, there are still many
consumers who do not subscribe to superfast services even where they are available.
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4.54

Around a third of premises (34%) currently have a download speed less than 30Mbit/s but
could already upgrade to a superfast service. Only 6% of premises have an active
connection below superfast speed and are currently unable to upgrade.

Figure 18: Many consumers could get faster speeds by upgrading to superfast

Source: Ofcom analysis of operator data

4.55

It could be that not all consumers feel they need to have the fastest speed available. Some
46% of correspondents to research conducted for Ofcom in March 2017 said they did not
see the need for superfast broadband, 16% were satisfied with their existing connection
and 15% felt that superfast broadband was too expensive for their needs.41

4.56

There is still sufficient capacity remaining on BT’s cabinets to support additional take up of
FTTC lines. We estimate that on average, 36% of the available capacity in cabinets is
currently in use. We also estimate that there are around 5% of cabinets where over 75% of
the available capacity is in use. This may limit the number of users who can switch or sign
up to FTTC services from these cabinets. However, a new cabinet can be installed in areas
of high take up.

Network operators are considering the next upgrade for even faster
services
4.57

Openreach has an ambition to roll out full fibre services to 2 million homes by the end of
2020, and indicated that it may be possible to extend this to 10 million premises by mid
2020s.42 It has also announced plans to deploy G.Fast to 20 locations across the UK as a
part of its pilot. Industry reports suggest that it is deploying additional G.Fast “pods”,

41

Table 18, https://www.ofcom.org.uk/__data/assets/pdf_file/0036/99792/Consumer-issues-survey-experience-ofnuisance-calls-March-2017.pdf, March 2017
42 http://news.openreach.co.uk/pressreleases/industry-welcomes-openreach-ambition-to-build-a-large-fttp-broadbandnetwork-2241962
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attached to existing Primary Connection Points (PCPs)43 to enable an initial commercial
launch to 1m premises or more in the near future.44 G.Fast is capable of providing ultrafast
speeds, up to (and potentially beyond) 330Mbit/s, depending on their distance from the
G.fast node.
4.58

As a part of their ‘Project Lightning’ upgrades, Virgin Media is planning to install fibre to
half of their 4m premises target, rather than the HFC cable that has been traditionally
used.45 However, it continues to provide voice, broadband and TV services in the same way
as the cable network. This approach is called Radio Frequency over Glass (RFoG). A very
small proportion (0.3%) of Virgin Media’s network is currently served by RFoG. In future,
we will report this technology as part of the ‘full fibre’ category.

4.59

We also expect other network providers to play an increasing role in the provision of full
fibre networks. Vodafone and CityFibre have recently announced a partnership to roll out
full fibre services to up to five million premises by 2025.46 Hyperoptic has also announced
plans to provide full fibre coverage to two million premises by 2020 and to five million
premises by 2025.47 Gigaclear, targeting more rural areas, aims to cover 150,000 premises
by 2020.48 KCOM has also announced that it will roll out full fibre connections to all of its
network area by March 2019, providing coverage to 200,000 premises.49

Data consumption continues to increase
Figure 19: Data consumption on fixed networks continues to grow

Source: Ofcom analysis of operator data

43

PCPs are streetside cabinets aggregating lines in the local access network are for upstream connection to the exchange.
https://www.ispreview.co.uk/index.php/2017/08/openreach-extend-330mbps-g-fast-broadband-pilot-1-million-ukpremises.html
45 http://www.libertyglobal.com/pdf/press-release/Virgin-Media-Fixed-Income-Q3-2016-FINAL.pdf
46 https://www.cityfibre.com/news/vodafone-cityfibre-bring-gigabit-speed-fibre-uk/
47 https://www.hyperoptic.com/press/posts/hyperoptic-secures-100million-to-accelerate-full-fibre-rollout/
48 https://www.ispreview.co.uk/index.php/2017/05/gigaclear-raise-111m-1gbps-rural-broadband-150000-ukpremises.html
49 https://www.kcomhome.com/news/articles/kcom-full-steam-ahead-for-fibre-broadband/
44
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4.60

The total amount of data carried by UK fixed access networks has increased by 52% over
the last year, to 4.17 exabytes. This equates to an average of 190GB per residential
connection. Figure 20 shows that data usage has increased for connections at every speed
below 80Mbit/s.

Figure 20: Distribution of average data use compared with the average download speed

Source: Ofcom analysis of operator data

4.61

As in previous years, consumers with faster download speeds tend to download more data.
This reaches a peak at 40Mbit/s, which is the maximum download speed for the basic
superfast package offered on the Openreach network.

4.62

Figure 20 also suggests that connections below 10Mbit/s continue to use less data,
possibly constrained by the speed available on that line. The average amount of data used
increases rapidly in line with the available download speed on the line – up to around
10Mbit/s. After this point, the correlation between data use and download speed is far less
pronounced. This suggests that 10Mbit/s continues to be a reasonable threshold for a
decent broadband download speed.
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Figure 21: Most consumers consume significantly less data than the reported average

Source: Ofcom analysis of operator data

4.63

50

Although average total data use continues to increase each year, this is driven by a small
proportion of heavy users. The median value of data use for all lines is 84GB. Figure 21
shows the median amount of data consumed by customers with different broadband
speeds. The median values for lines with speeds below 10Mbit/s, 10-30Mbit/s and 30300Mbit/s are significantly lower than the average of 190GB. Only the median value for
lines with ultrafast speeds approaches the average, although this is based on data from a
very small number of lines.50

Only 0.1% of all active lines have a download speed above 300Mbit/s.
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5. Mobile voice and data services
5.1

Our expectation of mobile services is changing as we become more dependent on mobile
services and need to access them wherever we are – indoors, outdoors or on the move. At
the same time the devices we use to access mobile services have changed, with increasing
take-up of smartphones and tablets, which require stronger signals than older, simpler
phones.

5.2

We have therefore carried out an extensive programme of practical tests to ensure mobile
coverage information reflects the actual experience of today’s mobile users. This has
resulted in a new approach for defining mobile coverage that we set out in the box below.

5.3

The Government and the National Infrastructure Commission (NIC) have supported this
approach. In December 2016, the National Infrastructure Commission recommended that
common measures are developed to reflect the actual consumer experience of using
mobile services.51 In March 2017, the UK Government published ‘Next Generation Mobile
Technologies: A 5G strategy for the UK’.52 This report asked Ofcom to set out, by the end of
2017, how reporting of mobile coverage might provide ‘a genuine and meaningful
reflection of the services experienced by customers’.

A new approach for defining coverage that reflects consumer experience
We start by defining mobile coverage in a way that will likely deliver a decent experience
to smartphone users:
•
•

Telephone calls: Nearly all 90-second telephone calls should be completed without
interruption;
Data services: Nearly all connections should deliver a speed of at least 2Mbit/s. This is
fast enough to allow users to browse the internet and watch glitch-free mobile video.

We then link these user-facing definitions of coverage to technical definitions that can be
used by our engineers to measure coverage. We do so using crowdsourced data from
consumer handsets to identify the signal levels needed to meet these targets at least 95%
of the time. This shows, for example, that 4G telephone call and data coverage requires a
higher signal level than previously estimated53.
Finally, we apply these signal level thresholds to the actual signal level predicted in
different geographic locations to determine whether there is coverage at that location.
5.4

The actual signal levels we use to estimate coverage are based on those predicted by each
operators’ theoretical model of their own coverage, validated using our own extensive on-

51

https://www.gov.uk/government/publications/connected-future
https://www.gov.uk/government/publications/next-generation-mobile-technologies-a-5g-strategy-for-the-uk
53 To provide comparable year-on-year figures, we have re-calculated 4G coverage for June 2016 using these higher signal
levels.
52
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the-ground measurement programme. Our own measurements suggest that the operator’s
predictions largely reflect the signal strengths actually available. However, there are some
differences between some of our measurements and the predicted signal strengths
provided by EE54.
5.5

As well as allowing us to derive the mobile coverage statistics which are presented in this
report, our approach makes it possible to provide more accurate data to individual
consumers. Our coverage checker app is available on tablets and smartphones and allows
consumers to identify the operators who are most likely to provide a good mobile
experience in the locations that matter most to them. This also helps promote competition
between operators to improve coverage.

5.6

We have established an industry working group to provide more consistent cross-industry
messages and information on mobile coverage. This will involve agreeing a common means
of measuring coverage, building on and refining the principles set out here. We expect this
to require further testing, using both traditional test equipment and crowdsourcing. The
working group will also consider how coverage information should be presented to
consumers to make it easy to understand.

5.7

While the speed of a mobile data connection is important, there are other factors that can
affect the quality of the service a person receives on their mobile phone, such as
contention, which happens when many users try to use the network at the same time. We
will continue to work on metrics that measure the impact of these factors.

Mobile coverage in the UK
5.8

Over the past year, indoor and outdoor mobile coverage has continued to generally
improve in the UK, as shown in Figure 2255. However, many consumers still experience
poor coverage, especially in rural areas and while on the move.

Figure 22: Summary of UK coverage from all operators, June 2017
Indoor coverage,
% premises

Outdoor geographic
coverage, % landmass

A&B roads, %
road network

Motorways, %
road network

Telephone calls

90% (↑5pp)

70% (↑7pp)

68% (↑12pp)

97% (↑4pp)

Data

85% (↑5pp)

63% (↑11pp)

58% (↑13pp)

91% (↑8pp)

Figures in brackets are percentage point (PP) changes since 2016

Source: Ofcom analysis of operator data

54

To date, we have been unable to fully explain these differences to our satisfaction. We are undertaking further
measurements and have decided to include in this report the predicted coverage data as provided by EE. We will continue
to work with EE and expect to reflect the outcome of these discussions in our next update.
55 The coverage information provided in this chapter is based on predicted mobile signal strength data provided to us by
MNOs in June 2017. Operators are continuing to deploy base stations and to optimise the performance of existing ones. It
is therefore likely that coverage levels have increased since this data was collected, especially for 4G networks.
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Coverage is calculated using a combination of different mobile delivery
technologies
Three types of mobile delivery technology are used to deliver mobile services to
consumers. Most mobile handsets support all three, and we report on the combined
coverage of these technologies.
Combined voice call coverage includes: 2G, 3G, and more recent 4G VoLTE (Voice over
LTE) services. Mobile data coverage includes 3G and 4G services.
2G: this was the first digital mobile technology, launched in the UK in 1992. It is used to
deliver: voice, text services and low-speed data services. 2G services are delivered by O2,
Vodafone and EE.
3G: this is a later generation of digital mobile technology, launched in 2003. It provides
download speeds of over 5Mbit/s, and is used to deliver: voice, text and data services. 3G
services are operated by O2, Vodafone, EE and Three.
4G: this is the latest generation of mobile technology, launched in 2012. It provides
download speeds of over 10Mbit/s, and is used to deliver: voice, text and data services.
4G services are operated by O2, Vodafone, EE and Three.

Indoor premises coverage
5.9

Most, but not all, people have coverage in their home or office. Indoor telephone call
coverage by all four operators is available to 90% of UK premises, up from 85% in 2016.
Coverage for data services stands at 85% of UK premises, up from 80% last year.

5.10

Our coverage figures account for the reduction in mobile signals caused by different
buildings. This reduction is higher for premises with thermally efficient building materials.
The wider use of these materials is increasing the challenge of providing reliable indoor
coverage from mobile networks. Two developments are helping meet this challenge:
a) People in premises that do not have indoor coverage from a mobile network may still
be able to access data over wifi, and are increasingly able to make telephone calls over
wifi; and
b) 4G services are using lower frequency spectrum bands to carry telephone calls and
data services over longer distances and deeper into buildings. These are making an
increasingly important contribution to outdoor and indoor mobile coverage.

Outdoor geographic and road coverage
5.11

Coverage away from home has also improved, but it is still relatively poor. The proportion
of the UK’s geographic landmass where reliable telephone calls can be made on all four
mobile networks has reached 70%, up from 63% in 2016. Coverage of data services is
lower, with 63% of UK landmass covered by all operators, an increase from 52% last year.
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5.12

Figure 23 shows that increases in coverage of earlier generation 2G and 3G networks
are levelling off alongside more significant growth in coverage from newer 4G
networks.

Figure 23: Increases in geographic coverage from all operators since 2015

Source: Ofcom analysis of operator data, latest data is June 2017

5.13

While the UK’s motorways are well covered by both telephone and data networks,
coverage on A and B roads is quite poor. It is possible to make a telephone call from all four
networks while inside a vehicle on just 68% of A and B roads, while 58% of A and B roads
have in-vehicle data coverage. These figures are up from 56% and 45% respectively last
year. Our coverage figures take into account the reduction of mobile signal levels as they
travel through the metal frame of a typical vehicle.

5.14

Motorists increasingly rely on mobile connectivity for a wide range of services, from
entertainment to navigation, and we expect this reliance to increase as ‘connected cars’
become more popular. Coverage on roads will need to improve significantly to adequately
support these service

5.15

To help improve our future road coverage predictions Ofcom has commissioned
measurements of the mobile signal loss inside a range of popular vehicles56.

Coverage in the nations and rural areas
5.16

There are some significant variations in coverage across the nations of the UK. As Figure 24
shows, coverage is generally higher in England than in the other nations.
a) Northern Ireland is particularly poor for indoor coverage, which is around 10
percentage points lower than for the UK as a whole. This is likely because there is a
greater proportion of properties in Northern Ireland that are dispersed throughout the
countryside, compared to other nations.

56

https://www.ofcom.org.uk/research-and-data/technology/general/in-car-attentuation/
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b) Scotland is particularly poor for outdoor coverage. Just 40% of the landmass in
Scotland is covered by mobile telephone services from all operators, compared to 70%
in the UK as a whole. Data coverage is even lower, at just 31% of geographic area.
Consequently, coverage on A and B roads is also the lowest of the nations. This is due
to the challenges in delivering coverage across the large and often mountainous areas
of Scotland with low population densities.
c) There are similar challenges in delivering coverage in Wales, which also has a large
proportion of rural and mountainous areas. Both indoor and outdoor geographic
coverage is lower in Wales than in the UK as a whole by around 10 percentage points.
Figure 24: Coverage of telephone call and data services across the UK and nations
Indoor coverage,
% premises

Outdoor geographic
coverage, %
landmass

A&B roads, %
road network

Motorways, %
road network

Telephone Data
calls

Telephone Data
calls

Telephone Data
calls

Telephone
calls

UK

90%

85%

70%

63%

68%

58%

97%

91%

England

91%

87%

88%

82%

78%

66%

97%

91%

Northern
Ireland

78%

75%

83%

76%

62%

54%

91%

81%

Scotland

87%

82%

40%

31%

46%

38%

96%

88%

Wales

80%

73%

62%

52%

53%

41%

99%

96%

Data

Source: Ofcom analysis of operator data

5.17

In the rural areas of all nations, including England, consumers continue to experience levels
of coverage that are substantially lower than those in towns and cities. As Figure 25 shows,
just 18% of rural premises can receive an indoor 4G service from all operators, compared
to 64% of premises in urban areas.

Figure 25: Indoor 4G coverage from all operators in urban and rural areas

Source: Ofcom analysis of operator data
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5.18

There are number of practical challenges associated with installing mobile network
infrastructure rural areas:
a) Planning restrictions: especially in areas of natural beauty there can be planning
restrictions on where mobile base stations can be built;
b) Terrain: steep and hilly topography make it harder to deliver mobile signals over a wide
area;
c) Practical factors: such as challenges in securing and maintaining a reliable power
supply for the base station and a backhaul connection.

5.19

In addition to practical difficulties of installing and maintaining network equipment in these
locations, the commercial business case for operators to provide coverage in areas of low
population density can be challenging.

5.20

Alongside this report we published an update to our Economic Geography report57,
providing a detailed analysis of the factors that influence the decisions of MNOs to provide
mobile coverage. This uses a regression approach to examine how much of the regional
variation in 3G and 4G coverage can be explained by differences in the demand and cost
factors. Applying this technique, we find that once factors such as population density and
composition, topography, distance to mobile backhaul and whether the locality is urban or
rural are considered, the probability of good 3G coverage is relatively similar between
different parts of the UK. This indicates that much of the variation that we see in coverage
can be explained by these factors.

5.21

In the case of 4G, there remains a considerable amount of unexplained regional variation
particularly in the East of England, Northern Ireland, Wales and Scotland. However, 4G
rollout is ongoing and this only represents a snapshot of a dynamic environment. Over
time, as 4G networks mature, we would expect that the amount of unexplained regional
variation may become smaller, as it has for 3G.

Rail coverage
5.22

The train industry (Network Rail and the Train Operating Companies or TOCs) are taking
steps to improve mobile connections inside train carriages. These are aiming to overcome
the reduction in mobile signal levels as they enter into trains.

5.23

Some TOCs are using repeaters, to boost mobile signals inside the carriages. Whilst others
(especially those running the main long-distance routes) have installed wifi systems in their
carriages. Whilst these are providing some improvements they rely only on a good outdoor
mobile signal connection to the train, which is often not available in many tunnels, deep
cuttings and rural areas.

57

https://www.ofcom.org.uk/research-and-data/multi-sector-research/availability-of-communication-services/economicgeography-2017
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5.24

Other approaches for improving mobile coverage inside rail carriages are also being
explored to better meet the future needs of travellers. One approach being considered
would use trackside bases stations interconnected by optical fibre. This could provide a
high speed high capacity connection to trains, enabling more passengers to access high
speed data services such as video at the same time.

Coverage levels by operator
5.25

The mobile coverage levels set out above relate to places where coverage is available from
all four operators. Figure 26 below shows the level voice call coverage provided by each
mobile operator.

Figure 26: Coverage of mobile voice services by operator, June 2017
Indoor voice coverage, %
premises

Outdoor geographic voice
coverage, % landmass

EE

95%

79%

O2

98%

84%

Vodafone

97%

86%

Three

95%

78%

Source: Ofcom analysis of operator data

5.26

Some operators are now supporting voice services on their 4G networks. We expect these
to contribute more to overall voice coverage over the next few years.

5.27

Similarly, Figure 27 shows the level of mobile data coverage provided by each operator.

Figure 27: Coverage of mobile data services by operator, June 2017
Indoor data coverage, %
premises

Outdoor geographic data
coverage, % landmass

EE

95%

77%

O2

97%

77%

Vodafone

96%

77%

Three

89%

72%

Source: Ofcom analysis of operator data
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Using coverage obligations to improve mobile coverage
5.28

Coverage obligations are the main means by which we can improve mobile coverage.
There are currently two coverage obligations which reflect the consumer expectations and
devices in use at the time that they were drafted:
a) In February 2015, Ofcom varied the licences of the UK’s four mobile network
operators, with their consent, to commit them to provide telephone call coverage
across 90% of the UK’s landmass by the end of 2017; and
b) O2 is subject to an obligation to provide indoor coverage of a mobile data service
capable of 2Mbit/s or more, to 98% of UK premises by the end of 2017. The other
operators have indicated that they will match this commitment.

5.29

We can use the data presented in this report to assess progress against the first of these
obligations, which requires each operator to provide 90% outdoor coverage. We estimate
that the mobile coverage provided by each operator in June 2017, based on the signal
strength thresholds agreed for the original 90% coverage obligation, was 87% for EE, 91%
for O2, 83% for Three and 93% for Vodafone. We cannot use the data presented in this
report to make a meaningful assessment of O2’s progress against its obligation to provide
98% coverage for indoor data coverage.

5.30

We will assess formal compliance with the mobile operators’ coverage obligations as early
as possible in 2018.

5.31

When these coverage obligations were established they adopted the approach to
measurement that had historically been used by the mobile industry. Since then,
consumers have come to expect better coverage and the increased use of smartphones to
access mobile services means that the levels of coverage actually achieved will be lower by approximately 10 percentage points. Based on how we now measure coverage to
reflect modern smartphone use, and assuming the operators meet their obligations, the
historic coverage obligations would in practice mean that all operators would provide
outdoor coverage to 80% of the UK landmass (rather than 90%), and O2 would deliver an
indoor data service to 88% of UK premises (rather than 98%).

5.32

As set out in our Strategic Review of Digital Communications58, the award of the mobile
airwaves in the 700MHz band provides an important opportunity to improve coverage. We
intend that these new obligations will be defined to reflect the actual experience of today’s
mobile users. We also believe that they should focus on rural areas, where the current
experience is poorest and is least likely to be addressed by operators’ commercial
deployments. We are planning to consult early in 2018 on specific proposals.

58

https://www.ofcom.org.uk/phones-telecoms-and-internet/information-for-industry/policy/digital-commsreview/conclusions-strategic-review-digital-Communications
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Mobile data use in the UK
Increasing 4G coverage is driving data use
5.33

The amount of data consumed by mobile users continues to increase. As shown in Figure
28, this has been supported by the wider rollout of higher speed 4G services which now
deliver 74% of all mobile data traffic.

Figure 28: UK data traffic by technology type for each nation, June 2017
Data Traffic (GB, millions) (%)
Nation

2G

3G

4G

Total

England

0.4 (80%)

35.2 (86%)

100.2 (87%)

135.8 (87%)

Northern Ireland

0.01 (2%)

0.8 (2%)

2.4 (2%)

3.1 (2%)

0.05 (11%)

3.0 (7%)

8.3 (7%)

11.3 (7%)

Wales

0.03 (7%)

1.8 (4%)

3.9 (3%)

5.7 (4%)

UK

0.4 (0.3%)

40.8 (26%)

114.6 (74%)

155.9

Scotland

Source: Ofcom analysis of operator data

5.34

Data use per subscriber has increased to 1.86GB in the year to June 2017, an increase of
48% compared to 2016.

5.35

A total of 156PB was sent over all mobile networks in June 2017, a 47% increase on the
year before. Even so, this represents less than 4% of the volume of data sent over fixed
broadband networks
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Figure 29: Mobile data use continues to increase
Mobile data use

June 17

June 16

June 15

June 14

June 13

June 12

Active Connections (millions)

83.8

83.7

84.8

81.9

82.3

81.6

Total data
uploaded/downloaded (GB,
millions)

155.9

105.5

72.9

44.3

28.9

19.7

Data per active connection
(GB)

1.86

1.26

0.86

0.54

0.35

0.24

Source: Ofcom analysis of mobile network operator data
Note: “Active connections” data excludes M2M connections and is as at end of June

Mobile data consumption varies throughout the day
5.36

In Figure 30 we show the times of day when the mobile data consumption is highest.
During these times it is more likely that the consumer experience will be affected by
network congestion. If this occurs, consumers may experience slower data speeds caused
by more people drawing on the mobile networks finite capacity.

5.37

Across the month of June 2017, 21:00 - 21:59 was the hour during which most data were
uploaded and downloaded across the UK.

Figure 30: Average busiest hours for data traffic in the UK, June 2017

Source: Ofcom analysis of operator data
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6. The Internet of Things
6.1

The Internet of Things (IoT) is a network of everyday consumer devices and other physical
objects that are connected to the Internet to provide new services. As part of the
Connected Nations Report, we intend to track and monitor the growth and development of
IoT in the UK. IoT is set to enable large numbers of previously unconnected devices to
communicate and share data with one another. We consider IoT an important developing
area of communications networks. Our priorities in this area include ensuring the
availability of infrastructure is not a constraint for the development of IoT.

Source: Cambridge Consultants IoT forecast

6.2

Over the next decade IoT connections and services are expected to grow rapidly and many
of these new services, such as improved healthcare, energy and transport have the
potential to deliver significant benefits to consumers.

6.3

We have an ongoing program of work conducting research and monitoring industry and
technology developments. Over the past few years we have explored and identified
priority areas to help and support the growth of the Internet of Things (IoT). As part of this
a) we published a study59 in 2014 with Machina Research, to assess the implications of
the growing demand for IoT/M2M applications on spectrum over the next decade.
b) we published a statement60 in 2015, named “Promoting Investment and Innovation in
IoT”. In the statement, we recognised the incentive for stakeholders to invest in IoT

59
60

https://www.ofcom.org.uk/__data/assets/pdf_file/0040/68989/m2m_finalreportapril2014.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0025/38275/iotstatement.pdf
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networks and services and highlighted areas where IoT could deliver benefits to
citizens and consumers in areas such as healthcare, transport and energy.
c) we commissioned a study61 last year to review progress in IoT over the past two to
three years. It focused on new emerging applications, and new network and standards
developments. The study also investigated the current market and technology trends
and provided forecasts for those trends.
6.4

Overall our view is that industry is best placed to drive the development and
standardisation of IoT technologies. However, given the potential for significant consumer
benefits, we are keen to take the right steps to ensure the UK plays a leading role in
developing the Internet of Things. Working with industry and Government, we will
continue to create a regulatory environment which fosters investment and innovation in
IoT.

IoT technologies
6.5

Technologies over which IoT networks and applications are deployed have improved
considerably over the last decade. These technologies enable IoT devices and connections
to communicate and share data wirelessly within a local network or the wider internet.

6.6

As IoT encompasses a wide range of devices that are continually collecting or examining
data, from simple sensors to large industrial application tools, each device needs to be
connected and accessible to work effectively. The devices then use the information they
collect to provide a service to the consumer. An example of this is the automobile industry
where car manufacturers can provide updates on maximising the performance of the car
based on the driving patterns of the consumer.

6.7

Connecting a wide range of different objects and devices is critical for the success of IoT
and compatible standards are therefore a key foundation for creating IoT networks where
connected objects can securely communicate and share data.

6.8

For most consumers, exposure to the IoT has to date been limited to wearables, such as
smart watches or fitness trackers, and smart home appliances, such as intelligent heating
controllers. However, our research suggests that IoT is no longer limited to such shortrange applications supported by general purpose technologies such as Bluetooth, ZigBee or
wifi. The emergence of technologies that rely on global IoT specific standards is making IoT
a more attractive commercial proposition.

6.9

These new technologies, more commonly known as Low Power Wide Area or LPWA
networks, are designed for IoT applications and services that have low data rates, long
battery lives and, if required, can operate in remote and hard to reach locations.
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https://www.ofcom.org.uk/research-and-data/telecoms-research/general/review-of-latest-developments-in-theinternet-of-things
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Some Low Power Wide Area (LPWA) technologies
LoRa is technology for wide area networks designed to be deployed in the 868MHz band
in Europe, which is exempt from licensing. This facilitates easier entry for application and
service providers to new markets without requiring any prior authorisation. This
technology also has long range capabilities i.e. a single base station or gateway can cover
hundreds of square kilometres.
NB-IoT (Narrowband IoT) is a 3GPP standardised technology intended to improve
coverage over existing mobile technology, enabling the deep in building coverage
required for applications such as smart meters. It has been designed to support more
than 50,000 devices per cell, in most cases it only requires a simple software upgrade of
existing mobile networks and provides around 20dB additional link budget, enabling ten
times better area coverage.
EC-GSM (Extended coverage GSM) is a 3GPP standard-based Low Power Wide Area
technology for IoT. It covers similar use cases than NB-IoT but it is designed over existing
GSM standards. It provides around 15dB additional link budget, enabling about seven
times better area coverage.
LTE-M is a simplification of existing LTE technology for IoT, that is expected to offer
slightly higher data rates than other LPWA technologies (up to 1Mbit/s) and is suitable for
use cases such as enhanced tracking and health monitoring.
6.10

Some of these IoT specific technologies can be deployed on existing mobile networks. They
can support many low powered devices and their IoT coverage extends significantly
beyond the current mobile network footprint. Figure 31 shows the extension in coverage
that mobile based technologies would provide.

6.11

As set out in section 5, operators are working towards extending their geographic 4G
coverage. The green areas in the map indicate 2G coverage by the MNOs with the highest
geographic coverage. This is a proxy for future 4G coverage. The amber areas show the
extension in coverage over which IoT applications and services could be deployed. Overall
coverage for IoT could deliver an improvement in coverage of over 20 percentage points
(from current 77% to 98%).
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Figure 31: Extended IoT coverage vs. traditional mobile coverage

Source: Ofcom analysis of operator data

6.12

UK mobile network operators are starting to offer their own end-to-end IoT platform
solutions on their existing networks using current technologies. This offers mobile
operators more control over the services deployed on their network as opposed to merely
providing connectivity for over-the-top IoT services.

6.13

So far, there have been no commercial deployments of IoT technologies on mobile
networks in the UK. However, several trials have been announced. A few operators have
confirmed their plans to lab test NB-IoT and LTE-M, by the end of the year. This could
potentially lead to full deployments on their live networks in the future, though they have
no plans to use EC-GSM on their networks. Additionally, one operator is also looking at
Non-3GPP technologies and LoRa in their future deployments for IoT services and
applications.

6.14

Earlier this year, Vodafone62 revealed that it had deployed over 50m connections on its
networks worldwide, with around a million connections being added each month.
Vodafone partnered with Huawei last year to open the world’s first ‘NB-IoT Open Lab’63 in

62

http://www.vodafone.com/business/press-release/vodafone-is-first-global-iot-provider-to-pass-50-million-milestone
http://www.vodafone.com/business/iot/Huawei-and-Vodafone-Announce-Opening-of-Worlds-First-Narrowband-IoTOpen-Lab-2016-04-26
63

46

Connected Nations Report 2017: Data analysis

Newbury in Berkshire. This has been followed by a second lab opened in Düsseldorf,
Germany in February 2017.
6.15

Current mobile networks and other non-cellular networks operating in licensed and
unlicensed spectrum already support many IoT applications. In the future 5G, alongside
other new technologies, may play a significant role in supporting many more connected
devices (up to one million IoT devices per square kilometre) and support instant response
communications. This could include autonomous vehicles, remote control of
manufacturing, or a tactile internet experience (where a person can remotely interact with
an object as if it was next to them).

Figure 32:Technology and market developments of IoT connectivity

6.16

Despite the progress made on standards and technologies, IoT ecosystems remain
complex. The current fragmentation in IoT connectivity and technical solutions has
impacted equipment costs and reduced interoperability. This has acted as a barrier in the
evolution of IoT as seen in our latest research, which provided a more conservative
forecast for growth in IoT than a similar study64 we commissioned three years ago.

6.17

The latest study focused on 12 key growth areas in IoT and found the complex nature of
IoT ecosystems resulted in slower advancements in the number of connections. The
number of IoT connections in the identified sectors are predicted to grow from around
13m in 2016 to over 150m by 2024 in the UK.
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https://www.ofcom.org.uk/__data/assets/pdf_file/0040/68989/m2m_finalreportapril2014.pdf
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Figure 33: IoT forecast

Source: Cambridge Consultants IoT forecast for Ofcom

6.18

Much of the growth in the IoT sector is being led by the consumer wearables and white
goods market, which now account for over 40% of all IoT connections. Looking further
ahead, most of the future growth in the IoT by 2024 is predicted to be in the automotive,
consumer electronics and utilities sectors (see Figure 33).

6.19

The Automotive sector is predicted to account for 55m IoT connections by 2024,
representing more than a third of all connections. Majority of these connections are
expected to be in the ‘connected car’ environment. So far, ‘connected car’ initiatives have
been given impetus by a European requirement for new cars to provide automatic
emergency services notifications in the event of an accident from April 2018.65 More
recently, several key automotive and mobile players have formed a 5G Automotive
Association (5GAA) including Audi, BMW, Daimler, Huawei, Vodafone and Nokia. This
association is aiming to develop cellular solutions for the delivery of entertainment, anticollision, insurance, traffic control, telematics and car efficiency services.

65

https://ec.europa.eu/digital-single-market/en/news/ecall-all-new-cars-april-2018
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6.20

The forecasts from our independent study suggest that more than 80% of all connections
in 2024 will come from 12 of the largest applications including smart metering, wearables,
emergency calling and connected media. Although the scale of the number of connections
reveals the significance of IoT in these sectors, it does not necessarily translate into
revenue generated or provide a measure of the value associated with that connection.

Impact of public policy on IoT
6.21

Connectivity remains only a small part of the larger IoT landscape, which comprises of
many different players including consumer equipment vendors, application and platform
providers, service integrators and data aggregators. This means different IoT sectors face
different commercial pressures, challenges and market dynamics.

6.22

Although major technology companies, including Apple, Amazon, Google and Facebook,
have now entered the smart home and/or connected cars market to establish an early
presence in the sector, public policy support continues to play an important role in the
development phase of the IoT.

6.23

Government initiatives such as the plans to upgrade the UK energy system66 are already
underway to help consumers manage their energy supply efficiently. The number of smart
meters is predicted to grow to 53m in the UK by 2020, with connectivity delivered jointly
by Arqiva and Telefonica.

6.24

In 2015, the government announced a £40m research fund for the IoT67, which helped
support several ‘Smart city’ initiatives in London and City Verve68 in Manchester. Other
initiatives such as Bristol is Open in Bristol69 and MK Smart70 in Milton Keynes, also received
public funding from their local councils. These initiatives aim to deliver smart health,
transport and energy services.

6.25

Coverage and connectivity is key to the success of IoT. We intend to use the Connected
Nations report to monitor and report on the deployment of IoT specific technologies such
as NB-IoT and LTE-M on the networks in the UK. We will also continue to collaborate with
industry stakeholders and other regulators in evaluating the resource availability and any
need for dedicated and/or harmonised spectrum bands for IoT in the future.

6.26

To minimise the threat of security breaches on IoT networks, we are continuing to work
alongside other bodies such as the National Cyber Security Centre (NCSC) and the Centre
for the Protection of National Infrastructure (CPNI) to raise consumer awareness and
minimise risk to consumers.
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https://www.gov.uk/government/publications/2010-to-2015-government-policy-household-energy/2010-to-2015government-policy-household-energy#appendix-7-smart-meters
67 https://www.gov.uk/government/news/budget-2015-some-of-the-things-weve-announced
68 http://www.cityverve.org.uk/
69 http://www.bristolisopen.com/
70 http://www.mksmart.org/
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7. Internet access services
Overview
7.1

With the continued growth in consumption of both fixed and mobile data services, the
overall role of internet access services in meeting consumer communications needs
continues to grow in importance. In this section we touch on some of the areas relevant to
this continued evolution of internet services and how regulators and policy makers need to
remain vigilant in ensuring that these services continue to operate in an equitable and
open way.

7.2

It is a key policy objective that ISPs (Internet Service Providers) continue to provide services
that allow access to all sources of online content and that any traffic prioritisation of
particular services is not implemented in a way that compromises the “open” internet.

7.3

We have sought to confirm that work already undertaken in order to demonstrate
compliance to other aspects of the EU Telecoms Single Market (TSM) Regulations is clear
and comprehensible.

7.4

The TSM came in to force during 2016. We have undertaken work in order to demonstrate
compliance with key aspects of it, particularly those dealing with Quality of Service,
reporting of Broadband services, coverage maps, compliance with net-neutrality rules and
ensuring information to customers is clear and comprehensible. We have also undertaken
work to improve the quality and outcomes for consumers in regard to proposing changes
to the broadband Codes of Practice on broadband speeds71, in line with the regulations and
action from the ASA.

7.5

To enhance the Codes, we are proposing to:
a) Improve information about line specific speed at the point of sale and in contracts, by
reflecting the slower speeds people can experience at ‘peak’ times; and by ensuring
providers always give a minimum guaranteed speed before sale.
b) Strengthen the right to exit if speeds fall below a guaranteed minimum level. Providers
would have a limited time to improve speeds before they must let customers walk
away penalty-free. For the first time, this right to exit would also apply to contracts
that include phone and pay-TV services bought with broadband.
c) Increase the number of customers who benefit from the Codes, by expanding their
scope to apply to all broadband technologies.

7.6

71

Our expectations are to publish a final decision early next year, alongside a consumer guide
to help raise awareness of the additional benefits of the improved Code.

https://www.ofcom.org.uk/consultations-and-statements/category-1/broadband-speeds-codes-practice
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7.7

Driven by the continued growth in consumption and availability of long and short form
video content, the content distribution model continues to evolve, with a number of large
and small distribution platforms serving the market. Larger content providers have
developed and deployed their own Content Delivery Network (CDN)72 infrastructure, and
we are also seeing market entry and growth in use of services from more generic cloud
based infrastructure providers.

EU Regulations on Net Neutrality
7.8

In April of 2016, the EU Telecoms Single Market Regulation on net neutrality rules came
into force in the UK. The scope and implications of this regime were examined in some
detail in the 2016 Connected Nations Report73. In June 2017 we published our first report
to the European Commission on our approach to monitoring and ensuring compliance with
EU Regulation 2015/2120 on open internet access from May 2016 to April 2017. 74

7.9

Our key statement from this report found “our work suggests that there are no major
concerns regarding the openness of the internet in the UK,” we go on to state “however
we have identified some areas that require improvement in ISP compliance with the
Regulation. We will continue our work on the provision of speeds and other information by
ISPs during 2017-18, as well as the monitoring of ISPs’ practice.”

7.10

This position is as a result of the fact that the UK was already broadly in line with EU
regulation, prior to its introduction, as we have worked with industry, via the Broadband
codes of practice75 and Broadband speed quality reporting programmes, to ensure that
many of the requirements laid down in Articles 3, 4, and 5 of the Regulation (EU)
2015/212076 were consistent with existing self-regulatory measures.

Implementation actions
7.11

We currently have an on-going programme of work to address the requirements of the EU
TSM Regulation. This programme includes reviewing the existing voluntary Broadband
Speeds Code77 that is already in place and supported by major fixed providers, and
establishing a process to discharge our obligations with regard to the measurement and
reporting on the quality of Internet Access Services (IAS).

7.12

We continue to check the compliance of the UK’s main ISPs’ residential consumer
contractual provisions with relation to the impact of traffic management on the quality of
the IAS, and on consumer privacy and the protection of personal data.

72

CDNs are networks of servers based in many geographic locations, typically closer to the end user, designed to improve
the speed and quality of content delivery by routing requests to the nearest server.
73 https://www.ofcom.org.uk/__data/assets/pdf_file/0035/95876/CN-Report-2016.pdf
74 https://www.ofcom.org.uk/research-and-data/internet-and-on-demand-research/net-neutrality
75 https://www.ofcom.org.uk/phones-telecoms-and-internet/information-for-industry/codes-of-practice
76 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2015.310.01.0001.01.ENG&toc=OJ:L:2015:310:TOC
77 https://www.ofcom.org.uk/consultations-and-statements/category-1/broadband-speeds-codes-practice
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7.13

We made some proposals to revise the Broadband Speeds Codes of Practice for businesses
and residential consumers. We are proposing to strengthen the Codes and ensure that
speed information given at point of sale and after sale is in line with the specification of the
EU TSM Regulation and consistent across providers. This is to ensure more realistic
estimated speed measures are given to consumers, as well as an easier route for redress.
We are consulting on the revised Codes and the conclusions of the consultation will be
published in early 2018.

7.14

Our proposals focus on:
•

•

Speed measurements from the customer premise equipment (CPE) to the Internet
gateway of the provider’s network: currently the measurement is only taken on the
broadband access element of the service.
Measuring and taking into account the speed of the service during busy hours allowing
for the effects of contention on the service.

7.15

We are currently assessing the options with regard to mobile operators demonstrating
compliance with the speed information provision requirements of the EU TSM Regulation,
and the potential need for mobile providers to publish meaningful speed guidance to
consumers based on location. One option could be to define a common standard for
operators to provide a fair reflection on data speeds, taking into consideration the
variabilities in mobile network operation.

7.16

In this context, it is worth noting that the Advertising Standards Authority (ASA) has
published research into consumers’ understanding of broadband speed claims made in
adverts.78 The research found that speed is an important factor for a significant proportion
of consumers who are making decisions between providers. However, levels of knowledge
and understanding of broadband speeds vary, and are low overall with many not knowing
what speed they need to carry out daily online tasks.

7.17

Most consumers understand that the higher the number in the advertisement, the higher
the speed of the service, but many are unclear on what this means for them and what
speed they would likely achieve. Despite that uncertainty, most consumers believe they
are likely to receive a speed at or close to the headline speed claim when, for many, that is
not likely to be the case because the advertised speeds are based on the maximum speeds
available to the top 10% of customers.

7.18

As a result, the ASA’s sister body, the Committees of Advertising Practice (CAP), has been
reviewing its guidance to advertisers on broadband speed claims and consulted79 on
potential alternatives in Summer 2017. It recently published a statement on conclusions
and future policy.80 In parallel, it also published new guidance that numerical speed claims
in broadband advertisements should reflect the download speed available to at least 50%

78

https://www.asa.org.uk/News-resources/Media-Centre/2016/ASA-calls-for-a-change-in-the-advertising-of-broadbandspeed-claims.aspx#.WDxjtX2uqgE
79 https://www.asa.org.uk/resource/consultation-on-speed-claims-in-broadband-advertising.html
80 https://www.asa.org.uk/news/asa-concludes-review-of-fibre-broadband.html
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of customers at peak time and described as an average speed.81 Ofcom will work with the
ASA and CAP to ensure continuing consistency of approach.

Traffic management practices
7.19

Traffic management (TM) is a necessary aspect of ISPs’ network management practices.
Better controlling the flow of traffic across an ISP’s network by using TM can benefit
consumers by improving the performance of their broadband connections at peak times.
However, there are concerns that through their use of it, ISPs might manage traffic on their
networks in ways which can cause consumer harm or limit online innovation.

7.20

In light of this, the TSM Regulation requires ISPs to be fully transparent in what they do in
regard to TM. There is an industry-wide code of practice explaining how they should
comply with this (the Broadband Stakeholders Group Open Internet Code of Practice82)
which requires that each ISP publish a table summarising its TM policy for each package on
offer. These tables are known as Key Facts Indicator (KFI) and can be found on all ISPs’
websites.

7.21

We review these key facts indicators and customer terms and conditions, reporting on
them each year as part of this report. Our conclusion is that, broadly, transparency about
TM practices has improved, and in general TM policies are either non-existent or less
restrictive than they were a few years ago.

7.22

For many fixed networks, TM policies are rarely if ever invoked, although providers do not
yet make fully transparent what they would do if networks have serious faults or are
congested to ensure adequate performance for time critical applications. This is an area we
are examining and will aim to report back on in the 2018 Connected Nations report.

7.23

Mobile networks generally claim not to use TM unless congestion becomes an issue, but
this can happen both as a result of normal ‘time of day’ variations in overall loading and as
a result of more random increases in users and consequent traffic in particular geographic
areas and the cell sites that serve them. They also use data caps and speed limits as
another means of managing demand, which may have a much more fundamental impact
on the customer experience.

7.24

In the light of the new, formal powers and responsibilities for this area under the TSM, we
have decided to open our own-initiative enforcement programme into fixed and mobile
traffic management measures.83 The programme will focus on gathering information and
assessing whether any ISP practices raise compliance issues in order to determine whether
any further action, including possible enforcement actions, might be required.

7.25

We continue to explore how best to assess and measure the mobile broadband consumer
experience. In H1 2017 we conducted a number of drive tests to confirm operator

81

https://www.asa.org.uk/news/major-change-to-broadband-speed-claims-in-ads.html
http://www.broadbanduk.org/wp-content/uploads/2016/06/BSG-Open-Internet-Code-2016.pdf
83 https://www.ofcom.org.uk/about-ofcom/latest/bulletins/competition-bulletins/open-cases/cw_01210
82
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information on signal levels and are currently articulating these results with mobile
operators, with a view to improve how they report coverage. Currently this has identified
that users can expect to receive more than 2Mbit/s for 90% or more of the time, further
validating our 2016 “Smartphones Cities” report.84 Whilst this seems likely to deliver a
good quality of experience for users, it does emphasise that congestion and, hence, TM can
have a significant impact during peak periods or other congestion episodes.
7.26

We continue to monitor and refine our mobile quality metric reporting and currently utilise
crowd sourced data collected through our mobile research application85 for Android
phones.

7.27

As mobile networks, and the customers who use them, complete the transition to a fully
4G environment, voice services could be delivered using 4G voice or VoLTE technology.
Since voice will now be transported as any other data service session, ensuring
prioritisation during busy periods or localised congestion will become more important,
particularly for calls to the emergency services. We will continue to monitor TM application
in this context to ensure voice service quality is maintained.

Internet interconnection trends
7.28

Internet interconnection can be defined as a business and network relationship where
there is an exchange of customer traffic between administratively separate Internet
networks know as Autonomous Systems. There are many different ways in which ISPs can
exchange their customers’ traffic with each other. These include transit, public and private
peering and through the deployment and interconnect of Content Delivery Networks
(CDNs).

Peering
7.29

With peering, both parties tend to meet at a carrier neutral location known as an internet
exchange point (IXP) which can be located in the UK or globally. At this exchange point
they are able to connect either directly to another network or via the exchange’s
equipment. The latter is often known as public peering, the former as private peering, this
term also being used to describe interconnection at one or other of the parties’ own
premises.

7.30

In the case of public peering each ISP pays its own costs for connecting into the exchange's
switch. In the case of private peering there are many commercial alternatives available to
ISPs, which in many cases may depend on the ratio of traffic exchanged between the two
parties.

7.31

With larger content providers, the ratio between the traffic sent by each of the peers is
now typically relatively high and very different from the 1:1 ideal of ‘balanced’ peering, as

84
85

https://www.ofcom.org.uk/research-and-data/telecoms-research/mobile-smartphones/smartphone-cities
https://www.ofcom.org.uk/phones-telecoms-and-internet/coverage/ofcom-mobile-research-app
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a content provider such as Netflix sends a significantly larger volume to the ISP's customers
than vice versa.
7.32

However, private peering offers ISPs direct connection to the content and thus removes
possible issues that can occur in public internet peering connections, which can become
congested. Peering also offers a cost reduction to ISPs by moving traffic away from paid
transit connectivity.

Transit
7.33

Transit is when a party pays for access to either all possible destinations in the Internet, or
only within a geographic region i.e., destinations with the UK only. There are a number of
Internet backbone providers who deliver transit services, due to the size of the internet,
and backbone providers will agree peering arrangements between themselves thus
creating the global internet. ISPs have little control of a customer’s traffic when it leaves
their network and rely on monitoring to assess the impact of congestion and delay.

Content Delivery Networks (CDN) and caching
7.34

There are a number of specialist providers of services that deliver content from service
providers to providers of IAS and their customers86. Such CDNs offer a cost-effective way of
routing content avoiding the need for expensive transit or peering arrangements. Some of
the largest content providers now operate their own delivery networks, in some cases
replacing their previous use of independent CDNs, which must interconnect with ISPs in
order to deliver content to consumers. They can do this either by paying a transit network,
which itself connects to the ISP, via peering agreements or by interconnecting directly as
shown in Figure 34. Direct interconnection is cheaper (for both the content provider and
ISP) for the delivery of large volumes of data.

Figure 34: Approaches to interconnection

Source: Ofcom

86

Examples include Akamai and Limelight.
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7.35

Netflix’s CDN arrangements, and those of other leading content providers, are now being
further extended into the access provider’s own network using ‘caching servers’. Caching
servers are CDN servers which can be placed within the ISP’s network or on a third-party
network, storing the most popular content. This removes the need for the ISP to connect
to the original source of the content every time a customer requests it.

7.36

The local delivery of content can result in better delivery times to the consumer, which
may translate to a better quality of experience, and so is often a preferred option for
content providers. This approach further reduces transit or core connectivity costs, and can
also improve the customer experience by reducing the likelihood of data congestion in
these parts of the network. The commercials in this model are likely to include location
services and port-based pricing.

7.37

We continue to review the arrangements for collocation space within the ISP’s network to
ensure it allows for equitable access to the space and power and that the peering policy
does not discriminate against smaller CDN providers.

7.38

Many content providers are now measuring and reporting on the performance of their
content through each ISPs network.87 The publishing of this data on their websites may also
influence how ISPs choose to interconnect with them.

Overall Trends
7.39

Continuing on from our 2016 report, use of CDN is increasing, through a mixture of selfbuild and operated CDNs and a vibrant commercial market place. This growth is further
supported through leading generalist cloud service providers offering CDN solutions.

7.40

Although growth in internet traffic is being driven predominantly by video delivery, CDNs
are used to deliver a wide range of content types such as consumer and enterprise web
applications, software delivery, music and support for dynamic web pages.

7.41

Volumes of traffic across the interconnection points between the main ISPs and the
internet core, other ISPs and the main providers of content have increased by around 53%
since last year.

7.42

As Figure 35 shows, CDN connectivity continues to provide large proportions of the overall
traffic than before. Generally, mobile networks have a lower proportion of CDN delivered
traffic, probably reflecting the lower consumption of streamed video through devices
connected directly to the mobile networks (as opposed to wifi) and the smaller size of the of
streams and data.

87

Such as https://ispspeedindex.netflix.com/country/uk/
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Figure 35: Breakdown of fixed and mobile interconnection

Source: Ofcom analysis of operator data

Migrating to IPv6
7.43

Support for IPv6 continues to progress with many ISP and mobile operators either
operating a dual stack approach or executing on plans to deploy IPv6. To further promote
the adoption of IPv6, a working body (UK IPv6 Council) has been formed to address
technical and business issues with a clear goal of promoting adoption.88

7.44

According to Asia Pacific Network Information Centre (APNIC), the Asian internet registry
and leading reporter on IPv6 adoption, the UK is currently in 9th place89 in the list of
countries who have adopted IPv6. However according to the APNIC report only 24.63% of
traffic is currently IPv6 routed.

Figure 36: IPv6 Allocations & Reachability
IPv6 addresses (thousands /48)
Year

Allocated

Reachable

% Visibility

2014

344,588

235,078

68%

2015

408,617

253,624

62%

2016

485,622

264,987

55%

2017

1,114,178

294,715

26%

Source: RTFM Report for Ofcom – 2017 Analysis of UK IPv4 and IPv6 address usage90

88 http://www.ipv6.org.uk/
89 https://labs.apnic.net/dists/v6dcc.html
90

https://www.ofcom.org.uk/research-and-data/technology/internet-wifi/ipv6
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7.45

As of June 2017, the UK internet registry (RIPE) is reporting IPv6 visibility within UK
registered community at 26% of over 1 billion /48 subnetworks addresses assigned to the
UK.

7.46

For example, Sky has progressively enabled ‘dual-stack’91 IPv6 which has resulted in a
91.77% of users now routing IPv6. BT who has also been enabling IPv6 has now reached a
point where 24.06% of its base is IPv6 capable. We anticipate seeing BT and other
operators’ IPv6 routing to grow over the next 12 months.92

7.47

While the move to IPv6 is the long-term target for all providers, the use of IPv4 will
continue for many years. Reviewing the allocated and assigned address space from UK
providers, our current view is that there will be no significant issues with serving customers
through the IPv4 address space due to:
a) MNOs’ use of carrier grade network address translation (CGNAT)93;
b) New mobile services, such as VoLTE are already using IPv6, and IPv6 will be further
supported by new handsets supporting dual stack and IPv4/6 translation services, e.g.
464XLAT94 ;
c) Fixed operators report plans for mitigating IPv4 exhaustion through CGNAT and use of
the secondary market for address space.

7.48

Figure 37 highlights the allocated and assigned IPv4 address space for the UK.

Figure 37: UK IPv4 address space
Allocated
IPv4 addresses (thousands)

Reachable
IPv4 addresses (thousands)

% Reachable

2014

69,541

57,711

83%

2015

69,835

58,287

83%

2016

70,226

58,194

83%

2017

70,566

59,111

84%

Source: RTFM Report – 2017 Analysis of UK IPv4 and IPv6 address usage

91

http://www.ipv6.org.uk/
https://stats.labs.apnic.net/cgi-bin/v6pop?c=GB
93 Carrier Grade Network Address Translation is a technology that allows many end-users within a communications
network to share public Internet Protocol addresses.
94 This allows devices on IPv6-only networks to access IPv4-only Internet services. https://tools.ietf.org/html/rfc6877
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8. Security and resilience
Overview

8.1

The security and resilience of fixed, mobile and broadcast television networks and services
is increasingly more important. This section summarises the major security and resilience
issues that were reported to us over the past year along with some key themes from the
work we have done over the past year.

8.2

Important points to note are:
a) Most security incidents reported relate to voice services, often affecting consumer
access to the 999 emergency services;
b) The majority of incidents are caused by the failure of hardware components, the loss of
power supply or by software bugs;
c) We are reporting more incidents on mobile networks as a result of our ongoing effort
to improve the reporting of mobile incidents;
d) Cyber attacks on telecommunications networks have the potential to have very serious
consequences. Working under existing and new legislation in this area, we are
increasing our focus on this security threat.
e) Two investigations into the resilience of voice access to the emergency services have
concluded in the last 12 months, both with fines for the providers involved. This has
highlighted the importance of ensuring appropriate resilience measures are in place;
f) The resilience of mobile networks, in particular to major power disruption, remains a
key concern; and
g) Further to the overview of issues associated with the so-called “PSTN switch off” we
noted in last year’s Connected Nations report, we have established a programme of
work with providers and other stakeholders that is aimed at identifying and mitigating
any consequent risks to consumers.
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Our role in security and resilience
Ofcom and providers of communications networks and services are subject to certain
requirements.95 These include requiring operators to appropriately manage security risks,
to minimise impacts on consumers and to report any breaches of security or network
failures to us.
We first published guidance on the full range of security requirements in May 2011 and
updated that guidance in August 2014.96 We are in the process of further updating the
guidelines. The guidance sets out our expectations for a risk-based approach to the
management of security. It highlights appropriate sources of industry best practice and
details our incident reporting requirements.
Aside from these specific requirements, digital terrestrial television (DTT) operators have
an obligation97 to meet high standards of reliability and to provide us with an annual
report on transmission performance.
DCMS has recently concluded a consultation on introducing new legislation to implement
the EU’s Network and Information Systems Directive. This will extend similar security and
resilience requirements to a number of additional infrastructure sectors. Under the new
legislation, we expect to take on additional responsibilities in relation to providers of
certain essential internet infrastructure.

Resilience of fixed and mobile networks
Most security incidents reported relate to voice services, often affecting
consumer access to the 999 emergency services
8.3

In the past year, 678 security incidents were reported to us by fixed and mobile providers.
Most reports were from fixed providers regarding disruption to telephony services
(including 999 access) for fewer than 10,000 customers and for less than one day. Incidents
with a wider impact, which affect tens of thousands of customers, are less common.
Reporting data also show that incidents are more likely to occur in, or near, large
population centres.

8.4

Figure 38 summarises the number of incidents reported each month between September
2016 and August 2017. The monthly variation could be the result of seasonal factors,
although we note there is little, if any, correlation with the variations seen in last year’s
report. We continue to monitor for trends over time.

95

In accordance with Article 13a of the Framework Directive95, sections 105A-D of the Communications Act 2003 place
requirements on providers and Ofcom regarding the security and resilience of communications networks and services.
96 http://stakeholders.ofcom.org.uk/binaries/telecoms/policy/security-resilience/ofcom-guidance.pdf
97 http://stakeholders.ofcom.org.uk/binaries/broadcast/guidance/techguidance/tv_tech_platform_code.pdf
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Figure 38: Number of incidents reported between September 2016 and August 2017

Source: Ofcom analysis of operator data

Framework for incident reporting
8.5

Our guidance provides quantitative criteria, or thresholds, against which a provider can
gauge the impact of an incident and determine if it should be reported. The most critical is
the ‘emergency services access’ threshold which applies to incidents that affect voice
access to the emergency services for 1000 customers, for one hour. There will be incidents
that occur, but which are not reported to us, since they do not have ‘significant impact’ as
defined in relevant guidance.

8.6

We measure the impact of an incident in ‘customer-hours’. This is the product of an
incident’s duration and the number of consumers affected. While customer-hours is not
the only metric by which incidents may be measured, it provides a useful basis for
comparison.

8.7

The majority of incidents have a relatively low customer-hours impact and are reported
under the ‘emergency services access’ threshold. Figure 39 shows the customer-hours
impact of the 678 incidents that were reported to us.
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Figure 39: The impact of incidents reported to Ofcom, between September 2016 and August 2017

Source: Ofcom analysis of operator data

Changes in the reporting of mobile incidents
8.8

Our current guidance, published in August 2014, places a particular emphasis on receiving
more incident reports from the mobile sector, given the growing importance of mobile
services to consumers.98 At the time, we decided to set reporting thresholds individually
with each of the four main mobile network operators. This approach was intended to
arrive at similar reporting thresholds for each operator, but in a way which reflected how
they each detected and responded to major incidents, hence minimising any unnecessary
reporting burden.

8.9

However, we are concerned that the current thresholds for reporting of incidents affecting
mobile services are resulting in significant differences between the MNOs in deciding
which incidents should be reported and how their impacts should be calculated.

8.10

We have been working with MNOs to address this issue, and this has resulted in a
significant increase in reports in some cases, but not all. Between September 2016 and
August 2017, 298 mobile incidents were reported compared to just 33 in the previous
reporting period.

8.11

The new reporting methodologies being tried by the MNOs have also affected how the
impact of some incidents are calculated. It is inherent in mobile incidents that mapping

98

https://www.ofcom.org.uk/__data/assets/pdf_file/0021/51474/ofcom-guidance.pdf
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between the affected infrastructure and the impact in terms of geographic area, the
number of customers, and the service impact, is an estimate, rather than a precise
calculation. We believe that the apparent increase in major mobile incidents is a result of
these new attempts to more accurately estimate impact, rather any underlying
deterioration in the reliability of mobile networks.
8.12

We recently consulted on another revision to our published guidance.99 Our proposals
include adopting new mobile reporting thresholds and more prescriptive guidance on how
customer impact is calculated. The consultation has closed. We will be considering
responses and, in light of these, will decide on whether to adopt a new mobile reporting
regime to further improve the quality and consistency of data we receive.

8.13

Figure 40 shows how the 678 reported incidents are geographically distributed across the
UK, and reveals that there is a correlation between incident frequency and population
density. Where population densities are higher, a higher concentration of network
equipment, or assets, is required to provide services.

8.14

It is logical to expect that, where there are more assets, there is a greater likelihood of
incidents. However, our minimum incident threshold of 1,000 end-users affected may
result in some rural incidents not being reported.

Figure 40: Heat map showing the distribution of incidents throughout the UK

Source: Ofcom analysis of operator data

99

https://www.ofcom.org.uk/consultations-and-statements/category-1/review-security-guidance
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Most incidents are caused by the failure of hardware components, the loss of
power supply, software bugs or cable problems
8.15

Establishing the root causes of incidents is central to understanding risks to the security
and resilience of networks and services. There are four broad categories of root cause used
in reporting at a European level. Of these, system failure is overwhelmingly the main root
cause of significant network incidents; over 93% of reported incidents fall into this
category. This includes hardware and software failures, and the failure of systems,
processes and procedures.

8.16

The remaining categories are human error, natural phenomena (which includes severe
weather) and malicious actions, which were responsible for 4%, 2% and 1% of the reported
incidents, respectively.

8.17

Figure 41 shows that incidents were reported against a wide range of primary causes.100
‘Hardware failure’ is the most common primary cause, followed by ‘power cut’, ‘software
bug’ and ‘cable break’. Together these causes account for over 86% of the incidents that
are reported to us.

Figure 41: Primary cause of incidents reported to Ofcom, September 2016 to August 2017

Source: Ofcom analysis of operator data

100

We categorise the root and primary cause of reported incidents according to the taxonomy provided in the ENISA
Article 13a Technical Guideline on Threats and Assets, https://resilience.enisa.europa.eu/article13/guideline_on_threats_and_assets
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We are concerned about the dependence of lifeline services on mains power
8.18

Traditional corded telephones are powered over the copper line which runs from the local
exchange, and this makes it possible for people to make emergency calls from their home
even when there is a power cut. This is important, given the possibility that a power cut is
associated with some other event which means people need to call for help. However, as
traditional corded telephones are replaced by new types of telephone (wireless handsets,
devices which enable telephone calls over broadband), and as copper exchange lines are
replaced by fibre, this facility may no longer be available.

8.19

We recognised the importance of this issue in our Strategic Review of Digital
Communications. We need to protect people’s ability to access lifeline services, whilst
giving operators flexibility to do this in a manner that does not hold back investment and
innovation in new services. We therefore stated we would assess what operators are doing
on a case-by-case basis provided the technical solution delivers a level of protection
equivalent to that provided by traditional means. We continue to engage with operators
on this basis.

8.20

We also believe that more needs to be done to improve the resilience of mobile networks
in the face of electricity supply failure. Mobile networks are increasingly used as a means
of safety-critical communications, in particular around 70% of 999 calls are now made on a
mobile phone. This dependence of lifeline services on mobile networks is likely to increase
over time. However, mobile networks generally rely on mains electricity more than ‘legacy’
fixed telephone networks. We will work with both industry and government to identify
options for improvement.

8.21

We plan to include data on power resilience in our next report and to ask mobile network
operators for information about their primary and back-up power arrangements at cell and
core sites.

Cyber Security
Although reported cyber attacks are rare, they have the potential to cause
serious impact
8.22

As shown in Figure 41, very few of the reported incidents of significant service interruption
over the past year were attributed to a cyber attack. However, this does not mean that
cyber attacks on telecommunications networks do not occur, nor that they can’t have very
serious consequences.

8.23

The public profile of cyber security incidents has grown in recent years. The motivations
behind cyber attacks vary from nuisance and petty vandalism, through varying levels of
criminality, up to activities attributed to hostile nation states. Telecommunications
networks are often involved, sometimes as conduits for the attack, but also sometimes as
the targets. Typically, however, the motive of a cyber attacker is not to cause an outage to
the telecommunications service itself, which goes some way to explain why so few such
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incidents hit our numerical reporting thresholds. More often, the attacks are intended to
steal personal or business data, or to disrupt applications using the underlying
telecommunications services, such as websites.
8.24

The consequences of such attacks can be significant, both for any communications
provider involved as well as their customers. The TalkTalk incident in 2015 is probably the
highest profile attack directly on a telecoms operator. TalkTalk’s telecommunications
services themselves were essentially unaffected. However, customers were potentially
exposed to financial fraud and identity theft, and TalkTalk received a fine from the ICO as
well as financial, reputational and share price losses.

8.25

There is the potential for much more serious consequences from a cyber attack on
telecommunications. Many of our telecommunications networks form part of the UK’s
critical national infrastructure – systems on which the country’s smooth economic and
social functioning relies. Cyber attacks intended to damage or disrupt these networks could
clearly be very serious, and this is one of the reasons Government has placed so much
focus on improving our national defences.

Existing obligations on communications providers include cyber security and
we are increasing our focus on this area
8.26

Under s105A, the Communications Act 2003 requires providers to take measures to
manage risks to security and availability of their PECN and PECS.101 It does not limit the
types of threats that should be considered and therefore measures to manage cyber
threats, such as cyber attack, should be included. As such, we have written to the major
providers about our expectations in relation to cyber security and included the issue in our
bilateral discussions.

8.27

We publish compliance guidance for providers102, and this identifies the importance to the
UK of cyber security and the central role of providers. It also sets out several Government
cyber security initiatives that are relevant to the security measures that should be
considered under section 105A. Over the summer, we consulted on updating this
guidance103 and cyber security is one of the areas in which we have proposed changes to
reflect our increasing focus.

8.28

An important part of this focus has been working with DCMS on a project it has been
leading to develop a cyber vulnerability testing framework for providers. This will assess
the real-world level of cyber-defences that providers have put in place, and is modelled on
the CBEST104 scheme which the Bank of England has been operating for financial
institutions for several years. Under the scheme, detailed intelligence is gathered on the
threats faced by the provider undergoing testing, and forms the basis for various

101

Public Electronic Communications Networks and Services
https://www.ofcom.org.uk/__data/assets/pdf_file/0021/51474/ofcom-guidance.pdf
103 https://www.ofcom.org.uk/consultations-and-statements/category-1/review-security-guidance
104 http://www.bankofengland.co.uk/financialstability/fsc/Pages/cbest.aspx
102
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penetration tests undertaken on its operational networks. As well as assessing how well
defended the provider’s network is against such attacks, such testing also shows how well
it could detect and respond to any successful attempts.
8.29

We believe such a scheme has great potential to increase both the level of cyber security
that providers have in place and the level of assurance among ourselves and Government
of providers’ ability to defend against and respond to attacks. We also consider that this
approach would be more effective than reliance on security standard certification alone.

8.30

The scheme is now undergoing a pilot phase. We will consider using it as part of our
assessment of s105A compliance when this is complete and a suitably robust testing
framework becomes available.

The Network and Information Systems (NIS) Directive is expected to
introduce additional obligations when it comes into UK law in 2018
8.31

The NIS Directive is due to be transposed into UK law in May 2018. Among other things, it
will extend similar obligations to those in s105A to operators of critical infrastructure in
other sectors, and has a particular focus on cyber security threats.

8.32

Under the current Government proposals, we will take on responsibility for enforcing the
NIS Directive for companies in the ‘Digital Infrastructure’ sector. This includes major
providers of domain name system (DNS) services, domain name registries, and internet
exchange points (IXP).

Ofcom will continue to work closely with other relevant bodies
8.33

Cyber security is a complex and very technical area. As such, we, in common with other
sector regulators, will require support from National Cyber Security Centre (NCSC), the
recently established UK authority on the subject. NCSC has a defined role as the ‘Technical
Authority’ under the NIS Directive, and is expected to coordinate incident reporting.

8.34

We already have strong links to NCSC via its predecessor organisation, and will continue to
develop this, and our methods of sharing information and working together, to support
both our NIS and s105A activities.

8.35

The connection of many cyber security incidents to personal data loss means that we will
also need to continue our close working relationship with the Information Commissioner’s
Office (ICO). ICO are also expected to have an important role in relation to Digital Service
Providers (such as online marketplaces and cloud computing services) under the NIS
Directive, so again cooperation will be required.

8.36

Many other organisations and departments have an interest in cyber security, such as
National Crime Agency, DCMS and Cabinet Office. We will continue to build our
relationships with them, as well as own cyber capabilities.
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Single points of failure
Two recent investigations have highlighted the importance of avoiding single
points of failure
8.37

We issued fines to Three and KCOM during 2017 for breaches of the rules on providing
uninterrupted access to the emergency services.105 In both of these cases, we concluded
that the companies hadn’t taken sufficient steps to avoid single points of failure in their
networks.

8.38

By single points of failure, we mean instances in which the network relies on significant
amounts of traffic passing over a single route, a single point of handover, or on routing
through a single location, which leaves specific points of vulnerability within a network. We
have no reason to think that two such findings in one year indicate any broader issues
within the sector. However, the incidents do offer a reminder of the importance of
ensuring sufficient network resilience.

We will be paying particular attention to this issue in our future enforcement
work
8.39

The level of network resilience that is ‘sufficient’ will vary depending on a number of
factors. The type of service being offered is one. In both the cases mentioned above, it
affected 999 access services, which we hold to the highest standards. As such,
communications providers are required to take all necessary measures to maintain, to the
greatest extent possible, uninterrupted access to emergency organisations. This means we
expect them to do everything technically feasible and within their reasonable control to
ensure sufficient resilience.

8.40

In general, providers should avoid single points of failure where it is reasonably possible to
do so. The extent to which avoiding single points of failure is reasonably possible will vary
at different points in the network and in different circumstances. Various factors need to
be taken into account, for example:
•
•

•

the number of customers relying on the single point of failure, with more customers
justifying greater efforts;
it is more likely to be disproportionate to deploy protection paths (and hence avoid
single points of failure) in the access network than in a provider’s backhaul and core
networks; and
any geographic and physical constraints.

105

https://www.ofcom.org.uk/about-ofcom/latest/media/media-releases/2017/three-fined-emergency-call-service-failure
and https://www.ofcom.org.uk/about-ofcom/latest/media/media-releases/2017/kcom-fined-900,000-for-emergency-callfailure
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8.41

In our recent consultation on updating our section 105A guidance, we have noted this
issue as one we will give particular attention to in the future. We have proposed making
changes to the guidance to reflect this.

The future of voice services
8.42

Historically, voice services have been predominantly provided by a dedicated switching and
signalling network (the Public Switched Telephone Network, PSTN), supported by copper
wire access to the home and requiring specific end user equipment in the home (i.e. a
telephone). However, this model is seeing substantial change:
•

•
•
•
•

The PSTN is now approaching its end of life. Globally, it is becoming increasingly
difficult to maintain them, as the availability of spare parts and the engineering
knowledge to effect repairs reduces;
The fixed access network itself is moving away from copper wire access to fibre
technology;
In many new-build housing developments, where providers are already deploying full
fibre broadband services, residents are already using VoIP;
Mobile networks are becoming the platform of choice for voice services – they now
carry over twice as many ‘voice minutes’ as fixed networks106; and
Consumers are adopting IP-based voice-capable communication services (e.g. Skype,
WhatsApp) which are agnostic to the underlying network or end-user equipment and
usually offer additional features such as messaging or photo and video sharing.

8.43

In last year’s Connected Nations Report107, we noted these trends and outlined our then
understanding of their implications and the policy principles we would seek to apply in
considering market and service developments. Since then we have been in dialogue with
most of the leading providers about their plans and have established an industry working
group with wider stakeholder participation to consider the issues arising.

8.44

Providers that currently operate PSTN infrastructure are looking to retire this network and
deploy an ‘All-IP’ based core network. For many consumers their service provider will offer
a new broadband router or set-top box that combines both broadband and phone services.
Integrating the voice and data services in this way offers a high degree of flexibility and
functionality to consumers, including the potential to switch seamlessly between the
underlying access networks (fibre, cable or mobile).

8.45

Different providers are at different stages of managing this process, with the particular
approach adopted by each and the timescales over which any migration takes place also
potentially differing. Some providers, such as Virgin Media with its Project Lightning
network expansion progamme, are already deploying ‘All IP’ voice solutions to new
customers connected to their newly deployed infrastructure. We would expect to see

106

See p130 of the UK Communications Market Report 2017.
https://www.ofcom.org.uk/__data/assets/pdf_file/0017/105074/cmr-2017-uk.pdf
107 See sections 7.18 to 7.44 of Connected Nations 2016
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initial migrations for existing customers on traditional PSTN connections to start taking
place over the coming year both as a result of new infrastructure deployment and from the
launch of Openreach’s ‘SOGEA’108 upstream wholesale product to retail service providers.
SOGEA allows broadband-only products to be supported over Openreach’s network, which
may incentivise providers to offer voice services over broadband rather than as a separate
service.109 Under providers’ current plans, we would expect migration to be complete by
the middle of the next decade.

Migration to the new services will bring benefits to consumers
8.46

Moving voice services to broadband, away from traditional analogue access network
delivery, means that new voice services will have different characteristics. New services
can support new features and new functionality with potentially better prices and more
innovation.

8.47

The evolution of voice services lowers barriers to entry for the provision of primary fixed
voice services and the cost of providing the service will fall to very low levels. We may see
more companies enter, with better prices and more innovation; for example, intelligent
call-blocking to combat nuisance calls, redirection and high-definition sound quality.

Disruption to consumers as a result of migration should be limited
8.48

It is important that migration itself does not cause disruption. Migration will work best
where people migrate voluntarily, and where providers' migration strategies rely on
developing new services which make it attractive to move.

8.49

For many, migration to voice over IP will be voluntary. For those who have and use a fixed
telephone line within the home, PSTN migration should result in little noticeable change,
both in terms of the consumer experience, and of the steps required to make the change.
For consumers who already use a broadband connection for data services, it should be a
relatively simple matter of moving their existing telephones from the PSTN to their
broadband connection, via an adapter or suitable broadband router.

Some consumers may face challenges during migration
8.50

Whilst PSTN switch off should have few implications for most consumers, for others there
may be important challenges which require careful consideration.

8.51

There are 1.5m landline-only consumers in the UK. For these customers, broadband
technology will need to be installed in the home in order for fixed telephony services to
continue. While this technology may be capable of supporting telephony and broadband, it
may have only the telephony elements of the service activated, depending on customer

108

Single Order Generic Ethernet Access – see https://www.openreach.co.uk/orpg/home/products/superfastfibreaccess/fibretothecabinet/fttc.do
109 https://www.ispreview.co.uk/index.php/2017/07/openreach-extend-phase-2-trial-sogea-standalone-fttcbroadband.html
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requirements and demands. Alternatively, customers who want voice-only services may be
offered a telephony-only router. Where required, voice services can be delivered to
consumers in a manner that looks like traditional telephony, and consumers may not be
aware that the underlying connection is now broadband.
8.52

Customers with mobility, visual or other vulnerabilities may need assistance in installing
the new equipment even if they only expect to use the new technology for voice services.

Compatibility issues for applications currently using PSTN signalling
8.53

There are a number of applications and services which currently run over the PSTN and its
associated analogue access network which depend on technical characteristics of these
networks and platforms beyond the basic delivery of voice, such as way that the PSTN
handles signalling and other “in band” tones in and between networks. These include fax
machines and dial-up modems (for point of sale card readers for example) as well as point
to point connections for industrial purposes such as process monitoring.

8.54

PSTN switch off also raises concerns about other services which may be required in an
emergency. Certain social care devices, such as personal alarms, have traditionally run over
the PSTN. The calls that these devices make can traverse a number of different networks
between source and destination, and as some of these intermediate networks migrate to
IP-based technologies, interoperability issues are beginning to manifest.110

8.55

The scale of these problems may increase as widespread migration of networks from
traditional to IP-based technologies increases. However, as network technologies are
evolving, so too are the services and devices that run over them, in order to become more
IP-compatible, and therefore able to offer additional functionality and features.

8.56

The providers of such services have already engaged with the Ofcom industry group
established during 2017 and are liaising with providers regarding their migration plans and
service compatibility issues, to ensure that services can remain operational or are
superseded in good time before PSTN switch-off occurs.

8.57

As providers begin this migration, it is clear the process will need to take into account the
needs of these specialist service providers and end users.

Consumer protection principles that Ofcom will apply during migration
8.58

It is important that we are satisfied that proposed migration processes will not result in
harm or poor outcomes for consumers and businesses. Our aim is to ensure that migration
does not result in undue disruption to customers, and that they are no worse off, either
financially or functionally, as a result of it.

8.59

In last year’s Connected Nations, we set out the principles we would apply during
migration to achieve this aim. These will continue to underpin our approach:

110

See p10-12 https://www.tsavoice.org.uk/sites/default/files/TSA301664%20Whitepaper_Oct17%20120917_ONLINE%20VERSION%20ONLY_0.pdf
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•

•

•
•
•

•

•
•

8.60

Emergency services access should be provided in accordance with the General
Conditions (GCs). The GCs have recently been revised; the revised provisions will come
into force from 1 October 2018. They include GC A3 on the Availability of Services,
including access to emergency services and a new provision (GC C5.2) for Regulated
Providers to establish, publish and comply with clear and effective policies and
procedures for the fair and appropriate treatment of consumers whose circumstances
may make them vulnerable.
Technical solutions for ensuring reliable operation of new voice services, for example
during localised or widespread power outages, should provide levels of protections
equivalent to that provided by traditional means. We will assess the suitability of such
solutions on a case-by-case basis, taking into account the technical limitations and
customer usage of both the traditional and new services.
New voice services will maintain existing protections for vulnerable consumers in a
manner which is appropriate for the technology they employ and their usage.
Equivalents to the current social phone tariffs will be applied to future voice services
where appropriate.
Before and during any planned withdrawal, providers of existing voice services will
work with third party service providers which rely on them, in order to minimise end
customer disruption. In particular, voice service providers should make all reasonable
efforts to ensure their changes do not cause excessive disruption to services used by
vulnerable customers, such as personal alarm systems.
Providers of traditional voice networks must give reasonable notice to their wholesale
customers of any intention to withdraw relevant voice services, or to replace them
with alternatives based on different network technology.
Customers who do not migrate on a voluntary basis should be no worse off than they
were before migration.
Vulnerable consumers must receive any assistance they require for the migration
process and continue to receive a service they recognise as a telephony service.

In order to assess how providers’ migrations plans meet these principles, we are engaging
with providers to understand their planned approaches. In particular we are seeking to
understand:
•
•
•
•
•
•
•

The timing and form of their migration process both for customers who move
voluntarily, and those who do not;
Their plans for communicating the changes and implication to end users;
How they plan to identify and respond to the needs of vulnerable consumers;
The implications for regulated services such as text relay, public call boxes and social
tariffs;
The pricing of the replacement services in particular to ensure that voice only
customers are not worse off as a result of moving to VoIP;
How they will ensure the emergency access requirements for free access, caller
location and prioritisation apply to their new services;
Their plans to ensure uninterrupted access to the emergency services in the event of
local power outages;
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•
•

The general level of resilience of the replacement services;
Their plans for liaising with third party providers such as telecare provers and for
making their customers aware of the implication of the changes for those services.

Ofcom is working with industry to prepare for PSTN switch off
8.61

As part of the PSTN migration to an All-IP solution, we have commissioned the NICC111 to
develop new and update existing standards to support the new All-IP voice network and
access environment.

8.62

A task group has been formed by NICC comprising experts from across the industry to
define the standards for Voice over Broadband (VoBB) and consider how Voice band data
should be carried over an All-IP network. This All IP Task Group is updating industry
guidelines, with the aim of writing equivalent standards for the new All-IP voice service.
Specifically, the standards under review are:
•
•
•

ND1431 – Guidance on CPE Compatibility on NGNs and NGAs
ND1443 – Guidelines for the Security of All-IP Service in the UK Telecommunications
Network
ND1704 – End to End Network Performance Rules and Objectives for the Interconnect
of NGNs

8.63

These standards should provide clarity and consistency not only to UK communications
providers for network interconnect purposes, but also to service providers in assessing the
risks to existing services. The production of standards also helps provide a common
baseline for the testing of services in the future.

8.64

We welcome the progress that has been made in this area over the past year and the
continued engagement of major providers. We also note that the NICC has invited many of
the relevant trade associations to the task group sessions to allow direct technical dialogue
between the communications providers and service providers such as those associated
with security and telecare alarms and point of sale terminals. This has led to a greater
appreciation of the challenges and scale of the migration required for non-voice devices
and has also helped the understanding of issues currently arising as a result of interworking
between newer IP and legacy PSTN core networks. Ofcom and industry anticipate many of
these issues will be resolved as the entire end to end path migrates to All-IP, leading to the
elimination of PSTN/IP interconnect points. In the meantime, we will continue to help the
dialogue between the various organisations involved to identify and address issues as they
arise.

8.65

While the responsibility to ensure that migration does not result in disruption to end users
lies with industry, we recognise the role Ofcom can play in setting out expectations for
switch off and maintaining oversight of its implementation by industry. Since the

111

NICC is the technical forum for the UK communications sector agreeing interoperability standards for public
communications networks and services.
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publication of last year’s Connected Nations report, we have set up an inclusive cross
industry All-IP Forum chaired and facilitated by Ofcom at which plans for migration and
known or potential issues can be discussed. This group is attended by both communication
providers and organisations representing service providers that may be particularly at risk
as a result of migration, and helps industry develop improved communication and working
practices. We expect these meetings to continue as individual providers adapt their
migration timescales and as new challenges are identified and resolved. To support this
activity we have further commissioned the NICC All IP Task Group to develop a test case
document outlining how testing between communications providers and service providers
should be conducted, this document is due for publication early 2018.
8.66

In the coming year we expect continued activity in the above areas with Ofcom continuing
its oversight and facilitation role to help identify services and consumers affected and
ensure communications providers establish effective plans to migrate consumers with
minimum disruption and with vulnerable consumers protected.

8.67

In order to ensure that appropriate action is taken by relevant public sector stakeholders,
we are also initiating a contact programme with lead Government departments and other
agencies with responsibility for key sectors and policy areas.
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9. The continuing evolution of television
9.1

Television distribution and consumption continues to evolve. Broadcast television services
are increasingly being complemented by broadband TV services. Many of these can now be
accessed on the same consumer equipment, providing easy access to wider range of
broadcast and on-demand TV content. There has also been a continued move towards
higher resolution formats, with an increased range of both HD (High Definition) and UHD
(Ultra High Definition) content becoming available on TV delivery platforms.

9.2

In this section we set out three key themes:
a) The live consumption of broadcast TV channels remains popular with viewers:
Estimates112 show that viewing live TV (i.e. broadcast TV content watched at the time of
transmission) still represents nearly 80% of viewing.
b) There continues to be a significant increase in both the number and sophistication of
hybrid broadcast/broadband TV platforms: Hybrid TV platforms are continuing to
improve in functionality and uptake, merging broadcast and online content into one
consumer experience.
c) More Ultra-High Definition (UHD/4K) content is becoming available: Just over 40% of
all TVs sold recently support UHD.113 UHD Blu-ray discs are available, and satellite and
online distribution of UHD content continues to grow.
d) However, whilst 63% of consumers can receive HD services, only 18% choose to watch
in HD.

112

There is currently no industry standard measure of viewing across all devices and we use a variety of sources, including
consultancy estimates, to assess this.
113 The majority of UHD receivers also support HDR – High Dynamic Range – which gives TV pictures greater contrast and
more vibrant colours.
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Consumers are able to view content from a wide range of sources
9.3

Consumers in the UK receive digital television from a number of providers:
a) Satellite: TV services delivered by satellite are available through platforms such as Sky's
pay-TV service or Freesat, which is available for a one-off digital receiver cost, or also at
no cost through Sky's UK viewing card (marketed as Freesat from Sky).
b) Cable: Virgin Media makes TV available over its cable network and passes 45% of UK
homes. It has a target to increase the coverage of its cable network by 4 million homes
and, once implemented, this is expected to increase cable TV coverage to over 60% of
UK premises. There is also a small cable network on the Isle of Wight operated by
WightFibre.
c) Digital Terrestrial Television: A wide range of free-to-air channels is available via an
aerial, accessible through Freeview by TVs and hybrid (broadcast plus online) boxes
such as Freeview Play, Now TV and YouView.
d) IPTV: A number of different providers, including BT, Now TV, TalkTalk and Plusnet
deliver linear broadband TV services. Synapse TV and Connect TV offer a range of IPTV
channels linked from slots on the Freeview electronic programme guide (EPG). Channel
related catch-up content is also delivered online (supplementing DVR use) and ondemand non-catch-up content is available from a wide variety of providers including
Netflix, Amazon Prime, and YouTube. Availability of broadband coverage to support
IPTV is discussed in 9.16.

9.4

The coverage of the different national, commercial, regional and local DTT multiplexes is
shown in Figure 42 and Figure 43 below as a percentage of households. HD services (using
MPEG4 and DVB-T2) are carried by PSB3, COM7 and COM8. We also present the coverage
of satellite and cable in Figure 44.
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Figure 42: Coverage of DTT national, interim and local services
Multiplex
PSB1 (BBC A)

Standards
MPEG2/DVB-T/64QAM

Bit rates (Mbit/s)
24

Coverage (Households)
99%

PSB2 (D3&4)

MPEG2/DVB-T/64QAM

24

99%

PSB3 (BBC B)

MPEG4/DVB-T2/256QAM

40

99%

COM4 (SDN)

MPEG2/DVB-T/64QAM

27

~90%

COM5 (Arqiva A)

MPEG2/DVB-T/64QAM

27

~90%

COM6 (Arqiva B)

MPEG2/DVB-T/64QAM

27

~90%

COM7

MPEG4/DVB-T2/256QAM

40

~76%

COM8

MPEG4/DVB-T2/256QAM

40

~76%

LTVMux

MPEG2/DVB-T/QPSK

9

~54%114

Source: Ofcom

Figure 43: Coverage of DTT regional services
Multiplex
NIMux

Standards
MPEG2/DVB-T2/QPSK

GIMux (Manchester)

MPEG2/DVB-T/16QAM

Bit rates (Mbit/s)
9.8

Coverage (Households)
~71%115

18.1

~55%116

Source: Ofcom

Figure 44: UK coverage of Digital satellite TV and Virgin Media cable broadband
Platform

Availability

Notes

Digital satellite TV

98%

Relates only to the ability to achieve a necessary line of sight
path to the satellite and does not include other factors that
can affect coverage including: access in multi-dwelling units
where it is not feasible to install a dedicated household
satellite dish and there is no internal wired distribution
system for satellite, and the need for planning permission in
some locations.

Virgin Media cable
broadband

45%

Proportion of premises able to receive Virgin Media cable
broadband services.

Source: Ofcom analysis of operator data and from operators

114

Local coverage from 21 currently on-air stations, of 34 granted licences
Expressed as a percentage of households in Northern Ireland
116 Expressed as a percentage of households in Greater Manchester
115
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The ways in which consumers watch content are evolving
9.5

As shown in Figure 45, estimates show that live TV, at 182.3 minutes per day or around
80% of all consumption, remains by far the most popular way of viewing TV, but continues
to decline slowly each year.

9.6

However, there has been an increase in the use of TV channel related catch-up, archival
and on-demand services, through both digital video recorders (DVRs) and online sources
such as the BBC iPlayer, All 4 and Sky on-demand services.

9.7

Subscription video on demand (SVoD) viewing, such as Netflix and Amazon Prime,
continues to increase, albeit from a low base.

9.8

Overall, the decline in the amount of time spent watching long-form video content has
continued from previous years. The UK Communications Market Report 2017117 shows that
this decline is commensurate with a rise in the use of a variety of alternative media
services including social media, games and short-form video content.

Figure 45: Average daily viewing minutes across all devices for live TV, catch-up DVR, broadcaster
VoD and SVoD.
240.4
250

3.0
6.2

25.2

233.5

231.5

228.5

5.2
7.6

8.0
8.5

9.5
9.2

27.1

200

27.6

27.5

150

100

206.1

193.5

187.4

182.3

2014

2015

2016

50

0

2013
Live (incl. Simul)

Recorded to 28 days

Broadcaster VoD

SVoD

Source: 3 Reasons estimates (including BARB data). 8-28 day time-shifted viewing was introduced by BARB in
July 2013. Base: All devices, legal, long-form professional AV content, Live includes simulcast. Excludes physical
consumption (e.g. DVDs), short-form, pirated and adult content. Note: there was a methodology change to the
3 Reasons viewing estimates in 2016. All years of data reflect this change. Data is therefore not comparable to
previously published data in the CNR 2016.
Broadcaster VoD = all on-demand from Broadcasters (e.g. BBC iPlayer, ITV Hub, All 4, Demand 5, Sky OnDemand, UKTV Play etc) including both catch-up and archive delivered across all platforms excluding the SVOD
platforms as specified below.

117

See pages 89 and 90 of the UK Communications Market Report 2017.
https://www.ofcom.org.uk/__data/assets/pdf_file/0017/105074/cmr-2017-uk.pdf
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SVoD = on-demand from Netflix, Amazon Prime Instant Video, non-broadcast VoD from Now TV (PSB VoD from
NowTV is attributed back to PSB VoD) and other SVoD providers

Most consumers are able to receive HD services, and UHD/4K
services have increased the range of available content
9.9

Sales of HD compatible sets, including UHD sets, represent nearly 100% of new set sales
with UHD compatible sets at just over 40%. Sales of Standard Definition (SD) sets are now
almost insignificant and, as of this year, only HD or UHD sets are permitted to carry the
Freeview brand logo.

Figure 46: Sales volume share of receivers, by technology (000’s)

Source: GFK - sales volumes of SD, HD and HD ready, full HD and UHD receivers.

9.10

Figure 47 shows that 63% of all TV households are now accessing HD services. This figure is
likely to grow as more consumers replace existing SD sets with HD and UHD capable sets.
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Figure 47: Take-up of HDTV sets and HD services, smart TVs and DVRs

Source: Ofcom Technology tracker, data as at January-February 2013-2017.
Base: All adults aged 16+ with a TV in the household: 2013 (3661), 2014 (3635), 2015 (3616), 2016 (3606),
2017 (3564)

9.11

Overall, the proportion of viewing to the HD versions of the main five PSB channels
continues to grow slowly and now accounts for 18% of viewing. There is, however, a
notable disparity between the amount of HD viewing of some PSB channels. For example,
the HD viewing of BBC One is at 10% and Channel 5 at 36%.

Figure 48: Average contribution of viewing of SD and HD for the main five PSBs combined, by half
year January 2014 – June 2017

Source: BARB. Individuals 4+ with HD available in the home. Channels exclude +1 variants.

9.12

There are a number of potential reasons why HD viewing remains low, including: the much
lower position of HD services in the electronic programme guide (EPG) of some platforms,
the lack of regional opt-outs in some HD services, the lack of an easy means to return to
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HD from regional SD services and, for some people and for small screens, the relatively
small perceived difference in the quality of SD and HD. Figure 49 shows the average
proportion of viewing of SD and HD for the main five PSBs individually, and Figure 50
shows the historical development by channel since 2014.
Figure 49: Average contribution of viewing of SD and HD January 2017 – June 2017

Source: BARB. Individuals 4+ with HD available in the home. Channels exclude +1 variants.

Figure 50: HD viewing contribution by main PSB channels H1 2014 to H1 2017

Source: BARB. Individuals 4+ with HD available in the home. Channels exclude +1 variants.

9.13

The last year has seen another significant increase in the number of UHD capable devices
in homes as sales of UHD TVs have now reached over 40% by volume of the market. UHD
content is available on UHD Blu-ray disc; via Satellite from Sky (through Sky Q silver's redbutton - covering the Premier League, Formula 1 and cricket); and online through BT's
Ultra HD YouView box and Amazon's Fire TV. The DTG (Digital Television Group) D-Book
specification has included provision for online UHD content since November 2016.
However, the DTG’s specifications make no provision for the carriage of UHD content on
DTT.

A number of trends are driving up IPTV viewing
9.14

The total amount of data used on fixed networks has grown by a further 53% over the past
year, driven in large part by video. A number of distinct trends suggests that video traffic
will continue to grow over fixed networks:
81

Connected Nations Report 2017: Data analysis

a) Increased take-up of broadband services: Most households now have a TV or set top
box connected to the internet. As shown in Figure 47, 38% of households have a smart
TV. We estimate a further 36% have a connected box.118
b) Growth in hybrid TV services: The growing range of hybrid broadcast/broadband
services and devices is likely to further increase the consumption of broadband TV
services. In addition, the improving ease of use of these services supported by better
user interfaces, and a more joined-up integration of broadcast and online content, with
new features (such as restart from linear channels) are making it easier and more
beneficial for viewers to access on-demand connected TV services.
c) Growth in online catch-up TV viewing: Catch-up is a significant and growing mode of
TV viewing - fuelled by DVRs, connected boxes, smart TVs and new hybrid features.
And, as more catch-up viewing is carried out online, the demands for internet
bandwidth and capacity are likely to grow further.
d) Growth in other online TV services: The use of non-catch-up video-on-demand
services also continues to grow. For example, the proportion of adults watching short
online video clips on YouTube has risen from 20% in 2014 to 38% in 2017.119
e) The use of subscriber video-on-demand (SVOD) is also growing: For example, more
households are subscribing to discretionary video-on-demand services such as Netflix,
Now TV and Amazon Prime. However, subscription video-on-demand services are, on
the whole, complementing rather than replacing conventional TV.120
f) Finally, there is a growing take up of linear IPTV services. Linear internet TV (IPTV)
services, such as BT TV, are continuing to add customers, competing with existing payTV platforms such as Sky and Virgin Media, particularly at the low-cost end of the
market.
9.15

As consumers move onto faster 4G and 5G mobile services it is expected that video viewing
on mobile phones will continue to increase, but it is an open question as to whether this
will be of live TV services or on-demand content.

Implications of changing viewer behaviour for broadband
Infrastructure
9.16

As discussed in Section 4, nearly all (99%) broadband connections are, in principle, now
capable of delivering IPTV in standard definition, since they have a speed of above 2Mbit/s.
97% of premises could have a service of at least 10Mbit/s, and 92% of premises could have

118

See page 80 of the UK Communications Market Report 2017.
https://www.ofcom.org.uk/__data/assets/pdf_file/0017/105074/cmr-2017-uk.pdf
119 See page 13 of the UK Communications Market Report 2017.
https://www.ofcom.org.uk/__data/assets/pdf_file/0017/105074/cmr-2017-uk.pdf
120 See page 43 of the UK Communications Market Report 2017.
https://www.ofcom.org.uk/__data/assets/pdf_file/0017/105074/cmr-2017-uk.pdf
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a service of at least 24Mbit/s. However, in practice, consumers may not always receive the
maximum speed that is available on that connection. We explain the reasons why in 4.38.
9.17

Currently, a broadband connection speed of at least 2Mbit/s is needed to deliver an SD
video stream, from 6 to 8Mbit/s for an HD stream, and from 20 to 25Mbit/s for a UHD
stream. In practice, higher headline broadband speeds than these may be needed to
achieve a good consumer experience. This might be because other services might be being
accessed at the same time over the broadband connection, or the headline connection
speed is not available all of the time due to congestion in the internet delivery chain.

9.18

The performance of in-home networks, in particular inter-room wifi connections in certain
building types, or in higher density housing, can also reduce the overall performance of the
broadband TV connection.

9.19

The new and more efficient HEVC (High Efficiency Video Coding) compression standard is
helping to reduce the connection speeds needed to deliver video. This standard is being
used to deliver the new UHD services available from Amazon Prime, BT, Netflix and
YouTube. Despite the use of this more efficient compression standard, BT currently
recommends that a connection speed of at least 44Mbit/s is needed to access its UHD
sports services.

9.20

If HEVC is more widely utilised for IPTV, it could also reduce the connection speeds
required to deliver SD and HD services.

Implications of changing viewer behaviour for broadcast
infrastructure
9.21

Viewers are starting to embrace higher resolution, more life-like TV services, and the use of
internet connectivity to access a wider range of content at times that are more convenient
to them. To meet these expectations, TV platforms need to continue to evolve; including:
a) Enhancing their hybrid DTT/broadband TV offer; and
b) Upgrading broadcast transmission and transmission standards.

9.22

Some of the improvements are already underway. For example, the Freeview Play service
offers consumers easier-to-use IPTV services, the Freeview label is now available only for
HD and UHD products as of 2017 and the D-Book specifications now support UHD IPTV
services. A number of platform providers such as Sky’s Now TV and Youview from BT and
TalkTalk integrate DTT and IPTV services. The Sky Q platform also integrates satellite and
IPTV services, and offers a growing range of content in UHD.
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A1. Methodology
A1.1

Sections 4 and 5 of this report use data gathered from the largest operators in each sector,
as well as information already held by Ofcom. For fixed networks, we used input from the
four largest networks, KCOM for services in Hull and smaller network providers. In the case
of mobile networks, we gathered data from all four main network operators.

Figure 51: List of operators that provided data on network availability
Types of networks and services
Fixed
Name of provider

Voice

Mobile121
Broadband

Boundless

✓

✓

BT Group

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

BU-UK
City Fibre

✓

✓

EE
Gigaclear

✓

Hyperoptic

✓

ITS

✓
✓

KCOM

✓

O2
Relish

✓

✓

Sky

✓

✓

TalkTalk

✓

✓

Three
Virgin Media
Vodafone

121

Broadband

✓

B4RN

A1.2

Voice

✓

✓

Much of the data presented in this report is based on the analysis of the data provided by
the operators. In this annex we summarise our approach to this analysis.

MVNOs, such as Sky and TalkTalk mobile, are not included as they operate over other providers’ networks.
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Fixed broadband networks
Coverage
A1.3

Our data on coverage of fixed broadband services is collected from the three main network
operators, BT, KCOM and Virgin Media, and seven smaller providers. In 2017 operators
were asked to provide data for each address where a service was provided. This was
provided with a reference date of 17 May 2017.

A1.4

For the overall coverage of fixed broadband, reported in Section 4, we have identified the
number of UK residential and small business premises. This is based on delivery point
locations, excluding PO boxes and large organisations. For 2017 we have used a premise
base of 29.3 million.

A1.5

We use premises data from the Ordnance Survey (OS) Addressbase® Premium dataset122
(May 2017 version, Epoch 49) and the OS Addressbase® Islands dataset122 (May 2017
version, Epoch 49). This is combined with additional geographic classifications from the
ONS National Statistics Postcode Lookup (NSPL)123 (May 2017 version) and Urban and Rural
categories derived from the Locale classification124 (Feb 2017 version).

A1.6

Where we report on the availability of superfast broadband for SMEs, we have used an
address match process to link our premise base to a business classification. For 2017 our
SME premises base, with between one and 249 employees is 3.2 million. Data is based on
the Blue Sheep Business Universe125.

A1.7

The availability of address-level data allows us to create a comprehensive data set
describing the characteristics of all available services and all operators present at premises
across the UK. Many operators provided a unique property reference number (UPRN), a
common identifier available for use in the UK. Other operators provided address
information that would need to be processed and linked to our premise base. Over 52
million records were received from operators and 99.4% of our premise base was matched
using a UPRN or building address reference.

A1.8

Of the remaining 0.6% of premises not matched by UPRN or building address information,
a postcode level estimate was applied where, providing that a postcode unit contained at
least one matched premises, any non matched premises were assigned the best available
coverage. This method was applied to 125,000 premises (0.4% of the total).

A1.9

A sample of the remaining premises were investigated and found to represent new builds
or commercial properties. It is not possible to determine a specific rule to exclude these
premises and therefore they remain in the denominator.

122

https://www.ordnancesurvey.co.uk/business-and-government/products/addressbase-products.html
http://www.ons.gov.uk/ons/guide-method/geography/products/postcode-directories/-nspp-/index.html
124 http://www.bluewavegeographics.com/images/LOCALE_Classification.pdf
125 http://www.allmapdata.com/products/digital-map-data/business-poi/blue-sheep-poi/
123
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A1.10

Our coverage base for residential and small and medium enterprises used in coverage
calculations is 29.3m premises.

Difference to previous years
A1.11

In 2016 operator data was matched to our premise base using a UPRN or building address
reference. Over 99% of the premises base was matched, and non matched premises were
removed from the base denominator, leaving a calculation base of 28.8m premises. In
2017 operators have provided more UPRN linked records and the additional use of a
postcode estimate means that the full premise base for 2017 is used in our calculations.

A1.12

Prior to 2016 we collected data from operators on the percentage of premises in each
postcode unit that could receive a service above a specified threshold. This required Ofcom
to estimate the degree of operator overlap in each postcode and would lead to an over or
under-estimate of the number of premises covered by a service. The use of address-level
data since 2016 means that a more accurate and comprehensive analysis is now available,
however, this will not be directly comparable to previous analysis.

Calculating availability
A1.13

Each operator provides information on the technology available together with predictions
of download and upload speeds. After the address matching process these characteristics
are assigned to each premise to enable further detailed analysis to be undertaken. We
apply thresholds in our analysis to investigate different patterns of provision. For coverage
we have used the maximum predicted download speed available at a premise to
determine the broadband category a premise is represented in.

A1.14

Since the first Connected Nations report in 2011, we have tracked the progress of superfast
broadband roll-out. We use 30 Mbit/s download speeds as the threshold for defining
superfast services, which is also the threshold used by the European Commission.

A1.15

We have also started to monitor the proportion of premises that do not have access to a
decent broadband service, defined as a service capable of delivering a download speed of
at least 10Mbit/s and an upload speed of 1Mbit/s.

Performance metrics, speeds and data use
A1.16

We gathered data from the main fixed broadband internet service providers (BT, KCOM,
Sky, TalkTalk, Virgin Media and Vodafone) on both their retail services and the services
they provide to other ISPs as a wholesale service. Seven smaller operators also provided
data on the customers they serve. This was provided with a reference date of 30th June
2017.

A1.17

Our analysis of broadband speeds is based on the information provided by these ISPs
regarding the sync speed of each active line. This gives a measure of the maximum possible
connection speed achievable between the ISP’s access network and the consumer
premises. Line speed measurements are typically a few Mbit/s lower than sync speed
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measurement, and they typically vary throughout the day depending on the level of
congestion in the ISP’s network.
A1.18

This data was collected at the address-level and by line identifier and involves a more
complex matching process. In addition to matching records via the UPRN or address to our
premise base, we also need to match wholesale providers including BT, Sky, TalkTalk and
Vodafone) to the BT Openreach infrastructure using either a line identifier (where these
are common) or via address matching. Of the 24.3 million records representing take-up,
92% (22.4m) were matched using a UPRN or address matching process. Fewer than 1%
(235,000) of records could not be matched to a premise, whilst the remaining 7% were
matched by postcode approximation.

A1.19

A premise is considered in our take up analysis if any line associated with that premise has
a measured speed greater than zero.

A1.20

Our analysis of data use is calculated from the amount of data downloaded and uploaded
on each line as reported by operators. We also collected data on the total data use
between the hours of 6pm and midnight, to assess data use at ‘peak times’. Our analysis
considers all lines where the amount of data downloaded was greater than zero.

A1.21

The analysis of overall traffic mix and encrypted traffic is calculated from the individual
traffic mix provided by each ISP, weighted by the total data downloaded by customers of
that network.

Mobile
Coverage
A1.22

Our data on the coverage of mobile networks were collected from the four mobile network
operators, EE, O2, Three and Vodafone as 100m x 100m pixels referenced against the
Ordnance Survey Great Britain (OSGB) grid system, for their coverage as at 1st June 2017
for 2G, 3G and 4G networks. Premises coverage is calculated from the base of 29.3 million
premises derived from the OS Addressbase® Premium dataset126 (May 2017 version, Epoch
49), OS Addressbase® Islands dataset122 (May 2017 version, Epoch 49).

A1.23

In addition, geographic identifiers are added from the ONS NSPL127 (May 2017 version) and
Urban and Rural categories are added from the Locale classification128 (Feb 2017 version).
Roads data is taken from Ordnance Survey129 and Northern Ireland Land & Property
Services Open Data sources130.

A1.24

We apply the technology-specific thresholds to each of 100m x 100m pixels to determine
whether a sufficiently strong signal is available to successfully make a phone call or send or

126

https://www.ordnancesurvey.co.uk/business-and-government/products/addressbase-products.html
http://www.ons.gov.uk/ons/guide-method/geography/products/postcode-directories/-nspp-/index.html
128 http://www.bluewavegeographics.com/images/LOCALE_Classification.pdf
129 https://www.ordnancesurvey.co.uk/business-and-government/products/os-open-roads.html
130 https://www.opendatani.gov.uk/dataset/osni-open-data-50k-transport-line1
127
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receive data. These pixels are aggregated to provide an estimate of either the landmass or
the number of premises that are covered by the corresponding mobile technology.
A1.25

In 2017 measurement work to identify the minimum coverage level (the technologyspecific threshold) required to deliver a good quality of experience to consumers on the 4G
network has been undertaken. We have identified minimum coverage levels for 2G and 3G
networks, which allows us to present a consistent view of coverage on all of these
networks to consumers.

A1.26

For 2G, 3G and, now, 4G networks, we define coverage based on the minimum signal
strength required to deliver a 98% probability of making a phone call successfully. In the
case of 4G specifically, our definition also delivers a 98% chance of getting a download
speed of at least 2Mbit/s.

A1.27

We use the following signal strength thresholds when estimating coverage:

Service

Metric

Outdoor

Indoor and in-car

2G

RxLev

-81dBm

-71dBm

3G

RSCP CPiCH

-100dBm

-90dBm

4G

RSRP

-105dBm

-95dBm

2G

RxLev

-81dBm

-71dBm

3G

RSCP CPiCH

-100dBm

-90dBm

4G

RSRP

-105dBm

-95dBm

3G

RSCP CPiCH

-100dBm

-90dBm

4G

RSRP

-115dBm

-105dBm

Voice:

Data:

Data use
A1.28

We also gathered data on the amount of data uploaded and downloaded on each mobile
cell in these networks.

A1.29

The analysis of overall traffic mix and encrypted traffic is calculated from the individual
traffic mix provided by the four network operators, weighted by the total amount of data
downloaded by customers of that network.

Internet
A1.30

We collected data from fixed internet service providers and mobile network operators
about the nature of their internet interconnection (peering, transit or CDN), the capacity of
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that connection, the total volume of data through that interconnection in June 2017 and
the physical location of that interconnection.
A1.31

From this, we calculated the proportion of traffic by each type of interconnection for each
provider and weighted this by the total data used by their customers, to estimate the
overall mix of internet interconnection traffic.

Urban and rural classifications
A1.32

In 2017 we have used the Locale131 classification to identify premises as being in an urban
or rural area. Locale is a third-party data source based on the analysis of 2011 census
output areas (OAs). Each OA is assigned to one of seven Locale Groups using a combination
of Government conurbation definitions, population density at the OA- and postcode
sector-levels, urban sprawl boundaries, OS roadmaps and additional visual inspection. The
Locale classification was used by Ofcom in the 2016, 2014 and earlier reports.

A1.33

We assign the Locale classifications to either Urban or Rural based on the following:
•
•

A1.34

131

Urban: Codes A to C relate to settlements with populations over 10,000 and codes D to
E relate to settlements with populations over 2,000
Rural: F to G relate to settlements with populations under 2,000

For fixed broadband analysis each premise is assigned to a census output area via its
postcode. For mobile analysis, each pixel is assigned to a census output area through a
spatial comparison of the pixel OSGB coordinate to the corresponding census output area
polygon. The Locale urban and rural classification is then matched to these records via the
census output area.

http://www.bluewavegeographics.com/images/LOCALE_Classification.pdf
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A2. Fixed Wireless Broadband Providers
A2.1

Across the UK there are a number of Internet Service Providers that use wireless
technology to connect to consumers’ homes rather than copper or fibre cables. In a similar
way to the mobile phone networks, each wireless ISP operates a network of radio masts
which are connected back into the internet using wireless or fibre connections. Each mast
can serve a number of premises, with the capacity of the mast shared between the active
customers.

A2.2

Unlike mobile broadband delivered to handsets and other portable devices, these
networks often require a small antenna to be installed on the side of the customers
premises directed toward the local mast. The use of the external antenna improves the
quality of the connection, allowing greater coverage from the mast and improved network
capacity. Because the user terminal is at a fixed location, these networks are often termed
‘fixed wireless access’. Within the customers premises, the broadband service is
distributed to devices using wifi or Ethernet.

A2.3

Wireless Internet Service Providers (WISPs) originally emerged in response to unmet
demand for basic broadband in areas where ADSL (broadband delivered over telephone
lines) was not available or was slow, typically in rural areas.

A2.4

While many WISPs operate on a small scale, with coverage of a few hundred homes served
from a small number of masts, others have made significant investment in their networks.
Some WISPs have built several hundred masts covering large geographic areas and
preliminary data we’ve received from a subset of UK WISPs indicates that several hundred
thousand homes across the UK are within the coverage footprint of a WISP network.

A2.5

Due to the large number of WISPs operating in the UK, and the variety of network
technologies and network architectures used, collecting reliable and comparable data on
coverage of these networks is challenging. Over the coming months we plan to develop a
consistent methodology for validating coverage claims of the WISPs and estimate what
proportion of homes within WISP coverage are currently unable to receive decent or
superfast broadband services via a copper or fibre network. We also intend to collect more
information on capacity, take-up and performance of these networks.

A2.6

Below we present a list of the WISPs that are members of three of the most relevant
industry associations (UK-WISPA, INCA, ISPA). We invite any WISPs that are not listed
below to contact us as connectednationsreport@ofcom.org.uk so that we can establish a
comprehensive view of these networks.
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Figure 52: Wireless Internet Service Provider in the UK (non-exhaustive)
Airband
Airbroadband
APC Solutions (UK) Ltd
ASG Group
Back of Beyond
Bliss Internet
Boundless Networks
Broadway Partners
Cloud Wireless
Cloudnet Solutions
County Broadband
Derbyshire Broadband

Fibrecast
FRAM broadband
Gigabeam
Highland Wireless
Husky Networks
I Need Broadband Ltd
Idaq
Inifi Ltd
JHCS Ltd
Kencomp
Kijoma
Lingen Community Broadband

M24Seven
Millennium Telecom
Moorsweb
Net1
Pure Broadband
Quickline
SkyLight Broadband
Solway Communications
Speednet Scotland
Sugarnet
Superhero Broadband
Swi

Unify Wireless
VillageNetworks
Voneus
W3Z Zycomm
Wave Internet
Wessex Internet
Wide FM
Wifinity
Wight Wireless
WiSPire
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A3. Glossary
2G Second generation of mobile telephony systems. Uses digital transmission to support voice, lowspeed data communications, and short messaging services.
3G Third generation of mobile systems. Provides high-speed data transmission and supports multimedia applications such as video, audio and internet access, alongside conventional voice services.
4G Fourth generation of mobile systems. It is designed to provide faster data download and upload
speeds on mobile networks.
Access network An electronic communications network which connects end-users to a service
provider; running from the end-user's premises to a local access node and supporting the provision
of access-based services. It is sometimes referred to as the 'local loop' or the 'last mile'.
ADSL Asymmetric Digital Subscriber Line. A digital technology that allows the use of a standard
telephone line to provide high-speed data communications. Allows higher speeds in one direction
('downstream' towards the customer) than the other.
Backhaul The part of the communications network which connects the local exchange to the ISP's
core network
BARB Broadcasters’ Audience Research Board compiles audience measurement and television
ratings in the UK. It is jointly owned by the BBC, ITV, Channel 4, Channel 5, Sky and the Institute of
Practitioners in Advertising.
Base station This is the active equipment installed at a mobile transmitter site. The equipment
installed determines the types of access technology that are used at that site.
Blu-ray A digital optical disc technology capable of storing HD (High Definition) and, with Ultra HD
Blu-ray, UHD (Ultra High Definition) resolution television.
Broadband A data service or connection generally defined as being 'always on' and providing a
bandwidth greater than narrowband connections.
Broadband USO Broadband Universal Service Obligation. A proposed requirement which will give
every household and business the right to request a broadband connection at a minimum speed, up
to a reasonable cost threshold.
CDN Content Delivery Network - Networks of servers based in many geographic locations designed
to improve the speed and quality of content delivery by routing requests to the closest server.
Core network The central part of any network aggregating traffic from multiple backhaul and access
networks.
Decent Broadband Broadband services that provide download speeds of at least 10 Mbit/s and
upload speeds of at least 1 Mbit/s.
DOCSIS Data Over Cable Service Interface Specification. It is a standard for the high speed
transmission of data over cable networks.
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DSL Digital Subscriber Line. A family of technologies generally referred to as DSL, or xDSL, capable of
transforming ordinary phone lines (also known as 'twisted copper pairs') into high-speed digital
lines, capable of supporting advanced services such as fast internet access and video on demand.
ADSL and VDSL (very high speed digital subscriber line) are variants of xDSL).
DTT Digital Terrestrial Television. The television technology that carries the Freeview service.
Dual-stack Users with IPv6 addresses are able to access both IPv4 and IPv6 sites. This is important as
much of the Internet is still on IPv4 only.
DVB-T Digital Video Broadcasting – Terrestrial. A combination of technologies used to carry standard
definition television. DVB-T2 is nearly twice as efficient, and is key to the carriage of HD channels.
DVB-T2 Digital Video Broadcasting – Terrestrial 2. A new, more efficient combination of technologies
used to carry standard definition television.
DVR Digital Video Recorder (also known as a PVR – Personal Video Recorder). A digital set-top box
including a hard disc drive or other storage technology which allows the user (or the service
provider) to schedule recordings and download content, and the user to pause and rewind live TV.
ENISA European Network and Information Security Agency - a European Union agency responsible
for cyber security.
FTTC Fibre to the Cabinet. Access network consisting of optical fibre extending from the access node
to the street cabinet. The street cabinet is usually located only a few hundred metres from the
subscribers' premises. The remaining segment of the access network from the cabinet to the
customer is usually a copper pair.
FTTP Fibre to the Premises. A form of fibre optic communication delivery in which the optical signal
reaches the end user's home or office. Also known as full fibre broadband.
HD or HDTV High-definition television. A technology that provides viewers with better quality, high
resolution pictures.
HDR High Dynamic Range television. The ability to display a far greater range of contrast, with
deeper blacks and brighter highlights.
HEVC High Efficiency Video Coding. The latest generation of video compression, allowing television
programmes to be represented by around half the data required by MPEG-4.
IP Internet Protocol. This is the packet data protocol used for routing and carrying data across the
internet and similar networks.
IPTV Internet Protocol Television. The term used for television and/or video signals that are
delivered to subscribers or viewers using internet protocol (IP), the technology that is also used to
access the internet. Typically used in the context of streamed linear and on-demand content, but
sometimes for downloaded video clips.
IPv4 The most widely used version of the Internet Protocol. It defines IP addresses in a 32-bit format,
which looks like 111.111.111.111
IPv6 The successor to IPv4. It uses 128-bit addresses, increasing the number of possible addresses.
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ITU-R International Telecommunications Union Radiocommunication Sector. One of the three
sectors of the ITU, responsible for radio communication
LTE Long Term Evolution. This is 4G technology which is designed to provide faster upload and
download speeds for data on mobile networks.
M2M Machine to Machine. Wired and wireless technologies that allow systems to communicate
with each other.
MNO Mobile Network Operator, a provider who owns a cellular mobile network.
MPEG the Moving Picture Experts Group produces standards for digital video and digital audio
compression, which are used to reduce the amount of data required to carry television pictures.
Multiplex Multiple signals or streams of information carried together in the form of a single,
complex signal. The separate signals are then recovered at the receiving end.
Not-spot An area which is not covered by fixed or mobile networks.
Peering A mutual agreement between two network providers to exchange traffic, either in private or
via a public peering exchange.
PSTN Public Switched Telephone Network. The network that manages circuit switched fixed line
telephone systems.
QAM Quadrature Amplitude Modulation. A means of combining and recovering signals with
different phases and amplitudes.
SIM Subscriber Identity Module. A SIM is a small flat electronic chip that identifies a mobile
customer and the mobile operator. A mobile phone must have a SIM before it can be used.
Smartphone A mobile phone that offers more advanced computing ability and connectivity than a
contemporary basic 'feature' phone.
Superfast broadband Broadband services that deliver download speeds of at least 30 Mbit/s.
Transit This is a paid for connection used by Internet Service Providers (ISP) for bandwidth from a
provider of core internet connectivity. It is used to provide connectivity to data hosted on services
where the ISP does not have a direct peered connection.
UHD Ultra High Definition television, providing a resolution of 3840 x 2160 pixels (4K).
Ultrafast broadband Broadband services that deliver download speeds of greater than 300 Mbit/s.
Usage cap Monthly limit on the amount of data that users can download, imposed by fixed and
mobile operators for some of their packages.
VDSL Very High Speed DSL. A high speed variant of DSL technology, which provides a high headline
speed through reducing the length of the access line copper by connecting to fibre at the cabinet.
VOD Video-on-demand. A service or technology that enables TV viewers to watch programmes or
films whenever they choose to, not restricted by a linear schedule (also see 'push' VOD and 'pull'
VOD).
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VoIP Voice over Internet Protocol. A technology that allows users to send calls using internet
protocol, using either the public internet or private IP networks.
wifi A short range wireless access technology that allows devices to connect to a network through
using any of the 802.11 standards. These technologies allow an over-the-air connection between a
wireless client and a base station or between two wireless clients.
xDSL The generic term for the Digital Subscriber Line (DSL) family of technologies used to provide
broadband services over a copper telephone line.
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A4. Mobile coverage data
Figure 53: Coverage by all four operators of data, voice and 4G services across the UK and Nations,
June 2017
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Source: Ofcom analysis of operator data
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