
The behavioural science of 
online harm and manipulation
and what to do about it
Making Sense of Media - 18 July 2019
Aisling Ní Chonaire



How do our biases manifest online?

““It turns out that the environmental effects on behavior are a lot stronger than 
most people expect” Daniel Kahneman



Three themes for today

1. Leveraging data and AI on the side of the consumer

2. Using reputation as a regulatory tool

3. Building the evidence base



Theme 1. Leveraging data and AI on the 
side of the consumer



Terms are not set up for people to understand



Intermediaries that help consumers navigate



Giving back individual control

“Nearly half of the 12 million UK 
consumers with mental health 

problems surveyed by the Money 
and Mental Health Policy Institute 

stated they would like to set 
controls like spending limits in 

online shops.”



Prompting reflection in the heat of the moment

“Instagram believes its new anti-bullying 
tool, which prompts users to pause and 
consider what they are saying, could 

help curb abuse on the platform.

It will also soon offer the targets of 
bullying the ability to restrict 

interactions with users who are 
causing them distress.”



Theme 2. Using reputation as a 
regulatory tool



Levers that target reputation

● Publicly urge specific companies to 
improve, and signal willingness to 
act

● Harness the power of transparency 
reports by leveraging key 
stakeholders to act as messengers



Calling out ‘Sludge’

“Sludge can take two forms. It can 
discourage behavior that is in a 
person's best interest such as 

claiming a rebate or tax credit, and 
it can encourage self-defeating 
behavior such as investing in a 

deal that is too good to be true.” -
Richard Thaler



Theme 3. Building the evidence base



We need to improve the evidence base



We need to measure the right metrics



Thank you
aisling@bi.team
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