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1. Summary 
Open Rights Group (ORG) was founded in 2005 by 1,000 digital activists. It has since become 
the UK’s leading voice defending freedom of expression, privacy, innovation, consumer rights 
and creativity on the net. ORG is pleased to contribute to this Ofcom consultation. 

ORG believes that the BBC has not made a case for adding DRM to its free-to-air broadcasts. 
The DRM proposed by the BBC (like all DRM systems) will not be adequate to prevent 
unauthorised redistribution of FTA broadcasts. Further, the existence of other, DRM-free 
versions of the same content (such as US FTA broadcasts) means that would-be redistributors 
can dispense with the bother of breaking the BBC's DRM and redistribute copies of the 
content that have originated from other sources, making the case for DRM even less sensible. 

However, this DRM failure will not have a material effect on the UK DTT rollout. The threats 
of unspecified copyright holders to boycott DTT without DRM are simply not credible; they 
are a re-hash of threats made over US broadcasts seven years ago, threats that rightsholders 
have not carried out. Furthermore, if access to the unspecified imperilled content is critical to 
DTT rollout, then this measure is inadequate to ensure that it will be present on DTT if the 
BBC gets its way, as the BBC has not produced any promises from rightsholders to the effect 
that they will license to DTT once DRM is in place. 

Rather, the addition of DRM will slow down the DTT rollout, by punishing early adopters 
whose sets are not capable of receiving a DRM-restricted stream. The compliance-and-
robustness rules that accompany DRM schemes (including the proposed DTLA scheme) 
prohibit the inclusion of user-modifiable components and software in devices. The ability of 
users to modify their own equipment is a great historical source of innovation, especially in 
TV. The most popular free/open source DTV devices cannot comply with the DTLA 
requirements. 

The use of DRM by the BBC will have secondary effects on British competitiveness: by 
punishing, rather than fostering, tinkerers, the BBC undoes its long and honourable history of 
promoting technical literacy in Britons, and this at a moment when technical literacy is a 
synonym for national competitiveness in the global market. 

There is no adequate mechanism whereby consumer rights can be enshrined in a DRM 
scheme. This is because consumer rights in technology are a moving target, always in flux in 
response to new flexibilities offered by technological advances. By extending copyright into 
control over devices -- rather than control over the uses those devices can be put to -- DRM 
gives incumbents a veto over the degree to which their markets may be disrupted by 
technology. Incumbents -- particularly copyright holders -- have a poor track record when it 
comes to gracefully permitting disruptive innovation into their markets. Rightsholders have 
attempted to prohibit or restrict technologies such as the VCR, the phonograph player, the 
cassette player, the jukebox, cable television, the radio, the remote control, the MP3 player, 
and many others. It is impossible to know, a priori, whether a given new technology will find 
itself welcomed by lawmakers and the courts after proving its worth in the marketplace, or 
whether they will ban it, but once those who stand to lose by a new technology are given the 
power to block it without resorting to courts or lobbying, it's a sure bet that innovation will 
suffer. 

By allowing the BBC to add DTLA-compliance as a condition for receiving licence-funded 
broadcasts, Ofcom is abdicating a large part of its regulatory authority. Once the BBC is 
locked into licence regime governed by the DTLA, Ofcom will not be able to order it to, for 
example, relax the compliance and robustness terms for decoding its broadcasts in order to 
allow for the creation of assistive devices that use the data scrambled by the BBC to render 
secondary information used by people with disabilities to enjoy public service television. 

Ofcom will do the licence-paying public no favours by allowing the BBC to reduce the 
functionality of their receivers and to put British innovation at the mercy of a risk-adverse 
cartel of incumbents from the consumer electronics and entertainment industry. This will not 
reduce unauthorised redistribution, and it will have negative side-effects. Ofcom should not 
allow the BBC to add DRM to its broadcasts. 



2. Consultation questions 

2.1 Q1: Do you agree that copy management would broaden the range of HD 
content available on DTT and help secure its long term viability as a platform? 

ORG does not believe that the BBC has made a case that DTLA DRM will broaden the range of 
content available on DTT. 

2.1.1: No catalogue of content to be withheld in the absence of DRM 

Neither this consultation nor the one that preceded it has included any attributable, credible 
threat to boycott DTT in the absence of copy-restriction technology. No rightsholder is on 
record at present of making such a threat. No list of content that will not be licensed in the 
absence of a regulatory technology mandate is in evidence. 

Instead, the "BBC submission in response Ofcom’s letter of 9 November 2009" ("the BBC's 
submission" hereafter) references unspecified "rightsholders" in unspecified negotiations for 
unspecified "content." Neither Ofcom nor any interested party is capable of evaluating the 
potential cost to DTT takeup from a boycott triggered by the absence of DRM, unless a list of 
the content that will not be made available on DTT in the absence of the proposed mandate is 
entered into evidence. 

Signatories to ORG's submission include prominent BBC suppliers such as Somethin' Else Ltd. 
These firms and many others stand ready to  supply high-quality HD content to the BBC with 
or without a mandate. 

2.1.2 No catalogue of content to be made available in the presence of DRM 

Just as the BBC has not proffered any list of content that will not be made available in the 
event that its submission is rejected, it has not made available any catalogue of content that 
will be made available in the event that regulatory approval for DRM is given. 

If the unspecified "rightsholders" in the BBC's submission have made promises regarding 
"content" that will be made available for transmission in DTT, these promises are not in 
evidence. 

Thus the licence-payer is being asked to take on board restrictions to their televisions with no 
evidence of harm to come in the absence of these restrictions, and no covenant enumerating 
the benefits the public will receive if these restrictions come to pass. 

ORG believes that rightsholders are reluctant to go on the record with blackmail demands for 
DRM because of the negative publicity that would attend such a public demand. They fear 
that viewers will punish them for these demands in the marketplace, boycotting their DVDs 
and other offerings. 

ORG believes that Ofcom should not allow the BBC to shield rightsholders from the market 
consequences of their demands. Regulation should not be enacted on behalf of anonymous 
firms who will not even go public with their threats, nor promise any quid-pro-quo in 
exchange for the public's regulatory largesse. 

2.1.3 Boycott threats are not credible 

This is not the first market in which prominent multinational rightholders, including TV 
production firms and major sporting leagues, have promised a boycott of HD DTV without an 
accompanying DRM mandate. From 2003 to 2005, major US rightsholder groups campaigned 
for a comparable DRM mandate (the "broadcast flag") from the American regulatory 
equivalent to Ofcom, the Federal Communications Commission. Rightsholder submissions 
included Viacom's promise that "if a broadcast flag is not implemented and enforced by 
Summer 2003, Viacom’s CBS Television Network will not provide any programming in high 
definition for the 2003- 2004 television season.1" 

1 Comments of Viacom, in the Matter of Digital Broadcast Copy Protection, before the Federal Communications 
Commission <http://fjallfoss.fcc.gov/ecfs/document/view?id=6513394608



The broadcast flag was never "implemented and enforced." In 2005,  the United States Court 
of Appeals for the D.C. Circuit ruled that the FCC did not have the authority to create a 
broadcast flag mandate -- because regulating devices downstream of receivers exceeded its 
Congressional mandate -- and the broadcast flag proposal died. 

Neither Viacom nor other rightsholders ever made good on their threat to boycott US DTV 
broadcasts. On June 12, 2009, the US analogue switchoff was completed. The CBS Television 
Network continues to broadcast its offerings in HD on American airwaves, though no 
broadcast flag or other copy-prevention system is in place. 

2.1.4 No evidence that DRM will increase investment 

The US lesson is instructive. The American digital television rollout is complete. No DRM is in 
place. Any FTA HD broadcast can be captured at full resolution in unencumbered form and 
freely distributed on the Internet, without any mechanism for enforcing territorial rights. 

Ofcom's consultation document identifies the ability to enforce territorial rights as a spur to 
investment2. Indeed, many high-value American dramas that have delayed UK release 
windows are routinely traded on P2P networks in the UK3 or ordered on DVD from overseas 
vendors to be played on commonly available region-free players. 

If Ofcom's hypothesis about a decrease in investment attending the absence of DRM for 
enforcing territorial rights, it would be reasonable to assume that US investment in expensive 
programming would have dwindled, especially as the absence of a means for enforcing 
territorial restrictions means that UK viewers -- the largest secondary market for English-
language UK broadcasts -- would have fallen away.  

2.1.5 Huffman-table scrambling will not prevent unauthorised redistribution 

Throughout the consultation and the BBC's submission, Huffman table scrambling is 
described as "effective copy management." However, as the BBC's own letters to Ofcom state, 
this technique is not expected to withstand a technically sophisticated attack4. 

Even if rightsholder threats and promises are to be believed, the proposed use of Huffman 
table scrambling as a means to force manufacturers to implement DTLA restrictions is not 
adequate to achieve this goal -- by the BBC's own admission5, as verified by the independent 
experts cited above. 

Thus, if Ofcom believes that the absence of "effective copy management" is a threat to DTT 
take-up, then the measures proposed by the BBC should be scrapped for failing to provide 
"effective copy management." 

2.1.6 Prohibitions on desirable features will not drive DTT take-up 

In 4.16.1 of this consultation, Ofcom asserts that 

"A wider range of attractive HD content enabled by content management on  DTT would 
provide a greater incentive for consumers to invest in HD receivers, providing greater 
economies of scale for manufacturers and lower receiver prices for consumers. This would 
create a virtuous circle whereby increasing HD receiver sales encourage the launch of 
more HD services, which in turn drives receiver take-up." 

However, this assertion isn't accompanied by any supporting evidence. 

A survey of current devices for DVD -- the fastest-adopted video technology in the history of 
the world6 -- shows that of the 10 top-selling DVD players on offer at Amazon.co.uk, 70 

2 Consultation document 4.12.1 "Maximising investment in UK produced HD content by UK broadcasters and 
independent producers, by improving their ability to secure additional revenues from Blu-ray discs sales and selling 
HD content rights in markets outside the UK"
3 Millions turn to net for pirate TV, BBC News <http://news.bbc.co.uk/2/hi/technology/6151118.stm>
4 See, for example <http://svn.mythtv.org/trac/ticket/5365">, <http://www.digitalspy.co.uk/forums/showthread.php?
t=837707">, <http://www.digital-kaos.co.uk/forums/f73/can-you-get-freesat-normal-satellite-receiver-2950/>
5 "...[N]o system provides a deterrent to determined hackers..." Alix Pryde letter to Ofcom, 27 Aug 2009 
<http://www.ofcom.org.uk/tv/ifi/tvlicensing/enquiry/ofcom_bbc.pdf>
6 "It's unreel: DVD rentals overtake videocassettes," Washington Post,, June 20, 2003 



percent are out-of-compliance with the DRM requirements set out in the DVD-CCA rules for 
content restriction, advertising "multi-region" support. This evidence contradicts Ofcom's 
conclusion above, suggesting instead that consumers prefer less-restricted devices and opt for 
them when they are present in the market. To ORG, this suggests that fewer, not more, 
restrictions are key to driving consumer adoption of DTT. This conclusion is supported by 
Ofcom's own consultation, at 4.27, where Ofcom writes, 

"Whilst any supply of HD receiver equipment with no content management may initially 
only come from smaller, niche manufacturers, the BBC argues in section 3.3.2. D of its 
submission that if major manufacturers perceive that they are losing market share to these 
suppliers they may respond by also supplying products without content management. The 
resulting effect on the DTT receiver market could lead to further growth in sales of 
receivers without copy management to the detriment of products with content 
management." 

In other words, consumers want devices with more desirable features, will stay away from 
platforms that have fewer desirable features, and cannot be swayed by a sales pitch that 
reads, "DTT: Like telly, except it does less of the stuff you love!" 

ORG disagrees with the conclusion Ofcom draws in 6.2, "HD DTT platform risks being placed 
at a disadvantage by comparison with other platforms if it is unable to provide a copy 
management system." Rather, ORG believes that DTT will be at an advantage relative to other 
DTV platforms if its proponents can advertise, "DTT: The only DTV platform that hasn't been 
crippled by DRM!" 

2.2 Q2: Do you agree that the BBC’s proposed multiplex licence amendment 
represents the most appropriate means for securing an effective content 
management system on HD DTT? 

ORG does not believe that the BBC's proposal to scramble Huffman tables can be classed as 
"effective content management." 

2.2.1 The BBC admits that this is inadequate 

In the BBC's opening letter to Ofcom in this matter, Alix Pride noted "...[N]o system provides a 
deterrent to determined hackers...". This view of Huffman table scrambling is confirmed by 
independent security analysts7. 

In practice, the simplest way to break a DRM scheme is to simply find a copy that someone 
more technically sophisticated than you has already broken and added to a P2P network8. 
Thus, where a DRM can be readily broken by even a small proportion of the viewing public, it 
is assured that the entire viewing public will have access to DRM-free versions of each 
programme9. 

Thus, this scheme cannot be considered effective at carrying out the task set by Ofcom in the 
consultation at 3.1.2: 

Reduce the risk of the unauthorised distribution of HD content on pre-recorded media and 
the internet after it has been broadcast free to air, and hence, help secure greater 
investment in UK produced HD content by improving the ability of producers to gain 
additional revenues from Blu-ray discs sales and selling HD rights in broadcast markets 
outside the UK." 

And at 4.11: 

 The content management system proposed by the BBC for the DTT platform would enable 
broadcasters to control how HD content can be copied and redistributed over the internet 
after it has been broadcast free-to-air. 

<http://washingtontimes.com/news/2003/jun/20/20030620-113258-1104r/>
7 Ibid.
8 "DRM, and the First Rule of Security Analysis," Prof. Ed Felten <http://freedom-to-tinker.com/blog/felten/drm-and-
first-rule-security-analysis>
9 This finding is well-established in other DRM realms; for example, in 2007, when the iTunes Store was still using 
DRM to restrict its music, the P2P monitoring firm Big Champagne found that the mean time between a DRM-locked, 
iTunes-only release and the availability of the same track without DRM on P2P networks was 180 seconds. 
<http://spectrum.ieee.org/consumer-electronics/standards/imagine-theres-no-drm-i-wonder-if-you-can>



2.2.2 Inadequate DRM leads to more DRM proposals 

When the broadcast flag matter was before the US FCC, rightsholder groups averred that 
they believed that the broadcast flag would be sufficient for their needs, and promised that 
they would not seek additional DRM mandates beyond the broadcast flag. 

However, the same companies simultaneously struck a new working group, the Analog 
Reconversion Discussion Group (ARDG), to hammer out details of a follow-on mandate that 
would restrict "devices capable of performing an analogue-to-digital conversion10" (this was 
also described as "plugging the Analog Hole"). 

This Analog Hole mandate was much broader and farther-reaching than the initial broadcast 
flag proposal, and it was proposed under the rubric that it was required to make the 
broadcast flag effective. 

The BBC's own admission that Huffman table scrambling will not prevent infringers from 
putting DRM-free copies on P2P networks, combined with the absence of any promises from 
rightsholders that this measure will nevertheless be sufficient, points to future DRM mandate 
demands. 

2.2.3 The BBC proposal bars user-modifiable equipment 

The BBC proposal is inappropriate because it requires that receivers and the sinks that sit 
downstream from them be designed to resist end-user modification. This is outlined in the 
DTLA licence agreement, which states 

[The] Licensed Product [must be] designed and manufactured so there are no service 
menus and no  functions (such as remote-control functions, switches, check boxes, or other 
means) that can turn off  any analog protection systems, output restrictions, recording 
limitations, or other mandatory provisions of the Specification or Compliance Rules 11 

This prohibition on components and code for which users are allowed to understand, improve 
upon, and distribute their improvements is the televisual equivalent of a MOT mandate that 
required auto-manufacturers to weld cars' bonnets shut. 

The means of industrial production that arises from licences and technologies that encourage 
user modification, improvement and distribution, broadly called "Commons-based peer 
production12" has been responsible for much of the innovation in ICT that we now enjoy today. 
The GNU/Linux operating system, the Apache web-server, the Firefox browser, and many 
other key technologies emerged from legal and technical regimes that encouraged 
"tinkering." These technologies turn over USD8 billion13 in annual worldwide business, and 
are widely considered to be superior to their proprietary equivalents. 

DRM schemes require that computers keep secrets from their owners. Free/open source 
software is built on the premise that every computer owner should have access to the 
complete functional specifications and code for her device. These are irreconcilable 
differences, notwithstanding Ofcom's assertion at 3.7. 

Ofcom's states in the consultation document at 3.7: 

These parties could include consumer electronics manufacturers and also organisations 
that wish to make use of the BBC’s Huffman Codes within a system incorporating Open 
Source software. 

But this standard ("incorporating Open Source software")  falls short of the mark. The 
problem isn't that the BBC's proposal will lock out all free and open source software. Rather, 
it will lock out any further free/open development of technologies that can be used to receive 
DTT broadcasts. The DTLA prohibition on user-modifiable components means that systems 
must be designed so that any free/open source software is locked away from the user 
(something that violates an ever-increasing number of free/open licences). 

10 <http://www.cptwg.org/Assets/Presentations/ARDG/ARDG%20page.htm>
11 <http://www.dtcp.com/data/AA06302007.pdf>
12 <http://www.benkler.org/CoasesPenguin.html>
13 Worldwide Open Source Services 2009–2013 Forecast, IDC, Gard Little, Elaina Stergiades, 

<http://www.idc.com/getdoc.jsp?containerId=219918>



Practically speaking, this means that free/open devices and technologies such as MythTV -- 
one of the most powerful, feature-rich DVR platforms, which is made freely available to any 
firm that wishes to distribute it for its hardware -- will be shut out of the market for future UK 
broadcast applications. Likewise, free/open drivers for computer DTT receiver cards (which 
are increasingly incorporated into set-top appliances) will not be able to get a licence to 
incorporate the Huffman table descrambling keys, because these drivers are by their nature 
incapable of keeping these keys secret from the computer's owner. 

The BBC is well aware of this. Recently, it took steps to block the free/open Flash video player 
from accessing its iPlayer service14 because the free/open player could not be prevented from 
saving video-streams to users hard drive. While the BBC could have added a few lines of code 
to block video-saving, anyone who wanted to re-enable the feature would only need to remove 
those additional lines, because the free/open licence requires the BBC to publish its changes 
on terms that allow subsequent modification and redistribution. 

Ofcom understands this as well. The inability of user-modifiable equipment to be certified for 
use in the BBC proposal is set out in the consultation document at 3.9: 

"HD receivers that do not support copy management do not respond to the content 
management state flags attached to the free to air broadcasts and provide HD content 
outputs without encryption. This would make it technically feasible for HD content to be 
copied without restriction and also to be distributed over the internet, irrespective of 
whether this is permitted or not by the rights holder. Under the BBC’s proposal these 
receivers would be unable to access SI data and hence provide an EPG for HD services." 

Ofcom should not allow the BBC to exclude the entire free/open development methodology 
from the DTT world. Free/open systems have lower barriers to entry, making them well suited 
to entrepreneurial efforts and small traders who are able to use the free access to these tools 
and systems to compete effectively in the global marketplace. 

2.3 Q3: Do you agree with the proposed change to Condition 6 in the Multiplex B 
Licence? 

ORG does not agree with the proposed change. 

2.3.1 This is inconsistent with the BBC's Public Value principles 

The BBC's own articulated principles of providing public value15 run contrary to the idea of 
placing prior restraint on how licence-payers may use their televisions, and on which 
receivers may be offered to the market. 

2.3.2 This is bad for competition 

For small British traders and entrepreneurs, the existence of free/open source platforms for 
use with DTT creates new competitive markets. British AV installers and computer sales and 
support people have the option of  selling competitively priced home-theatre PCs and 
integrated set-top boxes where the software comes at no charge. 

Likewise, free/open source DTT receiver software allows space for British entrepreneurs to 
create retail products for the British market, using well-configured commodity hardware and 
free/open software software. 

Finally, DTLA-compliance necessarily excludes any manufacturer that wishes to include 
features that the DTLA doesn't wish to see in its devices. This is the soul of competition: the 
right to produce lawful, competing products whose virtues are different from those of your 
competitors'. 

2.3.3 The BBC is a public service broadcaster 

At 4.13 in the consultation document, Ofcom explains its willingness to allowing the BBC to 
use DRM with a comparison to other DTV providers: 

14  <http://feeds.arstechnica.com/~r/arstechnica/index/~3/ZeZ2IXoHXM8/bbc-blocks-open-source-software-from-
iplayer-video-service.ars>

15   http://www.bbc.co.uk/bbctrust/assets/files/pdf/regulatory_framework/pvt/public_value_practice.pdf



 "Other digital TV platforms in the UK (Freesat, Virgin, Sky, BT Vision) already apply 
content management to the HD output on receivers used to connect to HD displays." 

These providers are not licence-funded public service broadcasters. Unlike the BBC, they do 
not compel the viewing public to pay them an annual fee in exchange for public value. They 
are commercial concerns. ORG would prefer that they did not restrict their offerings with 
DRM, but at least there is a market transaction taking place when a viewer opts to buy these 
DRM-locked services. There is no such voluntary transaction in place for the BBC. The 
comparison is irrelevant. 

2.3.4 DTLA will become the de-facto regulator of DTT in the UK 

If the BBC is allowed to become a party to the DTLA agreement, the terms of that agreement 
will trump Ofcom's regulations. For example, if Ofcom orders the BBC to give descrambling 
keys to a free/open software project tailored to visually impaired people, the BBC will not be 
able to do so because this would breach its agreement with the DTLA16. DTLA has made no 
covenant to limit its restrictions to those uses that are lawful in the UK, and some of its 
restrictions already prohibit lawful activities, such as using MythTV or a free/open driver for a 
video-tuning card to record and watch a DTT programme. 

Furthermore, parts of the DTLA agreement are subject to confidentiality restrictions, which 
means that the full rules governing DTT in the UK cannot be published and debated (and even 
if they could, they would not be subject to democratic reform, because DTLA is not beholden 
to the licence-paying public in any way). 

2.4 Q4: Do you agree that Multiplexes C and D should be granted a similar 
amendment to their Licences as Multiplex B? 

Please see section 2.3, above, for ORG's response to this question. 

2.5 Q5: Do you agree that the BBC’s proposed approach for implementing content 
management would safeguard citizens and consumers legitimate use of HD content, 
and if not, what additional guarantees would be appropriate? 

ORG does not believe that the BBC proposal is sufficient to guarantee present and future 
legitimate uses of content. 

2.5.1 Using non-DTLA equipment is lawful and legitimate 

In the consultation document at 5.11, Ofcom describes the BBC's proposal to ensure that its 
DRM does not unduly restrict lawful uses: 

"Ofcom also considers that the BBC’s proposal to create an “appeals” process whereby 
viewers who believe that their lawful usage is being impinged by the BBC’s use of content 
management could raise their concerns directly with the BBC, rather than having to write 
to the Secretary of State, would provide consumers with a much more convenient and 
practical means for resolving these types of issue." 

This process will not be sufficient to safeguard lawful uses. Firstly because receiving a DTT 
broadcast on non-DTLA-certified equipment is lawful. ORG is not aware of any statute passed 
by Parliament that would limit viewers to equipment that complies with the DTLA 
specification. The entire basis of the BBC's proposal is to forbid a lawful activity. 

Further to this, ORG is not aware of any statute that limits licence-payers to purchasing and 
using equipment that has been designed to resist modification and improvement. ORG 
believes that all DRM systems share this requirement, however, and that any BBC DRM 
proposal will necessarily prohibit this lawful, legitimate activity 

2.5.2 The appeals process will not be sufficient 

The proposed "appeals" process (described above) is only cursorily sketched-out in the BBC 
proposal (by contrast, the DRM component of the BBC's proposal is explained in great detail), 
so it is difficult to critique the particulars of this process, as it has no particulars. 

Nevertheless, ORG is highly sceptical that an appeals process can be sufficient for the 

16 Ibid.



described purpose. Such a process presupposes that every legitimate user of licence-funded 
programming has the nous to approach a deliberating body and plead her case. This is untrue 
on its face: for example, young children are enthusiastic and legitimate re-users of content 
(something the BBC recognises in its own educational content17), but these children are not 
necessarily equipped to plead their case to a review board, even if they could get time off 
school to do so, travel alone to meet with the review body, and so on. 

2.5.3 The BBC can't overrule DTLA 

The BBC's public service mandate demands many activities that run contrary to the strictures. 
For example, the public service mandate requires the BBC to serve disabled groups, and this 
service is materially improved if assistive information in the Huffman tables is available to 
free and open source software developers. 

Likewise, the BBC's mission is best served when its programming can be used in the course of 
media literacy projects, which often involve the manipulation and analysis of programmes 
with free/open applications. This media literacy agenda is best served when free/open tools 
(already prevalent in educational environments) are able to access the BBC's content. 

ORG does not believe that the DTLA can or will grant licences to free/open tool-makers for 
either of the  uses enumerated above. ORG believes that the DTLA's existing covenants to its 
stakeholders would prevent it from doing so, even if it could be persuaded to. 

2.6 Q6: Do you agree that the BBC’s proposed choice of content management 
technologies will have only a negligible impact on the cost of HD DTT receivers and 
their interoperability with other HD consumer equipment? 

ORG does not agree that the impact of allowing DRM restrictions on DTT programmes will be 
negligible. 

2.6.1 The cost of banning open development models is not "negligible" 

DTV technologies like MythTV have been developed through a methodology that demands 
that users be free to inspect, improve and disseminate their tools and technologies. Many of 
these technologies are presently available only under free/open licences that prohibit their 
use in connection with DRM. By adding a DRM requirement to its DTT signals, the BBC forces 
would-be market entrants to eschew these powerful, free tools, and requires them to bear the 
cost of redeveloping these technologies from scratch. 

This cost is hard to estimate, but it is certainly not "negligible." In the consultation document, 
at 5.19, Ofcom asserts 

...[T]he cost of implementing these content management systems in these higher end HD 
DTT receivers will have a negligible impact on their cost to consumers and notes that the 
licensing cost for DTCP is in the range of $0.02 to $0.10 per device. 

This is only true if you ignore the additional cost of having to redevelop free/open 
technologies using proprietary methodologies. This expense may be great indeed: a study 
recently estimated the value of new development in the Linux kernel in 2008 at EUR225 
million18. However, these costs were borne across many organisations and individuals, and all 
parties are welcome to enjoy their benefits. 

By prohibiting user-modifiable devices, Ofcom creates a substantial new cost for those 
vendors -- such as those who integrate and sell MythTV systems -- who participate in the DTV 
market. 

2.6.2 DTLA licensing is not "fair, reasonable and non-discriminatory" 

In the consultation document, at 5.2.4, Ofcom asserts that the DTLA licensing regime is "fair, 
reasonable and non-discriminatory." However, the DTLA licence agreement clearly prohibits 
devices that rely on their capacity to be modified by their owners for their ongoing 
development19. This licence term cannot be characterised as non-discriminatory. 

17 <http://en.wikinews.org/wiki/Interview_with_BBC_Creative_Archive_project_leader>
18 <http://iri.jrc.ec.europa.eu/concord-2010/posters/Garcia-Garcia.ppt>
19 Ibid



Further, parts of the DTLA licensing conditions are not available to the general public and are 
restricted by non-disclosure agreements. Parties to this consultation thus cannot adequately 
assess the fairness of those terms, because the terms themselves are not known or in the 
record. 

2.7 Q7: Do stakeholders agree that the BBC’s proposed Huffman Code licensing 
arrangements would have a negligible effect on the market for HD DTT receivers? 

2.7.1 DRM systems exercise prior restraint on disruptive innovation 

The existence of a DRM licence requirement for those to participate in the DTT market gives a 
veto to incumbent content companies and CE companies, who stand to lose if an innovator 
enters the market with a disruptive technology that upends their business-models. 

It isn't an exaggeration to say that every disruptive innovation in entertainment technology, 
particularly television technology, has been resisted by incumbents. The first cable TV systems 
were decried as piracy by broadcasters20. The humble television remote was the subject of 
much acrimony when it first appeared21. Famously, the world's content giants sought to stamp 
out the VCR when it first appeared; the MPAA's spokesman, Jack Valenti, testified to the 
American Congress in 1982 that the VCR was to the American film industry as "the Boston 
Strangler is to a woman home alone.22" More recently, manufacturers of digital video 
recorders have found themselves subject to litigation by entertainment companies and 
broadcasters23. 

Nevertheless, each of these disruptive innovations found its way into the market, and was 
accommodated by changes in copyright law. The process whereby these innovations went 
from "pirate" to legit is grounded in the absence of prior restraint. 

Innovators have historically been free to enter the marketplace without permission from 
incumbent broadcasters, rightsholders or manufacturers. Where their products found a 
receptive market, they were able to use those profits and the public perception of the value of 
their products to defend their legitimacy in the courts and in the court of public opinion. 
Copyright's ambiguity -- the wiggle-room that lets an innovator and an incumbent field 
difficult-to-resolve arguments about a new product's legitimacy -- is a feature, not a bug. It 
grants the innovator a chance to make his product a success. 

By contrast, the DRM regime eliminates this breathing room (during the broadcast flag 
planning sessions at the Broadcast Protection Discussion Group, Fox executive Andy Setos 
characterised this as the creation of a "polite marketplace"). Because any innovator who does 
not have a licence to the descrambling keys is unambiguously in violation of the laws 
protecting DRM, her product cannot be brought to market, even if it would otherwise be 
lawful, unless it receives the assent of the change-averse incumbents. 

ORG believes that if this prior restraint had been a feature of television since its inception 
that the platform we now take for granted would not exist, as there would have been no cable 
TV, no remote controls, no VCRs, and no DVRs. 

By allowing the BBC to add a licence requirement to its broadcasts, Ofcom jeopardises all 
future innovation. This impact cannot be fairly characterised as "negligible." Ofcom 
recognises the importance of these future copyright rules in the consultation document, at 
3.16.1: 

"An undertaking to respect current user protections enshrined in copyright law and any 
future extension of these protections, such as those recommended by the Gower’s Review 
of Intellectual Property." 

 But there is no mechanism identified in the BBC's proposal to allow for the future evolution of 

20 Free Culture, Lawrence Lessig, Chapter 4, Penguin, 2005
21 Television’s Next Generation: Technology/Interface Culture/Flow, William Uricchio 

<http://web.mit.edu/uricchio/Public/pdfs/pdfs/flow%20edited.pdf>
22 <http://cryptome.org/hrcw-hear.htm>
23 <http://www.eff.org/cases/newmark-v-turner>



copyright through disruptive innovation. 

2.7.2 Devices from elsewhere in the EU will not work in the UK 

A fundamental tenet of the common market is the legitimate expectation by consumers that 
they should be able to use equipment imported from anywhere in the EU. Television receivers 
are the subject of special attention in the EU, through such regulations as TV Anywhere. 

Adding a UK-only restriction requirement violates the principle of a single market. Continental 
and Irish device-vendors will manufacture TVs, cards and set-top boxes that are DTT ready, 
but incapable of performing the Huffman decoding step. 

2.7.3 Ofcom should not punish early adopters for embracing HD 

In the consultation document, at 5.18, Ofcom notes that 

"...[A] proportion of early generation HD sets which do not carry the HD Ready logo may 
not be compatible with HDCP. These sets would be unable to view HD content if HDCP is 
applied. However, these displays are also be unable to display similar free to air HD 
services delivered on Freesat, Sky HD and Virgin Media cable which apply HDCP." 

That is to say that enthusiastic adopters of HD, who have already been punished for their faith 
in the technology by all the non-licence-paid HD casters, will now have the last door slammed 
in their face by the public service broadcaster too. 

This is not consistent with the public interest, it is not fair, and Ofcom should not permit it. 

2.8 Q8: Do the BBC’s proposed content management states and their permitted use 
for different categories of HD content meet the requirements of other HD 
broadcasters on DTT? 

ORG has no opinion on this matter. 

2.9: Q9: Are there any issues that you consider Ofcom should take into account in 
assessing the BBC’s proposal, that have not been addressed by this consultation? 

2.9.1. "Deviceright" is not part of copyright

In this consultation, Ofcom are proposing to extend to the BBC and the anonymous 
"rightsholders" it cites in its petition an entirely new kind of copyright: the right to control 
which devices can display a copyrighted work.

This "deviceright" has no point of contact with the underpinnings of copyright law. A company 
that released an LP could legally enjoin you from copying that phonogram, but they didn't get 
to tell you what kind of record-player you could put the disc on. The rightsholder for a pre-
recorded VHS cassette has many rights in copyright -- to prevent you from copying the tape, 
to prevent you from playing it for a paying audience -- but there has never been a rule that let 
the rightsholder design your VCR and require that you omit the features that displeased it.

Ofcom should not add deviceright to the rights under copyright. 

2.9.3. Britain's digital future must be tinkerer-friendly

Britain's ongoing competitiveness in the digital future depends on this continuing to be a 
nation of tinkerers and creators. For decades, British engineers came to the trade by building 
their own receivers for BBC broadcasts24. 

ORG doesn't mean to say that everyone who has the opportunity to open a device will become 
an engineer. But ORG does believe that every engineer starts with a device that she is allowed 
to open.

The BBC's public service remit means that it should be encouraging a national practice of 
tinkering and making. Rather than commissioning or buying rights from producers who 
believe that their content and the platforms that can display it should be off-limits to the 
licence-paying public, the BBC should be sourcing content that is designed to be remixed, on 

24 <http://www.guardian.co.uk/technology/2007/nov/27/bbc.digitalvideo>



platforms that are designed to be opened. The BBC should be promoting a nation of 
technically capable, media-literate digital citizens who make Britain a leader in the 
information society -- not a nation of passive receivers who are legally enjoined from 
experimenting with their devices and the content that resides on them.

2.9.4 The BBC is talking to the wrong rightsholders

In the consultation document at 4.10, Ofcom states

Faster broadband connection speeds and the falling cost of digital storage has made it 
potentially easier to disrupt these HD monetisation windows through the unauthorised 
distribution of HD content on the internet and physical media. This has led some rights 
holders to place increasing emphasis on the use of content management technologies to 
combat the unauthorised distribution of their content after it has been broadcast.

It is true that some rightsholders believe that HD investment can only follow from technology 
mandates such as the ones proposed by the BBC. But there are other rightsholders, such as 
Magnolia Pictures, HDNet, Revision 3, and others, all making intense investment in HD 
programming without any licensor requirement to use DRM. 

The BBC produces much of its own content, and surely it isn't arguing that it will refuse to 
license material to itself unless Ofcom grants its request. As to the remaining content, the 
BBC functions in a buyer's market for content. The world is full of independent production 
houses that are pounding on the BBC's door, begging the Beeb to buy their HD content. If the 
BBC's preferred providers won't trade on terms that are consistent with public service, then 
the BBC should find different providers.



Individual signatories

Name and 
organisation

Comments

Gervase Markham I particularly object to the idea that it will not be possible to 
build open source software products which display these signals, 
and that the "freedom to tinker" will be removed.

The law says that authors have the right to control some of the 
things I do with their works; it does not say they have a right to 
control which tools I use to do things I am permitted to do.

Stephen Etheridge, 
B.Eng, Ph. D, ACA, 
MIET, MIEEE

Specialist in 
Information 
Governance, Privacy 
and related legislation

I object on the following grounds, particularly item 1:

1 Restrictions to access for people who are hearing or 
vision impaired

2 Restrictions to ability to code or use open source 
products using encrypted information

3 Restrictions on trade and competition

4 Removal of 'fair dealing' rights, such as quotation for 
news, criticism and review 

With regards to item 1, I fail to see how the BBC’s 
proposal is legal under the Disability Discrimination Act, 
1995.  Have the BBC addressed this in their submission?  
In addition, is there an argument that the BBC is acting 
contrary to Article 10 of the Human Rights Act in that

“Everyone has the right to freedom of expression. This right 
shall include freedom to hold opinions and to receive and impart 
information and ideas without interference by public authority 
and regardless of frontiers.”

I suspect that this proposal by the BBC would prevent me in 
exercising my right under Article 9 (Freedom of Thought, 
Conscience and Religion) to pursue the use of Open Source 
products (a generous interpretation, but nonetheless an 
important point to be answered by the BBC).

James Harrison I wholeheartedly object to DRM as it is overly restrictive and will 
force end users to upgrade equipment needlessly. I Also object 
as the BBC is funded by the nation and so its material should be 
freely available to the nation.

Simon Waldman My principal objections is that: I believe that having paid a 
license
fee, I should be free to receive, watch and otherwise use BBC 
services
on equipment of my choosing, and in any way of my choosing, 
within the
bounds of the law.



I believe that the proposals will inconvenience users while 
making
little difference to professional piracy, and I do not believe that
the stated reasons for these proposals hold water.

I am a MythTV user.

Simon Jones As a user of Open Software (MythTV), I am against any use of 
DRM that would restrict the use of MythTV. 

I pay a licence fee to receive my TV don't believe it's any 
business of the BBC to say what I use to receive and watch TV.

Richard Morton I am a user of MythTV in the UK. I love the flexibility of open 
source software and the flexibility of a home media centre; I do 
not condone sharing of licensed media. Our government and 
many governments support open source software; it's catching 
or caught up with proprietary software. Don't stifle excellent 
projects. Preventing MythTV and other open source media 
centre software simply prevents governments, businesses and 
citizens to utilise the developments.

DRM is an inconvenience, a cost and not a real barrier, as every 
DRM has been broken eventually. 

DRM stifles innovation. Plain and simple.

This proposal would discouroge developers working (often for 
fun,
unpaid) on similar media projects to MythTV as until the DRM is 
broken there would be little use for it (the main reason to work 
on something is because you want to improve something you are 
using). So implementing this proposal would slow development 
of projects. The developments and innovations could well be 
otherwise be re-purposed (as it is opensource software) for 
projects of governments, business, people and even the BBC.

None of us condone copyright theft but let people consume 
media flexibly the way they want... legally.

Sean Kelly

Dave Cunningham

Tony As a MythTV user, the BBC's proposed plan to add DRM to it's 
FTA transmissions will severely inhibit my viewing plans to the 
point that I'd actively consider no longer paying for a TV licence 
as a high percentage of my TV viewing is so called "time shifted" 
content, and I refuse to switch to Sky/Virgin's PVR solutions.

Denny de la Haye 

Independent PPC for 
Hackney South and 
Shoreditch 

I contributed a response to the first Ofcom consultation on this 
issue, and was dismayed when they apparently decided to ignore 
those replies in the hope that a second consultation might get 
them a different response. 

The BBC is a wonderful, and as far as I'm aware fairly unusual, 
resource that we have in the UK.  I think there's a danger that 
we take it for granted.  Love it or hate it for its choice of content 
and presenters, its mere existence sets a standard that other 
broadcasters in this country have to aim to achieve or exceed if 
they want to gain an audience.  Those competitors may call this 
unfair competition, personally I regard it as a good thing...  I've 
seen and read US news coverage and I think we have the better 
deal over here. 



The BBC provides content across a huge range of interests, 
including those not well-served by commercial content providers 
- that applies to its website, its radio stations, and its television 
channels.  That content is freely available to all, and therefore 
provides some assurance of a common cultural connection to 
everybody in this country. 

The proposal to add DRM limitations to some of the content 
being provided, even if only by the currently proposed method of 
scrambling the accompanying data channel, is unacceptable.  In 
fact, the sneakiness of the proposed method almost makes it 
_more_ unacceptable - it's clear that someone, somewhere 
realises that this will be an unpopular and, more than that, an 
unjust decision, and has decided to try to do it as underhandedly 
as possible. 

Aside from the huge value of providing completely open and 
unrestricted access to the information the BBC provides, which 
is surely a core part of its fundamental purpose in existing, there 
is also the issue that it is funded via the license fee.  A body 
funded by license holders is in no moral position to decide to 
restrict the ways in which those license holders can access the 
information it provides.  I am reminded of the recent fuss when 
Amazon deleted e-books from the e-book readers of some of their 
customers; people do not like to have something taken away 
from them after they have paid for it in good faith - and rightly 
so. 

Our government has made significant amounts of noise recently 
about openness...  opening up government data, encouraging 
open participation in its own processes, and in particular, 
encouraging government at all levels to assess the option of 
using open source software.  It seems contradictory in the 
extreme to allow this proposal to go through, when it will 
immediately make it legally impossible for open source software 
to play some of the BBC's content. 

Finally, this proposal is quite simply unnecessary.  We have a 
perfect case study in the US within the last decade of a similar 
proposal being robustly rejected, and the quantity and type of 
shows being provided to television by studios did not change in 
the slightest due to that rejection.  We would do very well to 
follow that example.

Alice Taylor

Jaysen Naidoo

Julian Huppert

Liberal Democrat 
Parliamentary 
Candidate for 
Cambridge

Roger Dodd My main objections to the imposition of DRM relate to its 
potential damage to open-source software and hardware 
products. There is no good reason to discriminate against those 
consumers who wish to use an open-source product to view HD 
streams, and by necessity these products will be unable to sign 
up to the conditions required in order to descramble the 
information required.

Bryan Bennetts



Mythtv user & license 
payer

Tim Dodge I am a BBC Licence fee payer and mythtv / xbmc user and do not 
want the BBC to add DRM to its free-to-air broadcasts. 

Ash Berlin

Andrew Robinson

Party Leader, Pirate 
Party UK

We have a manifesto commitment to amending the BBC charter 
to prohibit the corporation from using DRM, because we object 
to the idea that work paid for by licence fee payers does not 
belong to licence fee payers.

Phil Driscoll

Dial Solutions Ltd

Dave Morley I pay enough money to not watch most of the programs on the 
bbc as it is.  I would at least like to be able to see what programs 
I do want to watch when I get time to view them online.  With 
DRM in place this will go out the window.

Maybe all the linux users could get a 1/3 knocked off the TV 
License as they are missing out on a third of the features?

Simon Phipps

BCS Fellow, a director 
of Open Source 
Initiative and on the 
OpenSolaris Governing 
Board

Charles Elwood The issue is simple, we should not allow an outside party to take 
control and regulate our publicly funded service. 

There is no need for this technology and no benefit to the BBC or 
the end consumer who has ultimately paid for the services 
through their license fee already. 

It can only add cost to the end consumer reduce competition in 
the range and pricing of the equipment required and it shall be 
to the detriment of the content provided to the public.

Dave Hinton

Alan James

Software developer

I am concerned that these proposals limit our fair dealing rights. 
When our politicians speak we should have the right to record 
what they say and put clips of their statements online for 
comment and criticism. As more and more we view TV in high 
definition we are being forced into a passive use of television. 
When something happens that we want to comment on, we find 
our recording is locked and not even 30 seconds can be copied 
from the set top box. 

My am also concerned that this proposal locks out users of 
MythTV and similar free and open source TV receivers. 

I receive FreeSat HD via a Humax box which I bought as it 
appeared to do most of what I wanted from a MythTV setup but 
at a lower initial hardware cost. I regret this decision. While this 
device can copy content onto USB devices for watching on the 
laptop or lending to friends, it refuses to do this for HD content, 
Even content produced by the BBC like Horizon. 



It's also constantly missing the end of shows that start late. If I 
had a Myth TV box I'd simply set it to record an extra few 
minutes on each show if there was nothing else it needed to 
record at the time. This box isn't smart enough, and I can't 
change its software. 

Put simply, community developed software works better for that 
community, and its sad that the BBC wishes to prevent that 
work.

Johann Campbell

Thomas Casey Stone I am an American living in England. I have paid my Colour TV 
license for two years no and I appreciate the quality of 
programming the BBC creates and distributes. I'm also a bit of a 
computer tinkerer, and I like the idea that I should be able to use 
free software (Linux) and a satellite TV tuner card to capture 
and temporarily store the programming for playback when I see 
fit. Please do not lock down your content with unnecessary DRM.

Charles Barry I am astonished that such a brazen violation of consumer's rights 
is even being given consideration. As you eloquently put it 
"deviceright is not copyright".

Tom Hughes As a MythTV user for over five years I am naturally concerned 
about any attempt to add DRM which would inevitably restrict 
my ability to watch and record BBC broadcasts using open 
source software such as MythTV.

William Hay

Andrew Lyon I would say that my main objections to the proposal are that as a 
license fee payer the BBC should not be wrapping the content 
they broadcast in DRM that is control by an organisation that 
has commercial interests and is based offshore.

The BBC are supposed to be in favour of open-source projects 
and to instigate this proposal would go against that ethos, in the 
same way they have with the changes that were recently made 
to the iPlayer service that now restricts where the content is 
played online.

Paul Braid I am fully in support of the open rights groups opposition to 
DRM being driven down the throats of UK residents disabling 
functionality our current equipment at the beset of big media 
industry. This is going to destroy competition regarding 
hardware requiring everyone to purchase a licence to 
manufactures to use propertarian locked equipment in favour of 
open source equipment. This move will be of huge financial 
benefit to manufactures like sony whom will own the rights to 
the new restrictive licences being one of the main MPAA 
members.

BBC is publicly funded and should not be blocked or restricted in 
any way by fear mongering lobbyist demands from Hollywood. 
These tactics were use by the MPAA in the USA but when they 
failed in their bid to force cable and TV services to adopt DRM 
by stating that shows and films would be cut, the MPAA 
backtracked and put the same shows on the TV that have always 
been there and did not restrict broadcasting in any way shape or 
form.

This move by Hollywood is simply to generate more income for 
them by issuing licences and having a monopolistic control over 
the hardware and is no advantage to anyone except the MPAA 
CEO’s whom will generate huge revenue streams while smaller 



companies will be forced/bullied out restricting innovative 
creations and reducing our culture to only what Hollywood 
allows.

Alex Moyler

Dewi Morgan

- Associate Producer, 
Payne and Redemption.
- Technical Director, 
MorganAlley Ltd.
- Senior Programmer, 
Dragon's Eye 
Productions.

*) This system will reduce, not enlarge, the amount of material 
available in HD.

I refuse to release any content under such DRM.

That is my policy, the policy of my company, and the policy of my 
associates. I admit that we don't produce much, but what little 
we do produce will be restricted by license from being 
commercially used on such a system.

We will encourage as many others as possible to also reject this 
system.

Since no credible threat has been shown to the range of content 
in the absence of DRM, and no credible new source of content 
has been shown that will come from it, the above pledge 
represents a reduction in the range of content available.

*) This system will reduce my market.

If I can't market to it on moral grounds, it obviously affects me 
financially.

*) I am entirely happy if some competitors withdraw their 
products.

If "unspecified rights holders" will withhold some works, then 
GOOD. That is how competition is meant to work. Those who's 
work is too weak to provide a profit without DRM should fall by 
the wayside, to make way for those of us with better products: 
don't prop them up by trampling on the liberties of your 
consumers and surrendering control of your hardware design to 
a multinational.

*) I am not happy to have restrictions in my video processing 
equipment.

If only the large studios have access to equipment without these 
built-in hardware blockages, then only the large studios will have 
the ability to remix, reuse, sample or otherwise exercise their 
fair use rights under copyright. We smalltime producers will 
suffer. Don't prop up those who don't need help with preferential 
rules.

*) I am not happy to have to replace my video display hardware.

Screens can cost thousands of pounds. They are a significant 
investment. To render them unusable punishes me, as an early 
adopter and user.

*) I am not happy to have restrictions in where video equipment 
can be sourced.

The majority of video equipment I currently use is sourced from 
outside the UK: that is why we are a member of the common 
market. In the UK, we do not have a good enough movie industry 



to provide hardware for every need. These restrictions will mean 
that finding equipment to fulfil a task will be harder, and more 
expensive. This will hit the small producers hardest.

*) I am not happy to be required to include this hardware in 
devices I create.

As an electronics engineer, I have created many devices over the 
years to assist in HD video production and copying. These will 
become unusable, and have to be redesigned to cope with 
encryption, at considerable cost to myself.

Robert Mills

Dr Scott Mc Laughlin

Honorary Research 
Fellow at the University 
of Huddersfield (Dept of 
Music).

My main concern is the removal of 'fair dealing' rights, such as 
quotation for news, criticism and review, but I support every one 
of the ORG's points in their response.

Steve Holmes Restrictions on the ability to code or use open source products 
using encrypted information. 

I have invested time and money in a Mythtv system for watching 
and recording television. I do not copy or distribute recordings I 
have made outside of my household, and I consider this system 
to represent fair use of the content availble to me freely over the 
air as a television licence payer. I am concerned that the BBC's 
proposal would threaten my rights and render useless equipment 
I have purchased and installed for legitimate purposes.

Hannah Borowski As a license fee payer I expect to be able to access the content 
from the BBC wherever I like and on whichever technology I 
like. Whether that is my main TV at home, online via iplayer or 
on a handheld mobile device. I have already paid for the content, 
why should I have have to purchase specific DRM enabled 
equipment in order to watch the content I have paid for? 
I believe such a move would: 
1. Be incredibly bad for competition within industry. 
2. Greatly restrict end-user modification / improvements. 
3. Restrict access for people who are hearing or vision impaired. 

Chris Elston I don't believe the BBC have made a strong enough case for an 
amendment to the terms of their DTT > license, and that this 
proposed change will fundamentally change the 'free-to-air' 
commitment of the existing license.

Mark Browne 1.  I pay for this, with no possibility of opt out (not that I would 
do so).  It is my money and therefore my content.  I want to be 
able to see it at any time, on any device that I choose. 
 
2. I am somewhat hard-of-hearing (and getting worse), and I 
regularly use the subtitling facility.  If this is also encrypted it 
will reduce the utility of the television to me. 
 
3.  At the moment I can use my TV pretty much anywhere in 
Europe, and vice versa.  Why would we want to make ourselves 
different deliberately.  We in the UK already pay more for cars 
because we drive on the opposite side of the road, but at least 
that is due to historical precedent.  It seems to me that 
introducing DRM can only make my TV more expensive. 
 
4.  DRM does not work.  Anyone with technical know-how will 
get around it, leaving those of us who are legitimate users to be 



crippled by the restrictions.  The only people who benefit from 
DRM are those who provide and use illegally-obtained content, 
as they can watch programmes without restrictions.  I would be 
inclined to join them.  I note that the BBC does not appear to 
suffer from losses by pirates, so really doesn't need the 
"protection" of DRM. 
 
5. I have recently bought a new TV, in anticipation of the 
analogue switch-off.  I do not wish to buy another, and it is 
unreasonable to expect me to do so. 
 
6.  Once again, IT IS MY MONEY.  Not yours, not the BBC's, not 
the government's, not the DTLA's.  Mine.  I do not want it wasted 
on this pointless and counter-productive "technology".

Phil Culmer I would like (again) to express my objection to the BBC's plans to 
encrypt data that is essential to access programmes that statute 
currently requires to be free to air and unencrypted. 

The straw-man threats by the media companies involved are part 
of a concerted campaign to remove the fair use rights which are 
an essential part of the social contract that is copyright - whilst 
some of the most vociferous campaigners in this campaign (eg 
the RIAA members) are, on a wholesale and commercial basis, 
breaking the the very laws that they are trying to strengthen. 
They threatened to take their ball home in the USA, and stopped 
showing off when their bluff was called. It's an empty threat,and 
we know it. 

This is leading to growing contempt for a vital area of law, and a 
perception in the eyes of the public that the copyright owners 
will gladly steal from both the consumer and from the artists 
whose interests they claim to represent. 

This campaign is criminalising growing numbers of previously 
law-abiding citizens - both those who are forced to seek 
alternative sources for material to which they have a right, and 
those who seek to bypass the technological blocks which deny 
them access to that material. 

In the end, these measures make no difference to the criminals 
who they are supposedly intended to block - a few years ago, 
when an encryption key was discovered and leaked, the 
replacement key was published by the code-breaking community 
even as the publishers activated it. Any technical measure can 
and will be bypassed by criminals as a matter of course, and in 
so little time that is of no consequence. The only thing that these 
measures do is restrict and inconvenience law abiding 
customers, allowing the publishers to charge more and more for 
less and less. 

With the high-profile cases of copyright "theft"(to use their 
description) by media publishing companies, such as Pink 
Floyd's recent lawsuit against EMI (and EMI's public contempt 
of court in response), or the admission of wholesale copyright 
theft by the major music companies, the whole issue of copyright 
is becoming perceived as a racket run by the publishers. 

Pandering to them in this manner can only make them bolder, 
and the public more disillusioned. Rather than pay twice for 
what they have already bought, growing numbers will abandon 
the legal route to entertainment, and help themselves to the 



wide open pool of freely available bootlegs, whilst the media 
companies grow ever more hysterical in their attempts to extort 
money from the public, and deny it to the artists who produce 
the media. 

Let's stop this now. Let's end the tired tradition of foisting off 
Corporate America's failed attempts at repression on England, 
after they failed in the US. 

DRM is a futile attempt to prevent progress, accompanied by 
Cassandrian wailings of impending doom if the current 
generation of failing businesses are forced to bring their 
business model to the 21st century. They have no more moral 
right to stop progress than I would to open a theatre and 
demand that the BBC stop broadcasting to give me their 
customers. 

The business of the BBC is public service broadcasting, paid for 
from public funds. If the BBC wishes to leave this business, and 
join the business of selling premium content, or of selling 
viewers to advertisers, then they should do so - while they are 
taking public money, then they must deliver what we pay for, not 
try to sell us what we have already bought.

Andrew Eascott I've used MythTV and other open source TV receiving software / 
hardware for more than 5 years and I'm deeply concerned that 
this proposal will make me a criminal or force me to adopt a 
more expensive and less capable off-the-shelf solution.

More to the point, it will do this without advancing the 
'protection of copyright holder's interests' by one iota. As has 
been said many times and by many people, the only people who 
will be inconvenienced by DRM are law-abiding consumers who 
have no interest in illegally redistributing the 'protected' 
content. It will not affect determined criminals in the slightest 
and will if anything encourage more people to turn to illegal and 
unregulated distribution channels in favour of legal but unwieldy 
/ inconvenient methods.

Glenn J Mason The computers in our house are exclusively GNU/Linux, 
including the "set top box" which we use (with MythTV) to watch 
live broadcasts, Internet content and DVD movies. I paid -- and 
continue to pay! -- for a TV license when I bought the tuner-card, 
which works with open source modules/drivers thanks to the 
hard work of some very smart people. (I haven't added a Blue-
ray drive for HD movies specifically because watching them 
(with GNU/Linux) would involve ripping the content and 
cracking the DRM; nor do I want a separate "stand-alone" BR 
player.) I use GNU/Linux not just because it is cheaper (although 
it is) but because it is BETTER in every respect I care about.

In short, adding DRM to HD BBC content would preclude me 
from accessing it; and since I'm paying for it, why shouldn't I get 
equal access?

Furthermore, the idea that hearing and vision-impaired people 
might have their access limited (or removed) makes me sick, to 
be honest. With 10 million people in Britain covered by the DDA 
we're not talking about a tiny minority either (and even if we 
were -- surely they have enough to deal with already, without the 
BBC inadvertently "disabling" their HD content!?!).



Ian Macfarlane

Nic Ferrier Why should I be restricted from viewing television the way I 
want when I pay my licence fee?

Paul Doran 1 Restrictions to access for people who are hearing or vision 
impaired

2 Restrictions to ability to code or use open source products 
using
encrypted information

3 Restrictions on trade and competition

4 Removal of 'fair dealing' rights, such as quotation for news,
criticism and review

Tim Griffiths 1. The BBC has a public service responsibility to serve EVERY 
licence fee payer, no exceptions. The development of low cost or 
free software/hardware solutions to assist the hearing or vision 
impaired would be terminated with the introduction of costly, 
restrictive and proprietary DRM licensing.

2. Open source is key to innovation and needs to be encouraged 
if we are to produce future generations of makers that will help 
to make the UK a leading country in technology.

3. Following on from that is the economic benefits which come 
from bright individuals creating competing devices and services 
that allow a vast range of choice and therefore drawing in new 
consumers of content.

4. This is a glaring contradiction to the BBC's public service
responsibility because the DTLA does not have public service in 
mind and circumvents the UK's copyright laws like 'fair dealing'.

Simon Allcorn 1) I have built up a DVR based on mythtv over about 5 years. 
This has DTT cards in it to receive television. I have spent many 
hours setting this up and gaining a good understanding of how it 
all works. I want to be able to continue to use this home-brew 
system as it is my preferred way to receive the BBC's DTT 
output.

2) Closely tied to the objection above is I like to understand how 
things work, get under their skin, break them and then 
(hopefully) fix them again. I am a curious person. I'm not 
interested in a black box that just works. For me, the journey is 
just as important as the destination.

Harry Percival

Peter Cock My particular concern personally is that I value the ability to 
code and use open source products for enjoying media (TV, film, 
music, etc) such as MythTV, XBMC, Moovida, etc.

Long term concerns regarding trade restrictions also worry me 
(e.g. moving between the UK and other countries might force me 
to buy a new TV).

Russell Whitehead I do not believe the BBC has proven the case for DRM and find 
the argument very circular. I do not feel the DRM will be 
anything other that a slight nuisance to pirates, but a real pain 
for honest people running systems like Media Centre, Sage, 
GBPVR or Myth TV (to be fair the BBC knows this 



(http://www.bbc.co.uk/blogs/bbcinternet/2010/01/freeview_hd_co
ntent_management.html) but appears unwilling to fight for the 
UK public). 

I do not believe the content management on the cable TV system 
in the US works at all well (it is locked to a single computer, and 
they often set the DRM flags too high i.e. No copy, when copying 
should be allowed). I listen a lot to US Media Centre Podcasts 
and they are continually having problems with the DRM on TV 
and they frequently refer to the UK system as being a far better 
system. Yet, ironicaly, it appears as though we are bowing to US 
pressure to enforce stricter controls than they were able to 
enact in their own markets with Over the Air (OTA).

The BBC should be using it enviable, and trusted, position within 
the UK market to ensure that it receive the appropriate content 
(see below) and the rights of its customers are unhindered. 
Further, I do not believe the BBC should be making the 
distinction between SD and HD content, as we know SD content 
will be defunct in, say, five years and is a red herring. The BBC 
should be negotiating for content, and that content should be 
supplied in both SD and HD.

Innovation in TV tuner cards will be reduced and the suppliers 
will be limited. Prices will therefore rise, why be competitive on 
price if you have no competitors?

Richard Cant The BBC is planning to flag the majority of its own content in 
such a way that it would be impossible to transfer to an open 
device.

This would prevent people from keeping "cherished recordings" 
such as when their child's birthday card was featured or a family 
member was interviewed.

The use of the supposed "IP" in the Huffman tables as a legal 
block against the sales of equipment that could circumvent the 
system is not legally valid. There is no "IP" in Huffman tables - 
they do not fall into any of the categories of works protected by 
copyright, database right etc. They are not patentable. So what 
is this "IP"?

http://www.bbc.co.uk/blogs/bbcinternet/2010/01/freeview_hd_content_management.html
http://www.bbc.co.uk/blogs/bbcinternet/2010/01/freeview_hd_content_management.html
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