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thus creating an environment where market forces will push operators to the appropriate
position.
30.4.

Expose the issues to end customers so that demand-side market forces can drive the

industry to a better position.
31. If the TSRs are enacted prior to this market review coming into effect, then some of these
suggestions may overlap, at least in part (we would still suggest Ofcom give serious consideration to
the future role of the NICC in any event). If there is any doubt as to that, then we consider that
Ofcom must assume for the period in question that there will be no TSRs; as we say above, this is
not a topic that can be grappled with after a serious incident.
32. Indeed, should the revised TSRs be applied to all operators, and the benefits of interconnection be
enjoyed by all operators, then it is reasonable to expect Ofcom to apply the same proportionate
approach to monitoring and enforcement action across all operators.

The Role of the NICC
33. At present, GC A2 gives precedence to various standards bodies in the European Union, even over
those from the International Telecommunications Union (“ITU”).
34. Absent any change to the current trajectory of the UK’s exit from the European Union, there will be
no international legal obligation to maintain a link to the work of these bodies and we consider
there will be growing pressure to sever the ties given the potential to be bound by standards which
UK operators cannot influence.
35. The ITU is a global standards body; we do not negate the value of the work it does, however, it is illequipped to deal with localisation issues. We therefore have a significant gap where for localisation,
Ofcom must enact something into regulation through its statutory consultation process (as it did for
CLI7, or the UK is bound by standards it cannot readily influence.
36. The European Electronic Communications Code8 has language softer than GC A2. The former uses
the term “encourage” whereas GCA2 says “full account”. Additionally, it is our understanding that
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42. In addition, unlike the Office of the Telecommunications Adjudicator, the NICC requires no reskilling. There is, for example, already a NICC security task group.

Section 105A of the Act and the NICC
43. We mention above that the TSRs are by no means certain. There is a real risk that the main political
driver, being the presence of Huawei and the risk of equipment being compromised by China, having
been handled, that they cease to receive the Parliamentary time to progress.
44. There is already a broad and wide-ranging obligation on providers to procure the right outcomes
with respect to resilience and security in Section 105A of the Act; which then continues to give
Ofcom various rights to enforce.
45. In the alternative to giving the NICC a similar status to European standards bodies or the ITU in GC
A2, then Ofcom making a definitive policy position or guidance that it considers compliance with
various NICC standards to be likely 0 to discharge various obligations with respect to Section 105A
would be a step in the right direction. It gives a clear signal to the industry of the conduct expected
of participants in relation to security and resilience.

The Construction of the SMP Condition (wholesale market forces)
46. If the product market were to be defined as “termination of a geographic all at a nominated Point of
Interconnect which meets the Relevant Standards”, then the market may address this situation
itself.
47. The economic forces would act in two ways; Originating Communications Providers (“OCPs”) that
take security seriously would have the legal right to demand an interconnect be fit for purpose.
Terminating Communications Providers (“TCPs”) that are concerned about this issue would be able
to recover their common costs (and more) from OCPs that are otherwise happy to not use the
“relevant standards”.
48. We do not consider this to be an onerous obligation; indeed, we do not see it as a material issue if
implemented for any operator that already takes its security obligations seriously. Operators for
which it is onerous are potentially precisely the reason it is needed.
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We would not expect Ofcom to absolutely fetter its future discretion in this regard, merely issue a very strong
signal as to its intent.

49. The end result will be an environment where OCPs have no choice but to enact the appropriate
approach to security in order to maintain their ability to compete on cost, and TCPs will be obligated
to implement them on request. While there is a risk that some OCPs and TCPs would work bilaterally
on a basis where they reciprocally charge a low termination rate and do not enact various standards,
we consider that the potential cost arising from maintaining two sets of interconnection procedures,
processes and protocols across their estate would provide a suitable economic incentive to
standardise on one the version that TCPs have the legal right to demand.
50. Once the parameters we suggest are set, we also envisage the market moving forward based on its
own efficiencies. Large networks operating at scale, which must absorb the overhead to
interconnect with each other and to service their enterprise and public sector estates, will find ways
to productise the requirements into managed services for smaller networks. Indeed, this is what
happens today with number range hosting; smaller operators outsource the complexities and costs
of the PSTN interface, emergency services calling, number portability and more to those most
capable of handling it and both parties enjoy the economic benefit of it.
51. We do not consider that the construction of the currently proposed SMP conditions, with respect to
“fair and reasonable terms” and “associated facilities that are reasonably necessary”, provides
operators that take these concerns seriously enough latitude to act unilaterally. The counterparties,
seduced by their bottom line more than doing the right thing, absent any guidance or signal from
the regulator (or better yet, explicit mention in the relevant regulation) are unlikely to make
exceptions. This would lead to Ofcom being asked to resolve the matter by way of its dispute
resolution powers on a matter that by its very definition is not one that should be subject to ex-post
intervention.

Consumer Information (retail market forces)
52. Finally, in relation to security, it is our experience that the public considers that the market for
telecommunications is far more commoditised than it really is. The reality is much different. Not all
Public Electronic Communications Networks (“PECN”) are equal.
53. The definition of PECN encompasses the likes of Gamma, BT and Vodafone. However, it also, in the
same breath, includes an instance of Freeswitch running on a Raspberry Pi, connected to the
internet via a WiFi hotspot as a PECN. In a TDM-centric era, the inherent characteristics of that
technology means that PECNs were large, well resourced operators precisely the sort of CP we
imagine the average layperson with no prior knowledge would imagine when asked to define one.

exposing major issues to the consumer at the point of sale, including “the main characteristics of the
service”12. Furthermore, we note that “the type of action that might be taken by the provider in
reaction to security incidents or threats or vulnerabilities.” 3 Is not quite sufficient to cover the
problem. This is a backward looking requirement and impacts not just security but also wider
consumer confidence in the industry.
60. Above, we discussed that security is an on-going process, not something taken as a snapshot in a
given moment. This is why we consider it important that actual security measures (and by which we
mean specifics, not nice sounding but otherwise meaningless text from the marketing department)
form part of the Contract Information being presented to the customer at the point of sale.
61. GC C1.7 is proposed to state when the EECC is transposed;
“The Contract Information and Contract Summary shall become an integral part of the contract
between the Regulated Provider and the Relevant Customer. The Contract Information and
Contract Summary shall not be changed unless the parties to the contract expressly agree
otherwise”.
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62. It therefore follows that a change to the security levels or more likely, a decline in the security
score resulting from an inability to maintain a set of security standards would constitute a change
in the service and trigger a penalty free exit for the customer. Returning to our food standards
analogy, should the patron be required to continue eating their set menu if it transpired that the
hygiene standards on which they based their selection declined since they were measured?
63. Ofcom states 5 that they “agree with respondents that a prescriptive approach such as requiring
telecoms providers to use the NICC IP interconnection standards would be undesirable as it could
cause telecoms providers to reconfigure/replace pre-standardisation IP interconnects which are
working reliably.” While we accept that revising and harmonising existing interconnects may result
in a cost to the parties involved, such changes would be necessary should the security impact be too
great. Conversely, a prescriptive approach ought to ensure that any new entrants to IP
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interconnection both those migrating from TDM and those new to market

meet the required

standards in a way repeatable and cost effective way.
64. We note that we have had to deal with issues around older equipment on a daily basis. For example,
header manipulation on Session Border Controllers is used to handle interworking problems causing
withheld numbers or network numbers being presented in addition to various codec
incompatibilities. Most major manufacturers have interworking routines to correct such issues, but,
most importantly, one of the material benefits of IP infrastructure is that many changes are a
software change. The limitation is the hardware’s ability to process the new software and maintain
the same throughput.
65. In any event, the requirement can be made for new equipment with a set retirement date for legacy
equipment, a method no different to how the Government is mandating the removal of Huawei
from networks.

Personal Numbering (070)
66. We agree with Ofcom’s proposed market definition and SMP assessment.
67. While the excessive retail prices of 070 calls have indeed fallen, if Ofcom’s intention is for the 070
number range to be treated like that of a mobile then the range ought to be considered as ‘in
bundle’ for operators’ tariffs which provide inclusive minutes to the other destinations priced at
MTR. In other words, Ofcom should use its retail price setting powers
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to secure the desired

outcome.
68. We do not believe there will be sufficient economic incentive for operators to do this because:
a) The amount of traffic to these ranges, as Ofcom has highlighted given the large reduction in
volumes, is relatively small, so one ought to expect limited consumer demand insisting upon
such bundling, and,
b) The MNOs will have no reason to provide in-bundle parity until such time as they are required to
provide 070 numbers to their new mobile customers.
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