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Questions concerning Ofcom’s draft guidance on resilience 

requirements in sections 105A to D of the Communications Act 2003 
 

Q7. Do you have any comments on our proposed approach to resilience set out in 

section 4 of the draft guidance at Annex A6 to this consultation? 

 

In carrying out its functions in relation to resilience, it is important that Ofcom 

recognises the fact that providers have typically undertaken resilience risk 

assessments as part of the engineering design process.  It will, therefore, take time 

for providers to implement the new risk assessment procedures required by the 

Regulations and Code once published in final form.  If Ofcom’s intention is to use the 

risk reporting obligations under the TSA to inform future guidance on resilience, it 

needs to allow providers appropriate time to achieve mature risk reporting across 

all existing networks.  Information requests issued for this purpose should, 

therefore, be sufficiently targeted at areas of highest priority, so that providers can 

focus their resilience risk assessment and management activities in those areas. 

 

In section 4 of the draft guidance at Annex A6 to the consultation, Ofcom states 

that in carrying out its functions in relation to resilience, it will consider its 

Enforcement Guidelines for regulatory investigations and certain other sources of 

resilience guidance.  However, Ofcom’s expectations of providers as regards such 

additional sources of resilience guidance is currently unclear.  Ofcom will expect 

providers to “consider” such sources to the extent that they are relevant to their 

operations (paragraph 4.12) and, when assessing compliance in relation to a 

particular resilience matter, “will seek evidence that a provider has taken account of 

industry standard resilience best practices” (paragraph 4.11).  Yet as Ofcom notes, 

these additional sources of guidance do not form part of Ofcom’s guidance.  

Therefore, if Ofcom is expecting to effectively ‘enforce’ the additional sources of 

guidance, then it needs to clarify more specifically what it is that it will expect 

providers to do. 

 

Q8. Do you have any comments on our proposed resilience guidance set out in 

section 5 of the draft guidance at Annex A6 to this consultation? 

 

To minimise the risk of future compliance concerns, Ofcom “strongly encourages” 

providers to discuss with it, at an early stage, any planned new arrangements that 

may have significant resilience implications (paragraph 5.17).  However, Ofcom does 

not expand on how this engagement process will operate.  In order for providers to 

understand the potential impact of such engagement on their procurement 

processes and timescales, it would be helpful if Ofcom could clarify: 

 

• the criteria for supplier engagements to be considered resilience risks about 

which providers should seek early engagement with Ofcom; 

• at what stage of the procurement cycle a provider should seek engagement; 

and 

• the timeframe for a response be provided following any engagement. 

 

Paragraphs 5.22 and 5.30 require providers to consider the risk to end-users as part 

of any resilience assessment.  Sky interprets the reporting thresholds (updated by 

Annex A5 to the consultation) as Ofcom’s guidance on acceptable end-user impact 

levels.  Sky notes that these thresholds have not been changed as part of this 

consultation. 
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As identified in response to Question 4 above, there is a lack of clarity as to Ofcom’s 

expectations around the proposed obligation on providers to report to end-users 

on the risk of security compromises occurring (which is referred to at paragraph 5.23 

of Annex A6).  Further guidance on appropriate reporting to both consumer and 

business markets would help providers to publish suitable information.  Sky 

suggests that for the consumer / SME market, it would be appropriate for providers 

to report annual core network availability, together with service restoration 

objectives for last mile faults, via the Sky website.  However, further industry 

alignment on the technical definition of any metrics would be required to make such 

claims comparable between different providers. 

 

Q9. Do you have any other comments on our draft guidance set out at Annex A6 

to this consultation? 

 

Reporting obligation to users 
 

For the reasons noted in response to Question 4 above, Sky considers that the 

proposed obligation on providers to report to individual users on the risk of security 

compromises occurring would be unreasonable, counterproductive and 

unnecessary.  This would particularly be the case if providers were  required to report 

Resilience Incidents to users.  Ofcom states that the occurrence of a Resilience 

Incident that has had a significant effect on the operation of a network or service 

will need to be reported to it as a security compromise (paragraph 5.35 of Annex A6).  

Ofcom should clarify that the obligation on providers to report to users on the risk 

of security compromises occurring is limited to incidents which actually impact on 

service and/or security KPIs, and via indirect communication channels (e g. a 

provider’s website). 

 

Responsibility for third party non-compliance 
 

Ofcom expects providers to have sufficient levels of effective control over third 

parties and continuous and rigorous checks in place to ensure that actions 

undertaken by third parties, on behalf of providers, do not put the provider in breach 

of their obligations under the resilience requirements (paragraph 5.53 of Annex A6).  

It is unreasonable to expect providers to assume responsibility for non-compliance 

by third party suppliers, beyond ensuring that contractual arrangements 

incorporate the resilience requirements.  Ensuring such contractual protections is 

likely to be a significant undertaking for providers, and one that will take a significant 

amount of time due to the need to undertake the necessary risk assessments first 

before entering into contractual negotiations.  In addition to recognising the 

amount of time that it will take for providers to amend their contracts, Ofcom 

therefore needs to clarify its intended approach to non-compliance by third party 

suppliers.  Any such approach must be both reasonable and proportionate.     

 

Ofcom’s collaborative and proportionate approach should also apply to 
resilience 
 
The proposed obligations imposed on providers by the resilience requirements are 

likely to be onerous.  As noted above, Ofcom should not underestimate the extent 

of the changes which providers will need to make and the time that this will take.  

Accordingly, it will be important for Ofcom to adopt a similarly collaborative and 

proportionate approach to monitoring and enforcing the resilience requirements as 

providers work towards full compliance.  

 






