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1l.Introduction: Our approach to the
illegal content Codes of Practice

What is this chapter about?

This volume focuses on the steps we propose to recommend services should take to mitigate the risk
of illegal harms. These recommendations are captured in our illegal content Codes of Practice
(‘Codes’). This chapter describes the approach we propose to take to developing the Codes.
Subsequent chapters in this volume describe the specific measures we are proposing to include in
the Codes.*

Our proposed recommendations for Codes cover core areas encompassing all areas of the design,
operation and use of an in-scope service. We propose separate Codes for each of U2U and search
services, with some measures being common to both.?

We believe that these first Codes represent a strong basis on which to build a more comprehensive
suite of recommended measures to reduce the risk of harm to users over the longer term. In this
vein, our first Codes aim to capture existing good practice within industry and set clear expectations
on raising standards of user protection, especially for services whose existing systems are patchy or
inadequate. Each proposed measure has been impact assessed, considering harm reduction,
effectiveness, cost and the impact on rights.

We have carefully considered the proportionality and the cumulative impact of our proposals. Given
the range and diversity of services in scope, we are not taking a ‘one size fits all’ approach. We
propose a small number of measures for all U2U services, and a similar set of measures for all search
services. Beyond these, many of the other measures depend on the risks the service has found in its
latest illegal content risk assessment and the size of the service.

Some measures are targeted at addressing the risk of certain kinds of offences, such as CSAM,
grooming and fraud. Other measures are intended to address a wide range of offences. We intend
these measures to apply to services that face significant risks for offences in general.

Services that decide to implement measures recommended to them for the kinds of illegal harms
and their size or level of risk indicated in our Codes of Practice will be treated as complying with the
relevant duty. This means that Ofcom will not take enforcement action against them for breach of
that duty.

What are we proposing?

We provide a full list of the measures we propose in Codes and a breakdown of which types of
services we would expect to do them in the ‘tear sheet’ document accompanying the consultation.
In this chapter we make a number of overarching proposals regarding our approach:

! This is with the exception of measures relating to governance and accountability, which are contained in
Chapter 8 of volume 3, as volume 3 relates to how services should assess the risks of online harm. The
proposal in Chapter 8 does however form part of the Codes we propose.
2 We have decided to present each of the U2U and search Codes of Practice as a single document to aid
readability and reduce duplication and cross-referencing between the various Codes we are obliged to
produce under the Act, namely Codes of practice for Schedule 5 (terrorism) offences, Schedule 6 (child sexual
abuse and exploitation offences), and the other offences.
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. Some of the measures we are proposing target specific kinds of illegal harms. We propose to
apply the most onerous harm-specific measures in our Codes only to services which are
large and/or medium or high risk for the specific kinds of illegal harm we are targeting.

o Some of the measures we are proposing target a wide range of online harms. We propose to
apply the most onerous of these measures in our Codes only to services which are large
and/or multi-risk.

. We propose to define a service as large where it has an average user base greater than 7
million per month in the UK, approximately equivalent to 10% of the UK population.

. We propose to define a service as multi-risk where it is high or medium risk for at least two
kinds of illegal harms.

Why are we proposing this?

Focusing the most onerous measures on services which are large and/or medium or high risk will
help ensure that the impact of the regulations is proportionate. All else being equal, the benefits of a
measure will be greater when they are applied to services with a bigger user base. At the same time,
all else being equal, the benefits of a medium or high-risk service implementing a measure will
generally be higher than the benefits of a low-risk service implementing a measure.

As we explain in more detail below, where services pose a high risk of causing harm, we apply more
onerous measures to them even when they are small. Whilst there is sometimes a correlation
between size and risk, in the case of some harms (for example grooming) small services can pose a
high risk of harm. Where risks are very high, it is important that people are afforded protection even
when the services they are using are relatively small.

We consider larger services will tend to be better able to bear the costs of the more onerous
measures than smaller services. Our definition of large closely mirrors the definition of large services
taken by the EU in the Digital Services Act. We consider it important to broadly align our approach to
determining larger services with other international regimes where possible, to reduce the potential
burden of regulatory compliance for services.

What input do we want from stakeholders?

. Do you have any comments on our overarching approach to developing our illegal content
Codes of Practice?

. Do you agree that in general we should apply the most onerous measures in our Codes only
to services which are large and/or medium or high risk?

. Do you agree with our definition of large services?

. Do you agree with our definition of multi-risk services?

o Do you have any comments on the draft Codes of Practice themselves??®

o Do you have any comments on the costs assumptions set out in Annex 14, which we used for

calculating the costs of various measures?

3 Please see Annexes 7 and 8 to find our draft Codes of Practice.
4



Background to the lllegal Content Codes of Practice

11.1  This chapter contains:

e The background to the Illegal Content Codes of Practice;
e Our key proposed recommendations;

e QOur approach to developing recommended measures;

e The structure of this volume.

11.2  When finalised, Ofcom’s Codes of Practice (‘Codes’) will set out the measures we will
recommend for services to comply with their safety duties. This volume of the consultation
lays out our proposed approach to designing and presenting our lllegal Content Codes of
Practice and the measures we propose to recommend. We have published the draft lllegal
Content Codes of Practice in Annexes 7 and 8.

11.3  Under the Online Safety Act, Ofcom is required to prepare and issue three sets of Codes for
Part 3 services (U2U and search services), namely a Code covering terrorism content,
relating to the offences set out in Schedule 5, a Code on CSEA content relating to the
offences set out in Schedule 6 and one or more Codes of Practice for the purpose of
compliance with other relevant duties including, but not limited to, those relating to the
offences set out in Schedule 7.The Codes should describe with sufficient clarity and detail
the measures we think would be proportionate to recommend for services to be compliant
with their legal duties. In this consultation, we have developed measures for compliance
with: the illegal content safety duties contained in the Act (sections 10 and 24), content
reporting, so far as they relate to illegal content, (sections 20 and 31), and complaints
procedures (sections 21 and 32).

11.4  We considered that physically separate Code documents for each of these would be
repetitive and potentially confusing for stakeholders. Therefore, we have produced one
document which sets out the three Codes covering all kinds of illegal harm. In this
consultation document, we set out clearly where measures relate to CSEA content, terror
content and/or other duties; and in our Codes themselves, we specify which measures are
part of all three Codes, and which are part of a subset.

11.5 In designing our Codes, the Act requires us to have regard to several principles and
objectives, and we must also consider our duties under the Communications Act 2003, the
Equality Act 2010, the Northern Ireland Act 1998, the Human Rights Act 1998 and the Welsh
language compliance notice applicable to Ofcom.* We provide further consideration of these
in relation to each measure we recommend in the following chapters of this Volume (as well
as in Chapter 8), in Chapter 24, where we set out how we have met the statutory tests laid
out in Schedule 4 of the Act and in our Equality Impact Assessment and Welsh Language
Assessment, which can be found in full in Annex 13.

11.6  The Codes relate to the design and operation of services in the UK or as it affects UK users of
the service but apply to providers of such services from outside the UK.

11.7  Services that choose to implement the measures we recommended in our Codes of Practice
will be treated as complying with the relevant duty. This means that Ofcom will not take
enforcement action against them for breach of that duty if those measures have been

4 Ofcom Compliance Notice - Section 44 of the Welsh Language Measure (Wales) 2011.
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implemented. Service providers may seek to comply with a relevant duty in another way,
but the Act provides that, in doing so, they must have regard to the importance of
protecting users’ right to freedom of expression within the law, and to the importance of
protecting users from breaches of relevant privacy laws. Where providers do take
alternative measures, they must keep a record of what they have done and explain how they
think the relevant safety duties have been met. We talk more about our approach to
enforcement in our guidance in Annex 11 and the requirement to keep records in Annex 6.

Process and next steps

11.8

11.9

Once the Consultation period closes, we will consider and take into account responses and
evidence received in order to prepare the final regulatory documents. After finalising and
publishing our regulatory documents and conclusions, Ofcom must submit a Statement to
the Secretary of State, who may set out further requirements (directions) for Ofcom in
relation to our Codes where there are exceptional reasons relating to public health, national
security, public safety, or relations with a government outside the United Kingdom.
Otherwise, the Codes will be laid in Parliament. Unless either House of Parliament resolves
not to approve the Codes within 40 days of them being laid, Ofcom will issue the Codes and
they will come into force along with the duties to which they relate, 21 days later. In our
draft enforcement guidance, we discuss implementation of the Codes and provide non-
binding guidance on how quickly we might expect services to adopt the measures we
recommend.

We will keep our Codes of Practice under review. Over time, we anticipate making further
updates to our Codes through a process of iteration as our evidence base evolves. Updates
to the Codes, other than minor amendments, will follow a similar Parliamentary procedure.

Our key proposed recommendations

Coreillegal content Code measures

11.10 The majority of our proposed measures are designed to mitigate the risk of multiple kinds of

illegal harm. This is in line with how we understand services themselves think about trust
and safety measures. These include:

a) Governance and accountability arrangements around the management of online safety
risks, including senior management visibility of and accountability for key risks. We
propose to recommend that all services establish clear accountability for compliance
with their illegal content safety duty, complaints and risk assessment obligations, with
additional expectations on large and multi-risk services.

b) Content moderation and search moderation measures focused on ensuring that
regulated services comply with their duties around taking down or deprioritising illegal
content; for some services it is proportionate to establish clear and appropriate internal
policies, provide adequate content moderation resourcing in line with these policies,
and provide up-to-date training materials to moderators.

¢) Reporting and complaints recommendations for all services to make procedures easy for
people to use, to allow users to provide extra information about their complaints (for
example, to explain why content amounts to harassment), and to secure that they take
appropriate action in response to complaints.



11.11

11.12

d)

e)

f)

Terms of service and publicly available statements providing clear and accessible
information about these processes.

Large general search services handling complaints about predictive search
recommendations.

Multi-risk services undertaking on-platform tests of recommender systems collect safety
metrics and test for safety outcomes.

In addition, alongside our proposed measures tackling multiple kinds of illegal harm, we are
proposing various measures targeted at specific kinds of illegal harm. These include
measures targeted at CSEA, terror and fraud offences:

a)

b)

c)

d)

f)

g)

h)

U2U services use tools for detecting previously-identified child sexual abuse material
(CSAM), specifically hash-matching and URL detection. We recommend this for services
which assess themselves as being at medium to high risks of CSAM in their risk
assessments and have a certain reach depending on certain functionalities. On general
search services, we have recommended they use tools for URL detection and the use of
warnings to add friction to potential perpetrators searching for CSAM.

For U2U services that have risks of grooming, specific changes should be made to default
setting to protect for under 18s, and supportive information is provided to children using
a service in a timely and accessible manner.

Large U2U services that have relevant risks should enable users to block and mute
others and disable comments to mitigate risks including hate, harassment and
encouraging suicide.

All U2U services block accounts being run by or on behalf of proscribed organisations.

Large U2U services that are risky for fraud implement keyword search tools to help them
identify suspected illegal content relating to the sale of articles for use in frauds and
establish dedicated fraud reporting channels to benefit from third party expertise in
tackling online fraud.

Large services that have verification schemes and risk of fraud or foreign interference
offences should establish clear internal policies for such verification schemes and
improved public transparency for users.

Large general search services provide supportive information to users who search for
suicide content.

Large general search services should provide content warnings and support resources to
users who are clearly searching for CSAM.

Complete tables setting out the measures we propose, and who they apply to, are set out at
the beginning of Chapter 23.

Building on our first Codes

11.13 Our Codes will evolve over time as we learn more and as the sector develops. As set out in
Ofcom’s approach to implementing the Online Safety Act, our aim with this first iteration of
Codes is to capture existing good practice within industry, set clear expectations, and work
to raise standards of user protection, especially for services whose existing systems are
patchy or inadequate.



11.14 Recognising that we are developing a new and novel set of regulations for a sector without
previous direct regulation of this kind, and that our existing evidence base is currently
limited in some areas, these first Codes represent a basis on which to build, through both
subsequent iterations of our Codes and our upcoming consultation on the Protection of
Children. In this vein, our first proposed Codes include measures aimed at proper
governance and accountability for online safety, which are aimed at embedding a culture of
safety into organisational design and iterating and improving upon safety systems and
processes over time.

11.15

11.16

11.17

In particular, there are certain areas where we are not yet making proposals. At this stage
we are inviting respondents to share any further information they may hold in relation to
the following:

a)

b)

c)

d)

Our proposed recommendation around strikes and blocking in this consultation relates
to proscribed groups. We are inviting further evidence from stakeholders to be able to
explore broadening this in future work; in particular, we are aiming to explore a
recommendation around user blocking relating to CSAM early next year. We are
particularly interested in the human rights implications, how services manage the risk of
false positives and evidence as to the effectiveness of such measures.

In Chapter 14, where we outline Automated Content Moderation (ACM) proposals for
U2U services, we propose not to recommend at this time measures to detect terrorism
content through hash matching and URL detection. Nevertheless, we recognise the
potential importance of ACM in reducing the risk of terror-related online harms and are
therefore using this consultation as an opportunity to gather further evidence.

We recognise that identifying previously unknown content is an important part of many
services’ processes for detecting and removing illegal content. We do not yet have the
evidence base to set out clear proposals regarding the deployment of technologies such
as machine learning or artificial intelligence to detect previously unknown content at
this time. As our knowledge base develops, we will consider whether to include other
recommendations on automated content classification in future iterations of our Codes.

We will continue to consider the use of ‘trusted flagger’ arrangements through
dedicated reporting channels (DRCs) across all kinds of illegal harm. We are seeking
further evidence from relevant stakeholders, particularly around the costs and impacts
of such arrangements in specific harms areas so that we can consider further
recommendations concerning DRCs in future iterations of our Codes.

Many of the measures we propose are for large services. This is often because we do not yet
have enough information on the potential costs and benefits to know whether the measures
are proportionate for smaller services at this point. As our understanding develops, it may
be appropriate in future iterations of the Codes to expand the range of services for which
some measures are recommended.

We note that services should be continuously monitoring and assessing risk through their
risk assessment process. Reflecting current practice, many services may adopt further
measures beyond those set out in the Codes to further protect users against sources of risk
that they identify in their risk assessment. This may be particularly relevant for the largest



11.18

and riskiest services, with whom Ofcom is likely to have the closest supervisory
relationships.®

We have also considered likely or confirmed regulatory provisions relating to online safety in
other jurisdictions when developing our proposed measures. We believe there to be a good
degree of alignment between our recommendations and those in other regulatory
jurisdictions, including Australia and the EU, and that this is important in promoting
compliance and minimising undue burdens on businesses. We are aware of other Codes or
Code-like instruments being prepared or entering into force in other countries and will
continue to monitor these developments and work constructively with other regulators, as
set out in our approach to Ofcom’s approach to implementing the Online Safety Act.

Our approach to developing recommended measures

Our approach to our assessments

11.19

11.20

11.21

11.22

11.23

The Act requires us to take into account several principles (Schedule 4), which include:

a) Consideration as to the appropriateness of the measures in Codes to providers of
different kinds, sizes and capacities, including that measures we recommend in Codes
are proportionate and technically feasible for different providers;

b) That providers must be able to understand which measures are relevant to their service,
and that these measures are sufficiently clear and detailed for providers to understand
what they entail in practice;

¢) That the measures in the Codes are proportionate to Ofcom’s assessment of the risk of
harm presented by services of that kind and size.

We must also ensure that measures described in Codes are compatible with pursuit of the
online safety objectives listed in Schedule 4 and set out in full in Chapter 24 of this
Consultation, which cover, in particular: the needs of different kinds of users and the overall
user base; effectiveness and proportionality; access controls; and user protection in relation
to algorithms, functionalities and (for U2U services) other features of the service and (for
search services) the indexing, organisation and presentation of search results.

Schedule 4 also requires us to include measures in the Codes in each of the categories of
measures contained within services’ safety duties in clauses 10(4) and 27(4). Under the Act,
we are also required to carry out impact assessments when preparing a Code of Practice or
amendment to a Code of Practice, including an assessment of the impact on small and micro
businesses. We consider the Schedule 4 requirements in further detail in Chapter 24.

In line with these requirements, principles and objectives, to include a measure in the Codes,
we need to assess that the measure is proportionate (with reference to both the risk
presented by a service, and its size, kind and capacity) and does not unduly interfere with
users’ rights to freedom of expression and privacy.

In this volume, we set out the main measures we have considered and our assessment of
each. We have developed these proposals based on evidence drawn from stakeholder
submissions to our 2022 Illegal Harms Call for Evidence, third parties and our own research.

> To better understand our likely approach to Supervision, please see Chapter 30.
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11.24

11.25

11.26

11.27

11.28

11.29

11.30

This includes drawing on our assessment of the risks of illegal harms as set out in the register
of risk in Chapter 6.

Where the duties in the Act are explicit that a particular measure is required, then we
consider the measure in our Code to be proportionate. For example, under section 10(5) of
the Act, all services must ensure that they have Terms of Service which are inclusive of
certain information. The Act requires services which do not currently have such Terms of
Service to develop them; the benefits or costs of doing so are not a matter in relation to
which we exercise any discretion in our Codes of Practice.

In contrast, where there are material choices over what we might recommend in our Codes,
and there are clear questions over what it is proportionate to do, and for which services, in
order to comply with their duties, we have considered the costs and benefits of the
proposed measures in some detail.

We have used proportionality as a key yardstick with which to decide whether to propose
certain measures, and the final shape of those measures. To assess whether the proposals
are proportionate, we considered the costs and benefits of different options, including how
this might vary across services. As well as consideration of financial costs, the potential
impacts on users — including both potential harm reduction and their human rights —was a
central part of this assessment.

It is difficult to quantify costs and benefits of measures for a range of reasons, including:
a) some of the costs and benefits are intangible in nature and difficult to quantify;

b) the broad scope of the regime means it is not possible to identify with confidence how
many services are in scope, nor give a fully comprehensive description of the range of
kinds of service in scope;

c) the diversity of services in scope means that costs will vary significantly between
services depending on the characteristics of the service and specific choices they make
about implementation.

We have sought to quantify costs and benefits where we can, but in recognition of the
above, there are limits to the extent to which we have been able to quantify. In some cases,
we have done a qualitative assessment of costs and benefits rather than a quantitative or
monetised analysis. In many instances, we allow some flexibility in how services can
practically implement our recommendations, to ensure these are appropriate and
proportionate to their circumstances. In those areas where we are proposing to be more
prescriptive around the details of practical implementation, our assessment and discussion
of cost is also more detailed.

We have made some assumptions on costs that apply to multiple measures, such as salary
assumptions for types of staff. We set these out at the beginning of Annex 14.

Where we are proposing to recommend a measure, we explain our rationale and supporting
evidence. The core parts of our impact assessment cover:

a) Risk of harm: except where the measure we are considering follows directly from the
Act, we set out the risk of harm that we are seeking to address through our proposed
measures.

b) Likely efficacy and benefits of the proposed measure in terms of reducing risk/harm,
including any evidence derived from its current use by services of different kinds and

10



11.31

11.32

11.33

11.34

11.35

sizes. This evidence is important in setting out why the measure is proportionate when
balanced against the potential costs and any human rights impacts.

c) Cost: we consider costs broadly, including direct costs to services of implementing
measures, and indirect costs such as loss of revenue. This analysis is important in
considering the capacity of services of different kinds and sizes to adopt our proposed
measures, particularly small businesses and micro businesses. We have quantified the
potential costs where we can. Where the information is not available, we have instead
described what we believe the nature of the costs may be, recognising that they are
likely to vary widely by service. Our analysis has focused on costs on a ‘per service’ basis,
rather than total cost to the sector, because this is often better for testing the
proportionality of the proposed measures and can allow us to identify differences
between services and because of uncertainty on the number of services in scope. In
some cases, services may already have the same or similar measures we are proposing
in place. Our analysis focuses on what the costs would be for those services that are not
currently undertaking the measures, which is the more challenging test for whether the
measures are proportionate. To the extent some services are already undertaking
measures, and plan to continue doing so, then they would not face additional costs.

d) Human rights impacts: any potential impacts on rights to freedom of expression,
freedom of association and privacy.

This assessment can vary for different types of service. A key part of our assessment of
proportionality for many measures is therefore which services they might be proportionate
for. We discuss this in the next sub-section.

The level of detail and complexity in the comparison of costs and benefits is greater for
some measures than others. This sometimes reflects the availability of information. It can
also reflect where a more detailed assessment is more likely to impact our
recommendations, and when it can affect which services we recommend measures for. This
is especially the case for some of the measures we recommend to reduce grooming and the
hash matching measure we recommend to reduce CSAM, where we carefully consider
whether to recommend the measures for smaller services.

Our impact assessments have focused on considering individual measures on their own
merits, but we recognise that measures would be applied in combination. It is possible
therefore that our assessment may overstate the costs and benefits in some instances,
particularly where implementing one measure would reduce the costs of implementing
further measures or where measures are seeking to reduce the same harm. We have sought
to consider these points when assessing options but have not formally assessed
combinations of measures due to the complexities this presents. We set out our assessment
of the impact of the cumulative set of measures that apply to different types of service in
Chapter 23.

We have also considered the equality impacts of our proposed measures, setting out our
understanding of any particular impacts on protected groups in the UK, which can be found
in Annex 13. Generally speaking, we expect that our proposals are likely to promote
equality.

Where relevant, we have also considered likely or confirmed regulatory provisions relating
to online safety in other jurisdictions when developing our proposed measures. Services will
also need to ensure that they comply with data protection law and, where relevant, the

11



11.36

Privacy and Electronic Communications Regulations (PECR).® Users’ rights to data protection
are covered by UK GDPR and the Data Protection Act 2018 which are enforced by the
Information Commissioner’s Office (ICO).” The ICO has a range of data protection and PECR
compliance guidance which we encourage services to consult.® Services likely to be accessed
by children should also ensure they conform with the ICO’s Children’s Code.’

The measures we are proposing may have different impacts on services of different kinds
and sizes. As a result, some of our recommendations apply to all U2U and search services;
others may apply differently to different kinds of services; and some apply only to specific
services and for specific risks.

Which services do the Codes measures apply to

11.37

11.38

11.39

11.40

We propose recommending a small number of measures for all U2U services, and a similar
set of measures for all search services. Most of these proposed measures relate fairly
directly to explicit duties in the Act. For example, this applies to measures related to Terms
of Service.

Beyond this minimum set of measures, the measures we recommend for any service depend
on combinations of the following factors:

a) The risks the service has found in its latest illegal content risk assessment.
b) The size of the service.

¢) Whether the service is a U2U service or a search service. With search services, we also
distinguish between vertical search services and general search services, and propose
more measures for general search services than vertical search services.

d) The functionality or user base of the service. For example, some of the measures to
reduce grooming on U2U services only apply if there are children using the service and if
the service has relevant functionalities including user connections or direct messaging.

e) Whether the service is a U2U service or a search service. With search services, we also
distinguish between vertical search services and general search services, and propose
additional measures for general search services.

Below we expand on our general approach to the first three of these, namely how a service’s
illegal content risk assessment affects the measures we propose to recommend, our
proposed approach to varying measures by the size of the service, and how we are thinking
about the types of search service.

In our draft Codes'’, we set out within each proposed recommended measure which
services they apply to, as well as summarising this at the beginning of the document, ahead
of the detail of the measures themselves.

Application of harm specific measures to risky services

11.41

Some of the measures we recommend are targeted at addressing the risk of specific kinds of
illegal harm, such as our measures relating to CSAM, grooming, fraud and foreign

® The Privacy and Electronic Communications Regulations 2003.

" The Data Protection Act 2018.

8 For further guidance, see please see the ICO for organisations.

91CO, Age Appropriate Design Code (which we refer to as the ‘Children’s Code’), 2022.

10 See Annexes 7 and 8 for our draft proposed Codes of Practice.
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11.42

interference offences. Whether these harm-specific measures are proportionate can depend
on how risky a service is for the relevant kinds of harm. Typically, our recommendations only
apply to services that have identified a medium or high risk of relevant kind of harms in their
latest illegal content risk assessment.

The draft Services Risk Assessment Guidance we have produced sets out how we expect
services to assess their risk level, with reference to Ofcom’s Risk Profiles, and determine
whether they are medium or high risk for different kinds of priority offences. We
recommend that services refer to our guidance to satisfy themselves that they are meeting
their duty to conduct a suitable and sufficient risk assessment, and to understand which
Codes measures would likely apply to them given the risks that they have identified.

We propose applying some measures to ‘multi-risk’ services

11.43

11.44

11.45

11.46

As well as harm-specific measures relating to particular kinds of illegal offences, we also
propose recommending some measures targeting all harms. Rather than being aimed at
specific kinds of illegal harm, these are aimed at illegal harms generally. In particular, we
propose recommending some measures that should address all kinds of illegal harm —
examples are governance and some of our proposed content moderation measures.

We intend these measures to apply to services that face significant risks for illegal harms in
general. There is a question over what it means for a service to have such risks. One option
would be to recommend these measures to services that have identified as medium or high
risk of at least one kind of illegal harm. However, where services only identify a risk of a
single kind of illegal harm, the benefits of these measures to address all harms will be lower.
This is partly because if services have only identified a single area of risk, the extent of harm
will tend to be lower compared to if they have identified a range of kinds of offence where
they are high risk. It is also partly because many of these measures are about enabling
services to have a good understanding of their risks and of the content moderation policies
needed to address those risks. If a service was only of medium or high risk for a single kind of
illegal harm, the risk is more likely to be well understood across the organisation, such as the
risk of fraud for some marketplace services. This tends to mean the benefits of these
measures in terms of improving understanding and consistency of approach are smaller than
if there were multiple areas of risk. The case for the measures to address all harms being
proportionate therefore tends to be stronger if we only apply them to services that have
identified multiple kinds of illegal harm.

On the other hand, if we set the threshold for when the measures are recommended at a
high level, for example if a service were risky for many kinds of illegal harm, then the overall
benefits from measures would be smaller, as they would be recommended for fewer
services.

On balance, we propose some measures for services that identify as medium or high risk
for at least two different kinds of illegal harm in their latest illegal harms risk assessment.
We refer to such services as multi-risk.

We consider small and micro businesses specifically

11.47

We are required under the Act to consider the impact of our proposed measures on small
and micro businesses, in particular. We have used what we understand to be the definitions
across many Government bodies for defining these businesses, based on numbers of full-
time employees. The definitions are: businesses that employ 10-49 full-time employees for
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small businesses, and between 1-9 full-time employees for micro businesses.! We
understand these definitions to mean employees located in the UK or outside the UK. Even
measures which might be considered to have only ‘low’ to ‘moderate’ costs may have a
significant cost impact on micro businesses.

11.48 As described below, we propose to recommend some measures only for large services. This
means that we can avoid unduly burdening small and micro businesses. However, we also
want to make clear that our approach does not mean that such services will always be
exempted from measures which result in a significant financial burden. In some
circumstances we would expect that any negative financial impact would be justified, having
regard to the risk of harm identified in a risk assessment, necessitating changes to protect
users.'” We do therefore recommend some measures to small and micro businesses that
might be costly to implement, where those businesses create significant risks for users.

11.49 As well as considering each proposed measure individually, we summarise the set of
measures we propose for small and micro businesses in Chapter 23 and consider the
cumulative impact on those services.

We propose more measures for large services

11.50 We propose that many Codes measures are only recommended for ‘large services’. We
often apply these recommendations to services that have also identified high or medium risk
of certain illegal harms.

11.51 We propose to define ‘large service’ as a service with a number of monthly UK users that
exceeds 7 million. This is roughly 10% of the UK population, and broadly equivalent to
‘services with a large user base’ in the Register of Risks. We note that this approach of taking
user base as a proxy for the size of service is similar to that adopted by the EU in the DSA.:
We consider it important to broadly align our approach to determining larger services with
other international regimes where possible, to reduce the potential burden of regulatory
compliance for services. Data from Ipsos iris found 109 online brands were each visited by
over 7 million UK individuals aged 15+ on smartphones, tablets or computers in January
2023.% Only some fraction of these 109 brands would have regulated services and be in-
scope for the Act.

11.52 Part of the reason for recommending some measures only for large services is that the
benefits of measures are likely to be greater for such services, because more users will be
protected by the measure.

1 We appreciate that not all Government bodies use exactly the same definitions. For example, some also
refer to revenue and assets. The definition we propose is consistent with that used by the Regulatory Policy
Committee. It would not make a material difference to our impact assessment if another common definition of
small and micro business (such as that consistent with the Companies Act 2006) were used instead. Source:
Regulatory Policy Committee, 2019. Small and Micro Business Assessments: guidance for departments, with
case history examples, August 2019 [accessed 11 September].
12 This includes some circumstances where a service may need to close if it is unable to introduce a measure
which is required to mitigate a significant risk of harm.
13 The DSA classifies platforms or search engines as very large online platforms (VLOPs) or very large online
search engines (VLOSEs) if they have more than 45 million users per month in the EU, a number equivalent to
10% of the EU population.
1%We note Ipsos defines an online brand as consisting of its applications and websites. Source: Ipsos, lpsos
iris Online Audience Measurement Service, January 2023, age: 15+, UK.
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11.53 Another reason for restricting measures to large services is that for some proposed
measures the costs for services may be significant, and those costs could have a material
effect on the operation of non-large services.™ This is part of how we have taken into
account the capacity of services when considering the proportionality of measures. We
assume that in general large services have more resources available to undertake measures
than smaller services. We consider it can be prudent to exempt smaller services from
incurring those costs (where appropriate provided they are not high risk), as there will often
be significant uncertainty in any assessment of benefits and costs, and we want to reduce
the possibility of imposing financially damaging costs on businesses when the magnitude of
benefits expected to result from the measure is uncertain.

11.54 Also, in some cases, imposing costly measures on smaller services could reduce their ability
to operate and compete effectively in certain online markets. A lack of competition and
innovation can be very costly for society and needs to be considered against the scale of
potential benefits from any measure.

11.55 While we assume that, in general, large services have more resources available, it is possible
that a service has a large user base, while still having limited capacity to undertake
measures. If we define large purely in terms of user base, there is therefore a risk that a
service classified as large is actually a low-capacity service, and does not have access to
significant resources.

11.56 We could supplement the definition of large so that, as well as user base, it includes a
condition relating to the services’ access to resources. The capacity to undertake measures
could relate to either access to financial resources or having technical expertise. However,
with time, we consider that the lack of technical expertise could be addressed by hiring or
contracting for the necessary expertise, provided a service had access to sufficient financial
resources to do this. We therefore consider that it is ultimately access to financial resources
that is most important for determining the capacity of a service to undertake a measure.
Profit or revenue could be proxies for access to financial resources. We could therefore
supplement our definition of large with a specified amount of profit or revenue. For services
serving many countries, we would want to consider finances related to the UK only. Using
revenue would be simpler than profit as it would require the allocation of revenue without
also requiring the allocation of costs. We could set a revenue limit of £10 to £50 million UK-
related revenues a year. This would have the advantage of excluding services that have low
resources despite having a large user base.

11.57 However, revenue (and profit) may not always accurately capture whether a service has
access to resources. For example, a service could have good access to capital because of its
anticipated future revenue stream due to its high user base, even though it had not yet fully
monetised that user base.

11.58 Another option would be to add a condition to the definition of ‘large’ that referred to the
number of employees of the provider of the service. With the definitions we propose, it is
theoretically possible for a service to be a large service (having an average reach of over 7
million UK users) and for it to be provided by a small business (less than 50 employees).
However, we do not anticipate any services currently being in this category. For a service to
serve 7 million UK users, the provider is likely to need more than 50 employees. However,

15 This is particularly likely to be the case when the measures require large one-off costs that do not vary in
magnitude with the size of the service.
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11.59

11.60

11.61

11.62

11.63

11.64

we cannot rule out the possibility that an exceptional service could have large reach while
being provided by a business with few employees. An advantage of defining ‘large’ so that it
also incorporates the number of employees is that it would make this impossible. This could
be an alternative to, or as well as, a condition relating to revenue. However, our provisional
view is that this is unnecessary. In the unlikely event there were a service with a reach of
over 7 million UK users, the risk to those users and the likely access to capital of a service
with that reach means that it could be proportionate for it to adopt the measures that other
‘large’ services should adopt.

As with the other possibilities for measuring size (such as user base, revenue and profit), the
number of employees that a service has does not perfectly predict whether that service can
access resources or not. For example, it is possible that some businesses with few
employees are able to access significant financial resources if backers are confident in its
future ability to earn revenues.

On balance, we propose to keep the definition of ‘large’ simple and relate it only to whether
a service has, on average, more than 7 million monthly UK users. This avoids the need for
services to determine what share of their revenues relates to the UK. This also will ensure
that all services are captured when they have high reach as these are the services where the
benefits of applying measures are likely to be greatest. It is also broadly consistent with the
approach taken by the EU in the DSA.

We recognise that providers will differ in how they measure users for this purpose. The way
users are defined in the Act is discussed in chapter Overview of Regulated Services from
paragraph 3.12.

We think it’s important that there is some uniformity in the way that a providers calculate
their average number of monthly users. We consider the period of twelve calendar months
leading up to the point at which a provider makes its calculation to be a large enough sample
against which to take a meaningful average figure. To prevent providers from having to deal
with periods that straddle calendar months (which may be difficult to determine), we
propose that providers calculate by reference to the twelve-calendar month period ending
with the month before the month in respect of which the provider is making its calculation.

We also want to provide certainty to providers whose monthly figures may come close to
the 7 million mark, and avoid doubt as to their status where, in a given month, the average
monthly figure may fall below the 7 million mark. We therefore propose that once a service
calculates that it counts as a large service (in accordance with the principles described
above), it is to be treated as such for the purposes of adhering to measures in the Code
unless the average number of its monthly UK users does not exceed 7 million for an
uninterrupted period of six months or more. In those circumstances, the provider should not
treat itself as a large service (and, accordingly, it shouldn’t be treated as such by Ofcom). In
practice, services are therefore encouraged to keep track of how their average user figure
fluctuates month by month.

We return to the definition of large services in Chapter 23 when we draw together the
measures we proposed to apply to large services.

Taxonomy of search services

11.65

When we describe the measures we recommend for search services, we distinguish between
the following types of search services. These definitions are based on the definitions in the

16



11.66

11.67

Act, our understanding of how search services operate on a technical basis. The definition of
‘large’ services above also applies.

a) General search services: General search services enable users to search the contents of

the web by inputting search queries on any topic and returning results. There are two
types of general search service:

General search services which only rely on their own indexing: They work by using
crawlers (also called bots) to find content across the web (‘crawling’); building an
index of URLs by validating and storing the content found in a database (‘indexing’);
and using algorithms — for example, Google’s PageRank — to rank the content based
on relevance to the search query (‘ranking'). Search services use many ranking
signals, the details of which are proprietary and not publicly known.'® There are a
small number of large general search services that do their own crawling and
indexing, which provide search results to downstream general search providers.
There are also smaller search services which do their own indexing.’

Downstream general search services: As a type of general search service,
downstream general search services provide access to content from across the web,
but they are distinct in that they obtain (or supplement) their search results from
those general search services which rely solely on their own indexing. Depending on
their contract with a general search service, downstream general search services
may have limited control over how search services are displayed.® Downstream
general services also often distinguish themselves from general search services by
offering a social purpose (e.g. Ecosia), additional privacy (e.g. DuckDuckGo), or
differentiated search features.

b) Vertical search services: Also known as ‘speciality search engines’, these operate

differently from general search services. Rather than crawling the web and indexing
webpages, they present users with results only from selected websites with which they
have a contract, and an API or equivalent technology®’ is used to return the relevant
content to users. Common vertical search services include price comparison sites and
job listing sites.

There is a lack of clear evidence to suggest that vertical search services play a significant role

in the dissemination of priority illegal content or other illegal conten

t.%° We therefore

propose to recommend fewer measures for vertical search services. This is particularly the

case for when we have proposed measures specifically for ‘large’ services, where we have

generally proposed excluding large vertical search services.

We recognise that downstream general search services may have limited control over the
ranking of search content that might be accessed via their service, as it will depend on their

16 The search engine index takes the output from the crawler and creates relevant data structures to support later
searching within the search engine. The index can comprise document content, images, and metadata. An index will have
many repeated refinement algorithms applied to increase its accuracy and relevance.

7 Mojeek describes how it does not have a syndication agreement with a large general search services (and hence is not
what we are calling a downstream general search service) .Source: Mojeek response to the UK Government’s Online Safety
Bill Impact Assessment, July 2021, page 2.

8 In its advertising market study, the CMA said none of the contracts it had looked at allowed the downstream general
search service to re-rank the search results they received from Google or Bing. Source: CMA, 2020. Online platforms and
digital advertising: Market study final report, Box 3.3 page 97 and paragraph 3.85.

19 Application Programming Interface: a way for two or more computer programs to communicate with each other.

20 please see Volume 2: Chapter 6T (Search services), paragraph 6T.21
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contract with a general search service. It may therefore be difficult for them to implement
some measures directly. Nevertheless, the duties in the Act, and the measures we
recommend services take to meet those duties, still apply to such services. If they do not
wish, or it is not technically possible, for them to adopt the relevant measures themselves,
they can secure by contract that the relevant duties are met.

Structure of this volume

11.68 The following chapters in this volume are as set out below

e  Governance and accountability (Search and U2U) [in volume 3].
e  Content Moderation (U2U)

e Search Moderation (Search)

e  Automated Content Moderation (U2U)

e  Automated Moderation (Search)

e  Reporting and Complaints (U2U and Search)

e Terms Of Service and Publicly Available Statements (U2U and Search)
e Default settings and user support (U2U)

e  Recommender systems (U2U)

e  Enhanced User Controls (U2U)

e User Access (U2U)

e Search features, functionality and user support (Search)

e Cumulative assessment

e  Statutory tests
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12. U2U content moderation

What is this chapter about?

This chapter sets out our proposed recommendations regarding how services should set up their
content moderation systems to meet their duties relating to illegal harms. It is important to make
clear that, as the regulator, Ofcom will not take a view on individual pieces of online content. Rather,
our regulatory approach is to ensure that services have the systems and processes in place to meet
their duties.

What are we proposing?
We are making the following proposals for all U2U services:

o Have systems or processes designed to swiftly take down illegal content of which it is
aware.

We are making the following proposals for all multi-risk U2U services and all large U2U services:

o Set and record internal content policies. These should set out rules, standards and
guidelines about: what content is allowed and not allowed on the service, and how
policies should be operationalised and enforced. In doing so, services should have regard
to its risk assessment and signals of emerging illegal harm.

o Set and record performance targets for its content moderation functions and measure and
monitor its performance against these targets. These should include targets for both how
quickly illegal content is removed and for the accuracy of content moderation decisions.
When setting performance targets services should balance the need to take illegal content
down swiftly against the need to make accurate moderation decisions.

o Prepare and apply a policy about the prioritisation of content for review. This policy
should have regard to at least the following factors: virality of content, potential severity
of content, and the likelihood that content is illegal, including whether it has been flagged
by a trusted flagger.

o Resource its content moderation function so as to give effect to its internal content
policies and performance targets. In doing so, it should have regard to the propensity for
increases in demand for content moderation caused by external events. When deciding how
to resource their functions services should consider the particular needs of its UK user base,
in relation to languages.

o Ensure people working in content moderation receive training and materials that enable
them to moderate content effectively.

Why are we proposing this?

Content moderation is the practice of identifying and reviewing content to decide whether it should
be permitted on a service. Effective content moderation systems or processes allow services to
identify and remove illegal content swiftly, accurately and consistently. The available evidence
shows that content moderation plays a hugely important role in combatting online harms and that
services with ineffective content moderation functions pose an increased risk of harm to users.

19



Our analysis suggests that harm to users will be reduced where services set content policies,
resource and train their content moderation teams adequately and take into account the likely
severity of content and the risk it will go viral when deciding what potentially harmful content to
prioritise for review. Given the diverse range of services in scope of the new regulations, a one-size-
fits-all approach to content moderation would not be appropriate. Instead of making very specific
and prescriptive proposals about content moderation, we are therefore consulting on a relatively
high level set of recommendations which would allow services considerable flexibility about how to
set up their content moderation teams.

We have focussed the most onerous proposals in this area on services which are large or multi-risk.
This will help ensure that the impact of the measures is proportionate. Similarly, the flexibility built
into our proposals will make it easier for services to carry them out in a way which is cost-effective
and proportionate for them.

We recognise that services often use a combination of automated tools and human review to
moderate content. The proposals in this chapter are not prescriptive about the balance services
should strike between human and automated review of content and would not require services to
use automated tools to review content. Given the important implications they would have for
privacy rights, where we have made specific recommendations about automated review of content
we consider these separately and in more detail in a later chapter.

What input do we want from stakeholders?

. Do you agree with our proposals? Please provide the underlying arguments and evidence
that support your views.

Introduction

12.1  Content moderation is when a service reviews content to decide whether it is permitted on
its service. It can be done by humans, automatically or by a combination of the two.? It
includes the identification and assessment of content and any actions taken on content.??
This can include rules imposed on content, the human labour and technologies required, and
the institutional mechanisms of enforcement and appeals that support it.?* It should be
noted that ‘appeals’ are considered in Chapter 16. In addition, we set out specific
recommendations in relation to automated content moderation for U2U services in Chapter
14.

12.2  There is no ‘one-size-fits-all’ approach to content moderation. Content moderation systems
and processes differ from service to service and are designed to meet specific needs and
contexts.?* We know that content moderation systems, particularly those deployed across a
very large user base, cannot provide a guarantee that users will not encounter any illegal
content (and are often designed around reducing instances, rather than complete

%1 Encyclopedia of Big Data, 2017. Content Moderation. [accessed 2 August 2023].

22 Gillespie, T., and Aufderheide, P., 2020. Expanding the debate about content moderation: scholarly research
agendas for the coming policy debates. In: Internet Policy Review, 9(4).

2 Tarleton Gillespie, T., and Aufderheide, P., 2020. Expanding the debate about content moderation: scholarly
research agendas for the coming policy debates. In: Internet Policy Review, 9(4).

24 Gillespie, T., and Aufderheide, P., 2020. Expanding the debate about content moderation: scholarly research
agendas for the coming policy debates. In: Internet Policy Review, 9(4); The Center for Democracy &
Technology (CDT), 2021. Qutside Looking In Approaches to Content Moderation in End-to-End Encrypted
Systems. [accessed 2 August 2023].
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12.3

12.4

prevention). However, well-designed and resourced content moderation systems and
processes can significantly reduce risks and help protect users.

While specific content moderation requirements are likely to differ between services
depending on a range of factors, we consider there to be certain core measures that will
secure compliance with the safety duties.

We recognise that many services set up their content moderation systems and processes to
deal with both illegal and legal content so as to align with their published terms of service.
However, for this first phase of our work, the content moderation measures we are
proposing will be focused on dealing with illegal content.

Harms the measures seek to address

12.5

12.6

12.7

12.8

12.9

12.10

Under section 10 of the Act, regulated U2U services must take steps to prevent individuals
from encountering priority illegal content, mitigate the risk of the service being used for the
commission or facilitation of a priority offence, and reduce the risk of harm to users from
illegal content (section 10(2)(a), (b) and (c)).

Alongside this, services have a duty to have proportionate systems and processes to
minimise the length of time for which any priority illegal content is present (section
10(3)(a)). Where the service is alerted by a person to the presence of any illegal content, or
becomes aware of it in any other way, services must swiftly take down such content (section
10(3)(b)).

As set out in Chapter 16, services also have a duty to take appropriate action in response to
complaints about illegal content, and to handle appeals about action taken against content
or a user because content is identified as illegal.

Compliance with these duties, in particular the duties to take down illegal content swiftly on
becoming aware of it and to take appropriate action in response to complaints about illegal
content, would be very difficult in practice absent some process for determining whether or
not content ought to be taken down and implementing that decision as appropriate.

In practice, content moderation is used by services to address a wide variety of illegal harms,
as well as legal content that does not comply with a service’s own policies. The overall effect
of having a content moderation process is to support compliance with legal obligations, to
help keep users safe, and to maintain a trusted environment for other actors, including

advertisers where relevant.?®

Content moderation systems and processes typically rely on a service’s content policies,
which may include, though are not limited to, terms of service, community guidelines and
other relevant documents, which form the basis for content moderation practices.
Collectively, these documents tend to dictate how violative content will be moderated.?®
While content policies usually prohibit the posting of illegal content, due to the global

25 Trust & Safety Professional Association, no date. What Is Content Moderation? [accessed 2 August 2023];
New America, 2019. Everything in Moderation: An Analysis of How Internet Platforms are Using Artificial
Intelligence to Moderate User-Generated Content.

26 Cambridge Consultants, 2019. Use of Al in Content Moderation. [accessed 3 August 2023]; Google, 2020.
Information quality and content moderation. [accessed 3 August 2023]; Policy Department for Economic,

Scientific and Quality of Life Policies, 2020. Online Platforms' Moderation of lllegal Content Online: Laws,
Practices and Options for Reform. [accessed 3 August 2023]; Ofcom, 2023. Content moderation in user-to-user

online services: An overview of processes and challenges. [accessed 25 September]; .
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nature of many services, content policies do not necessarily closely reflect the requirements
of any single legal system.?’

12.11 Effectively enforced content moderation is one of the key ways in which services can reduce
the risk of users encountering illegal content of all kinds. Conversely, a lack of effective and
consistently applied content moderation processes can lead to an increased risk of illegal
content and subsequent harm to users.

12.12 For example, a report by the Institute for Strategic Dialogue (ISD) suggests that ‘extreme
right-wing activists’ may view services with less moderation as preferable spaces for
extremist discussions which may include illegal terrorist and hate content, when compared
to services with more moderation.”®

12.13 Areport by CASM Technology and ISD found a major increase in the number of antisemitic
posts coinciding with a reduction in content moderation staff at one social media service,
saying the analysis demonstrates “the broader and longer-term impact that platforms de-
prioritising content moderation can have on the spread of online hate.” Similarly, in late
2022, the Anti-Defamation League (ADL), noted an increase in antisemitic content on the
same service and a decrease in the moderation of antisemitic posts.*°

12.14 Another report by HOPE not hate and the Antisemitism Policy Trust suggested that minimal
moderation on one messaging app (along with its “commitment to secrecy... and relative
ease-of-use”) has “lowered the hurdle for engaging in the politics of hate and has enabled
extremist networks to propagandise, network and organise”, saying the service could be “a
powerful radicalisation tool, as individuals can quickly become immersed in bubbles

practically free from moderation in which they receive constant streams of propaganda.”**

12.15 While these examples are not solely related to illegal content, we think that they
demonstrate the risks associated with less effective systems of content moderation.

12.16 Ineffective or poorly resourced content moderation appears to have serious impacts on user
safety across a wide range of illegal or potentially illegal harms. There have been several
examples of online services’ content moderation systems failing to tackle illegal harm or
being used to facilitate illegal offences.®? Conversely, some of these examples also serve to

27 policy Department for Economic, Scientific and Quality of Life Policies, 2020. Online Platforms' Moderation
of lllegal Content Online: Laws, Practices and Options for Reform. [accessed 3 August 2023].

28 The Institute for Strategic Dialogue, 2021. Gaming and Extremism: The Extreme Right on Twitch. [accessed 3
August 2023].

2% CASM Technology and ISD, 2023. Antisemitism on Twitter Before and After Elon Musk’s Acquisition.
[accessed 3 August 2023].

30 ADL, 2022. Extremists, Far Right Figures Exploit Recent Changes to Twitter. [accessed 3 August 2023].

31 HOPE not hate and the Antisemitism Policy Trust, 2021. Antisemitism and Misogyny: Overlap and Interplay.
[accessed 3 August 2023].

32 House of Commons Home Affairs Committee, 2017. Hate crime: abuse, hate and extremism online.
[accessed 3 August 2023]; Counter Extremism Project, 2018. OK Google, Show Me Extremism: Analysis of
YouTube’s Extremist Video Takedown Policy and Counter-Narrative Program. [accessed 3 August 2023]; BSR,
2018. Human Rights Impact Assessment: Facebook in Myanmar. [accessed 3 August 2023]; Meta, 2018. An
Independent Assessment of the Human Rights Impact of Facebook in Myanmar. [accessed 3 August 2023];
Amnesty International, 2022. Myanmar: The social atrocity: Meta and the right to remedy for the Rohingya.
[accessed 3 August 2023].

22


https://www.europarl.europa.eu/RegData/etudes/STUD/2020/652718/IPOL_STU(2020)652718_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/652718/IPOL_STU(2020)652718_EN.pdf
https://www.isdglobal.org/wp-content/uploads/2021/08/05-gaming-report-twitch.pdf
https://www.isdglobal.org/isd-publications/antisemitism-on-twitter-before-and-after-elon-musks-acquisition/
https://www.adl.org/resources/blog/extremists-far-right-figures-exploit-recent-changes-twitter
https://antisemitism.org.uk/wp-content/uploads/2021/09/Antisemitism-and-Misogyny-Overlap-and-Interplay.pdf
https://publications.parliament.uk/pa/cm201617/cmselect/cmhaff/609/609.pdf
https://www.counterextremism.com/themes/custom/cep/templates/reports/ok_google/files/OK_Google_Report_August_2018.pdf
https://www.counterextremism.com/themes/custom/cep/templates/reports/ok_google/files/OK_Google_Report_August_2018.pdf
https://about.fb.com/wp-content/uploads/2018/11/bsr-facebook-myanmar-hria_final.pdf
https://about.fb.com/news/2018/11/myanmar-hria/
https://about.fb.com/news/2018/11/myanmar-hria/
https://www.amnesty.org/en/documents/ASA16/5933/2022/en/

demonstrate increased user safety and a reduction in illegal (or harmful) content when
investment is put into improving content moderation systems.*

12.17 The harms we consider in this section potentially arise on all U2U services, but to different
degrees. Some services, for example low risk/smaller services, may not have very much
content to moderate (e.g. because they receive few complaints, because proactive content
detection technology is beyond their means,** or because their business model is such that
there is little likelihood of users uploading any illegal content without the service knowing
about it). By contrast, larger and higher risk services may face significant challenges in terms
of the volumes and diverse nature of the content they need to moderate, giving risk to
guestions about how to prioritise content for review, achieve consistency, quality and
timeliness of decision-making, and plan their deployment of moderation resourcing so as to
secure that users are appropriately protected.

Proposed approach

How we have approached the provisions in Codes

12.18 In light of the analysis above, we consider that it is important to include recommendations
about content moderation in our Codes of Practice.

12.19 We have considered three potential approaches to drafting these measures:

e Approach 1 - specify in detail how services should configure their content
moderation systems and processes;

e Approach 2 - specify in detail the outcomes content moderation systems and
processes should achieve (i.e. setting detailed KPls), but leave the design to
services, or;

e Approach 3 - require services to operate a content moderation system and (where
relevant) set out the factors to which they should have regard when designing
their content moderation systems and processes.

12.20 These are not mutually exclusive — it might be possible to take different approaches in
different areas. Below, we explore the benefits and drawbacks of each option.

Approach 1: Specify in detail how services should configure their content
moderation systems and processes

12.21 This section examines whether Codes should specify in detail how services should configure
their content moderation systems and processes. For example, Codes could specify in detail
what resources services should have in place (e.g. number of content moderators, specific
automated systems, etc), what specific training staff should receive, or what specific KPIs
services should set and the thresholds these KPIs expected to achieve.

33 Google, 2020. Information quality and content moderation. [accessed 3 August 2023]; Reddit, 2022. 2022
Transparency Report. [accessed 3 August 2023]; Google, no date. Featured policies: Violent extremism.
[accessed 3 August 2023].

34 Ofcom, 2023. Content moderation in user-to-user online services: An overview of processes and challenges.
[accessed 25 September 2023].
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12.22 We know that many services use a hybrid approach to enforcing content policies, i.e. using
both human and automated resources.>® There is a high possibility that moderation
decisions at small and low risk services would primarily be made manually by small teams of
moderators, or even members of senior management (the latter with a vested interest in
making good decisions), rather than by larger teams of content moderators. In its response
to the 2022 lllegal Harms Call for Evidence, [CONFIDENTIAL 3<].3° [CONFIDENTIAL 3<].%’ If
they have automated technology at all it is likely to be trained by a third-party (i.e. ‘off-the-
shelf’ tools), rather than bespoke and/or specially trained automated technology.*®

12.23 In larger services, Trust and Safety teams may be typically responsible for ensuring that
policies are enforced with the appropriate resource. Trust and Safety teams may work
closely with product and engineering teams which are responsible for supporting the
content moderation process by developing the required tools and infrastructure or iterating
the design of services to reduce the load on content moderation teams.

12.24 There is less information on how smaller services establish and deploy their content
moderation resource and there is no one way they do this, but evidence indicates these
services may rely more heavily on human moderation, which may be supported by ‘off-the-
shelf’ automated moderation tools.> For example, in response to the 2022 lllegal Harms Call
for Evidence, Synthesia, an artificial intelligence (‘Al’) video platform, said it uses “a mixture
of in-house human moderation, along with machine-based tools” to moderate content.

12.25 Most services include humans in their content moderation systems and processes, with
some services outsourcing human resource, notably content moderators, to third parties.*
The wider content moderation ecosystem can include a range of other staff, including, but
not limited to: Trust and Safety policy staff; quality assurance staff; subject matters experts;
risk management staff; operations staff; engineers; and developers.*?

12.26 Nevertheless, there is little available evidence on how services deploy this human resource
across their content moderation systems to deal with illegal and/or harmful content. Where
human reviewers are used, it is possible to have different teams for different types of harm,
and/or different teams for different reporting channels (e.g. flags or reports from trusted
flaggers could be channelled to different teams, or could be fed into one team).*

12.27 Automated content moderation (ACM) tools also make up a resource that can be deployed
across systems to tackle illegal and/or harmful content. Due to the complexities of harms,
and the intrinsic limitations of individual automated content moderation technologies, it is

35 Cambridge Consultants, 2019. Use of Al in Content Moderation. [accessed 3 August 2023].

36 [CONFIDENTIAL ¥<].

37 [CONFIDENTIAL ¥<].

38 New America, 2019. Everything in Moderation — Introduction. [accessed 22 August 2023]; New America,
2019. Everything in Moderation - The Limitations of Automated Tools in Content Moderation. [accessed 22
August 2023]; Gillespie, T., 2020. Content moderation, Al, and the question of scale. [accessed 22 August
2023]; Chowdhury, N., 2022. Automated Content Moderation: A Primer. [accessed 3 August 2023].

3% New America, 2019. Everything in Moderation — Introduction. [accessed 22 August 2023].

40 Synthesia, 2022. Synthesia response to the Ofcom 2022 lllegal Harms Call for Evidence: First phase of online
safety regulation

“1 New America, 2019. Everything in Moderation — Introduction. [accessed 22 August 2023].

42 Trust and Safety Professional Association, no date. Setting Up Content Moderation Teams. [accessed 3
August 2023].

43 Trust and Safety Professional Association, no date. Setting Up Content Moderation Teams. [accessed 3
August 2023].
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often the case that services will use several automated tools in conjunction, layering one
measure on top of another, as well as other signals, to assess with sufficient confidence
whether a piece of content is violative or illegal and should be removed.

12.28 ACM tools are developed to identify illegal (and/or harmful/violative) content by following
rules (typically those set out in Community Guidelines and other content policies).** Many
services deploy such tools to enforce their content policies.*® Grindr, for example, states that
it uses ‘proprietary technological tools’ to help it proactively flag illicit content?®, while Meta
states it is increasingly using an ‘automation-first approach’ to content moderation to review
more content across all types of policy violations.*” [CONFIDENTIAL 3<].*® While we know
some services use various forms of automated content moderation (ACM) tools to identify
content for moderation, we currently have limited information about most of these.

12.29 There is significant diversity and innovation in content moderation processes.

12.30 The benefits to adopting approach 1 for our Codes, and specifying what services’ content
moderation processes should look like, would be:

e Raise standards - A high level of specificity around how services should configure
their content moderation systems and processes could potentially raise the
standard of content moderation systems and processes. For example, telling
services what specific training they should give their staff and how to carry out this
training could ensure staff involved in content moderation are better equipped to
carry out their job, thus increasing standards.

e  Ease of compliance — A high level of specificity around how services should
configure their content moderation systems and processes could create clarity for
services on what they should do, in turn allowing greater certainty for services
that they are compliant with the Codes and making it more likely that they will do
enough to protect users appropriately.

12.31 The drawbacks to this approach would be:

e Diversity of services - There is no ‘one-size-fits-all’ approach to content
moderation. Content moderation systems and processes differ from service to
service and are designed to meet specific needs and contexts.*® What is
appropriate and effective will vary from service to service depending on its
characteristics. If Codes were to impose specific requirements on all services as to
how they should configure every aspect of their content moderation systems and

4 Cambridge Consultants, 2019. Use of Al in Content Moderation. [accessed 3 August 2023].

4 Google, 2020. Information quality and content moderation. [accessed 3 August 2023]; Meta, 2020. How We
Review Content. [accessed 3 August 2023]; M. Singhal, et al., 2023. SoK: Content Moderation in Social Media,
from Guidelines to Enforcement, and Research to Practice. In: 2023 IEEE 8th European Symposium on Security
and Privacy (EuroS&P); Bumble, no date. Guidelines. [accessed 3 August 2023]; Grindr, no date. How Grindr
moderates content and profiles. [accessed 3 August 2023]; Snap, no date. How We Rank Content on Discover.
accessed 3 August 2023].

46 Grindr, no date. How Grindr moderates content and profiles. [accessed 3 August 2023].

47 Meta, 2020. How We Review Content. [accessed 3 August 2023].

8 [CONFIDENTIAL ¥<].

* Tarleton, G., Aufderheide, P., Carmi, E., Gerrard, Y., Gorwa, R., Matamoros-Fernandez, A., Roberts, S. T.,
Sinnreich, A., and West, S. M., 2020. Expanding the debate about content moderation: scholarly research
agendas for the coming policy debates. [accessed 3 August 2023]; The Center for Democracy & Technology
(CDT), 2021. Qutside Looking In Approaches to Content Moderation in End-to-End Encrypted Systems.
[accessed 3 August 2023].
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processes, the requirements could be irrelevant or unapplicable to some services
or could even be detrimental to user safety if they are not the most
appropriate/effective interventions for particular services. This approach would
also ignore the fact that there can be multiple approaches used to configure
systems and processes to improve user safety. It could inappropriately deter
innovation.

e Lack of evidence — At this stage, there is a lack of evidence and little consensus on
the most effective way to configure content moderation systems and processes
generally, although we consider exceptions to this general position in Chapter 14.

¢ Impacts on smaller and diverse services — As outlined above, we currently do not
have sufficient evidence to specify in detail how services should configure every
aspect of their content moderation systems and processes. If we based our
recommendations on the limited evidence we do have, which would be drawn
from the practices of larger, mainly social media services, we could drive smaller
services or non-social media services to adopt practices or seek to achieve
outcomes that are not appropriate for their services. This may also result in more
onerous expectations on smaller services which may not have the resources or
need to match solutions of larger services, potentially undermining their ability to
operate, with implications for competition and innovation more widely.

¢ Unintended consequences — Specifying in detail how services should configure all
aspects of their content moderation systems and processes may have unintended
consequences. For example, telling services to configure their systems and
processes in a certain way may not be appropriate for certain services and could
decrease user safety, instead of improving it, or could be disproportionate for
certain services which could have impacts on competition. By contrast, a more
flexible approach, such as in approaches 2 and 3, may allow services to meet the
requirements in ways that work for them.

Approach 2: Specify in detail the outcomes content moderation systems
and processes should achieve but leave the design to services

12.32 This section examines whether Codes should specify in detail the outcomes content
moderation systems and processes should achieve (i.e. setting detailed KPls), but leave the
design of systems and processes to services. This differs from the first approach as it is less
concerned with how a service achieves an outcome and is instead concerned with what it
achieves.

12.33 The benefits to this approach would be:

e Raise standards — Being specific about the outcomes could potentially raise the
standard of content moderation, as it is pushing services to achieve an outcome
we deem appropriate for increasing user safety. However, as noted below, there is
a general lack of evidence and little consensus on the most effective outcomes to
focus on.

e Ease of compliance — This approach allows more flexibility than approach 1, as it
not concerned with how services achieve an outcome, simply that they achieve it.
This approach may be particularly attractive where services are better placed to
identify the best approach to achieve desired outcomes and could leave room for
services to innovate.
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e Certainty - Being specific about the outcomes could make it easier for a service to
determine whether or not it had complied, reducing is regulatory compliance
costs.

12.34 The drawbacks to this approach would be:

e Diversity of services — As outlined in approach 1, there is no ‘one-size-fits-all’
approach to content moderation. While this approach may allow some flexibility in
how a service achieves an outcome, they would still be required to achieve the
specific outcomes set out in Codes. As discussed previously, what is appropriate
likely varies from service to service.

e Lack of evidence — At this stage, there is a lack of evidence and little consensus on
the specific outcomes content moderation systems and processes should be
achieving, although we consider exceptions to this general position in in Chapter
14.

¢ Impacts on smaller and diverse services — There are similar proportionality
concerns to those we considered in relation to approach 1, when it comes to
specifying in detail the outcomes content moderation systems and processes
should achieve.

¢ Unintended consequences — There is a risk of unintended consequences when
setting specific outcomes. It would be difficult to specify outcomes that accurately
captured all important dimensions of content moderation systems and processes
relevant to removing illegal content and if the specified outcomes did not
accurately capture this, they could steer services to behave in a way that was not
the most effective.

Approach 3: require services to operate a content moderation system and
(where relevant) set out the factors to which they should have regard
when designing their content moderation systems and processes

12.35 This section examines whether Codes should require services to operate a content
moderation system and (where relevant) set out the factors to which services should have
regard when designing their content moderation systems and processes.

12.36 The benefits to this approach would be:

e  Raise standards — In comparison to a more prescriptive approach, a broader, more
flexible approach could encourage services to achieve compliance in innovative
ways, which could raise standards. Nevertheless, there are some drawbacks to
this, as highlighted under ‘scope’ below.

e Diversity of services — As there is no ‘one-size-fits-all’ approach to content
moderation, this approach would allow flexibility in how services choose to meet
the measures, allowing them to comply in a way that works for their individual
circumstances.

e  Flexibility - As this is less prescriptive than both approaches 1 and 2 (outlined
above), it would leave services with more flexibility to meet the measures in way
that is more proportionate and cost-effective for them. In some cases, services
may even already be compliant.

12.37 The drawbacks to this approach would be:
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e Scope —Services might not place appropriate weight on the factors they consider
in designing their content moderation systems and processes.

e  Clarity —there is a risk that this approach would not provide services with
sufficient regulatory certainty.

Choosing an approach

12.38

12.39

Each of the approaches set out above has advantages and disadvantages. On balance, our
provisional view is that the third approach would be generally more appropriate, although as
set out in in Chapter 14, we have identified some areas in which we consider we can and
should be more prescriptive.

We therefore propose that our general approach will be to leave services with flexibility as
to how to design their content moderation systems (rather than being prescriptive) but set
out the factors they should have regard to when considering how to design their systems.
We think that it is right to use this approach in most respects at this stage because:

e we do not currently have enough evidence to specify in detail every aspect of how
services should configure their content moderation systems and processes
(approach 1) or specify in detail the outcomes content moderation systems and
processes should achieve (approach 2). In addition, as stated earlier in this
chapter, there is no consensus approach to content moderation and different
approaches may be more appropriate in different circumstances. Notwithstanding
the risks we have identified with approach 3,, we provisionally consider it to be
appropriate at this stage. Taking a prescriptive and specific approach at this stage
would give rise to a substantial risk of regulatory failure and unforeseen
consequences. It could lead to significant disruption in the sector and potentially
to increased, rather than decreased, harm to users; and

e our preferred approach allows services greater flexibility on how to behave to
achieve compliance and allows services to comply with the measures in ways that
may be more proportionate and cost effective for them, while also still, where
relevant, setting out the important factors that services should take into account.
This is particularly beneficial in this context given the diverse range of services in
scope of the regulations and the fast-moving pace of technological development.

Relationship between Terms of Service and illegal content judgments in
content moderation

12.40

12.41

12.42

We recognise that many service providers will have designed their terms of service and
community guidelines to comply with existing laws in multiple jurisdictions and their own
commercial needs. For example, if a service has already decided that it wishes to remove all
sexual content, we do not think that compliance with the takedown duty creates a need for
that service to go on to make a potentially more complex judgement about whether the
content concerned amounts to intimate image abuse. The service could simply apply its
terms of service.

The Act allows for service providers to have different terms of service for UK users when
compared to users elsewhere in the world. In practice, where the Act requires content to be
taken down, this means taken down for UK users.

To accommodate these principles, we think service providers should have a choice: they may
either set about making illegal content judgements in relation to individual pieces of content
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12.43

12.44

for the express purpose of complying with the safety duties. In practice this would
necessarily give effect to terms of service the provider adopts under section 10(5) of the Act
(which set out how users are to be protected from illegal content). The alternative is that
they moderate illegal content by reference to provisions in their terms of service which
would be cast broadly enough to necessarily cover illegal content.

Services may become aware of suspected illegal content (as the Act defines it) in a variety of
ways. The Act governs its treatment of complaints by UK users and affected persons, which
we consider further in Chapter 16. In the same chapter, we also consider whether to
propose a means for entities with appropriate expertise and information (‘trusted flaggers’)
to report suspected illegal content to services. In Chapter 14, we identify the automated
content moderation (ACM) technology we propose to recommend with a view to identifying
further illegal content or suspected illegal content. Services may choose to use other kinds of
technology or human content moderators in order to identify suspected illegal content as
defined in the Act.

Having set out the general approach we propose to take to provisions regarding content
moderation, we now move on to consider the measures we will include in Codes.
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Content moderation systems

Options

12.45 We have considered the case for recommending six measures relating to content
moderation in our Codes of Practice:

a)

b)

c)

f)

Measure 1: All services should have in place content moderation systems or processes
designed to swiftly take down illegal content;

Measure 2: Services which are large or multi-risk should set internal content policies
having regard to at least the findings of their risk assessment and any evidence of
emerging harms on their service;

Measure 3: Services which are large or multi-risk should set performance targets for
their content moderation functions and measure whether they are achieving these.
These should include targets for both how quickly illegal content is removed and for the
accuracy of content moderation decisions. When setting performance targets services
should balance the desirability of taking illegal content down swiftly against the
desirability of making accurate moderation decisions.

Measure 4: Services which are large or multi-risk should have and apply policies on
prioritising content for review, having regard to at least the following factors: virality of
content, potential severity of content, the likelihood that content is illegal, including
whether it has been flagged by a trusted flagger.

Measure 5: Services which are large or multi-risk should resource their content
moderation functions so as to give effect to their internal content policies and
performance targets, having regard to at least: the propensity for external events to lead
to a significant increase in demand for content moderation on the service; and the
particular needs of its United Kingdom user base as identified in its risk assessment, in
relation to languages.

Measure 6: Large or multi-risk services should ensure their content moderation teams
are appropriately trained.

12.46 Below we consider the case for each of these measures in turn.

Measure 1: Having in place content moderation systems or
processes designed to swiftly take down illegal content

12.47 Services must have in place systems and processes to moderate illegal content in a way that
satisfies the requirements contained in the safety duties. To secure this outcome, service
providers must ensure these systems or processes are designed such that they remove
illegal content swiftly where they become aware of its presence on the service. We have
therefore considered including a measure in Codes stipulating that services should have
systems or processes designed to swiftly take down illegal content of which they are aware.
For this purpose, when a service has reason to suspect that content may be illegal content, it
should either:

make an illegal content judgement in relation to the content and, if it determines
that the content is illegal content, swiftly take the content down; or
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12.48

12.49

12.50

12.51

12.52

12.53

e where the provider is satisfied that its terms and conditions for the service
prohibit the types of illegal content defined in the Act which it has reason to
suspect exist, consider whether the content is in breach of those terms of service
and, if it is, swiftly take the content down.

The option we are considering in this section closely reflects the duty in section 10(3)(b) of
the Act (the ‘takedown duty’), which applies in respect of all regulated user-to-user services,
rather than to one or other particular type of them. Services must have “proportionate
systems and processes designed to, where the provider is alerted by a person to the presence
of any illegal content, or becomes aware of it in any other way, swiftly take down such
content”. However, the requirements remain inherently scalable depending on the service in
guestion and the circumstances.

The systems or processes that the service chooses to put in place must be designed in a way
that ensures illegal content of which the service is aware is removed swiftly. What counts as
“swift” removal of illegal content in a given case will depend on the circumstances.

The design of this option is not prescriptive as to whether services use wholly or mainly
human or automated content moderation processes. Note, however, that in Chapter 14, we
are proposing to make some more prescriptive recommendations for certain service
providers.

In sum, for the purposes of complying with the takedown duty in the Act, all service
providers would need to ensure their content moderation functions are designed to either:

a) make an illegal content judgement in relation to suspected illegal content and, if it
determines that content is illegal content, take the content down swiftly; or

b) where a service is satisfied that its terms of service prohibit the types of illegal content
defined in the Act which it has reason to suspect exist, consider whether the content is
in breach of those terms of service and, if it is, take the content down swiftly.

Accordingly, this option would involve including wording to this effect in our draft Codes. For
the avoidance of doubt, a content moderation system may adopt an approach that
combines the two processes described above.

Note that in Chapter 14 we make specific proposals which correspond to this proposed
measure for content detected using the ACM technology we propose to recommend. The
option that we consider here does not affect those proposed measures.

Costs and risks

12.54

12.55

12.56

The costs of this option will vary by service. For small services with low risks which have few
complaints, the costs could be low. Such services may have a process to assess all complaints
of illegal content as they arise and take down any illegal content, with the costs being low
because they receive few complaints.

For services with significant risks of illegal content, the costs could be considerable as the
volume of complaints could be high and the content moderation systems and processes may
need to be substantial.

However, we consider that the option outlined here is really the minimum that services
would need to adopt in order to determine complaints and meet what is a specific
requirement in the safety duty, albeit subject to a proportionality threshold, to take down
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illegal content of which they become aware. Incurring these costs is therefore necessary to
meet the requirements of the Act.

Rights impact

12.57

12.58

12.59

12.60

12.61

12.62

12.63

Content moderation is an area in which the steps taken by services as a consequence of the
Act may have a significant impact on the rights of individuals and entities - in particular, to
freedom of expression under Article 10 ECHR and to privacy under Article 8 of the European
Convention on Human Rights ('ECHR').

Articles 8 and 10 ECHR are ‘qualified’ rights, interference with which may be justified on
specified grounds, including relevantly the prevention of crime, the protection of health and
morals, and the protection of the rights of others.

In considering whether impacts on these rights are proportionate, our starting point is to
recognise that Parliament has determined that services should take proportionate steps to
protect users from illegal content. They must, in particular, take proportionate steps to
secure that such content is taken down when the service becomes aware of it. Parliament
has also identified a series of offences as ‘priority offences’ in this context.

We therefore take it that a substantial public interest exists in measures which aim to
reduce the prevalence and dissemination online of priority illegal content. That public
interest relates to each of the prevention of crime, the protection of health and morals, and
the protection of the rights of others.

The detection and removal of illegal content acts directly to prevent crime in a number of
ways, such as by deterring users from posting such illegal content. It may prevent other
users from accessing it (and so potentially committing further offences either because
accessing the content is itself an offence, or because the content encourages or assists in the
commission of offences). It similarly acts to protect public morals, including by preventing
users inadvertently encountering illegal content online.

The removal of some kinds of illegal content also acts directly to protect the rights of victims,
for example those depicted in CSAM or content that amounts to intimate image abuse. This
sort of content causes ongoing harm to victims from knowing that the material continues to
circulate online (or in some cases themselves viewing that material), or from being identified
by persons who have viewed that material. Its removal protects victims' rights under Article
8 ECHR and protects victims' personal data.

We consider the potential impacts on users' freedom of expression and privacy in this light.

Freedom of expression

12.64

An interference with the right to freedom of expression must be prescribed by law and
necessary in a democratic society in pursuit of a legitimate interest. In order to be
‘necessary’, the restriction must correspond to a pressing social need, and it must be
proportionate to the legitimate aim pursued. Potential interference with users’ freedom of
expression arises where content is taken down because the service considers it to be illegal
content, particularly if that judgement is incorrect. As set out above, however, our starting
point is that Parliament has determined that services should take proportionate steps to
protect UK users from illegal content. Of course there is some risk of error in them doing
this, but that risk is inherent in the scheme of the Act.
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12.65

12.66

12.67

12.68

12.69

12.70

Services have incentives to limit the amount of content that is wrongly taken down, to meet
their users’ expectations and to avoid the costs of dealing with appeals.

In addition, there could be a risk of a more general ‘chilling effect’ if users were to avoid use
of services which have implemented a more effective content moderation process as a
result of this option. However, we do not consider that any such effect would be significant,
given that many UK users already use services which have implemented content moderation
processes.

A greater interference would arise if the service, because of the Act, chose to adopt terms of
service which defined the content it prohibited more widely than is necessary to comply
with the Act. However, it remains open to services as a commercial matter (and in the
exercise of their own right to freedom of expression), to prohibit content that is not or might
not be illegal content, so long as they abide by the Act. Nothing in this option asks that
services take steps against any content other than illegal content. Services have incentives to
meet their users’ expectations in this regard, too.

The duty for services to treat illegal content appropriately is a function of the Act, and not of
this measure. This option is designed in a way that is not prescriptive about how illegal
content is to be moderated, just that the provider’s systems or processes are designed such
that they remove illegal content swiftly where they become aware of its presence on the
service. It does not involve services taking any particular steps in relation to content of
which they are not aware.

Impacts on freedom of expression could in principle arise in relation to the most highly
protected forms of content, such as religious or political expression, and in relation to kinds
of content that the Act seeks to protect, such as content of democratic importance and
journalistic content. However, we consider there is unlikely to be a systematic effect on
these kinds of content.

Where a service takes down content on the basis that it is illegal content, complaints
procedures operated pursuant to section 21(2) of the Act allowing for the user to complain
and for appropriate action to be taken in response may also mitigate the impact on their
rights to freedom of expression.*°

Privacy

12.71

12.72

12.73

An interference with the right to privacy must be in accordance with the law and necessary
in a democratic society in pursuit of a legitimate interest. Again, in order to be ‘necessary’,
the restriction must correspond to a pressing social need, and it must be proportionate to
the legitimate aim pursued.

Insofar as services use automated processing in content moderation, we consider that any
interference with users’ rights to privacy under Article 8 ECHR would be slight. Such
processing would need to be undertaken in compliance with relevant data protection
legislation (including, so far as the UK GDPR applies, rules about processing by third parties
or international data transfers).

Review of suspected illegal content by human moderators, including those employed by a
contracted third party, involves more significant potential impacts on privacy both of the
user and persons mentioned or depicted in the content. However, that review (and the

>0 See Chapter 16 (Reporting and complaints).
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12.74

12.75

12.76

12.77

12.78

associated interference) is for the purpose of ensuring illegal content is taken down
accurately for the purpose of the safety duty.

Interference with users' or other individuals' privacy rights may also arise insofar as the
proposed measure would lead to reporting to reporting bodies or other organisations in
relation to illegal content. In particular, section 67 of the Act makes provision which (when
brought into force) will require providers of regulated U2U services to report detected and
unreported CSEA content to the Designated Reporting Body housed in the NCA (as further
specified in the Act and to be specified in regulations made by the Secretary of State under
section 68 of the Act). Providers may also have obligations to report CSEA content in other
jurisdictions, or may have voluntary arrangements in place. For example, US providers are
obliged to report to NCMEC under US law when they become aware of child sexual abuse on
their services.

In part, any such interference results from the duties created by the Act or by existing
legislation in other jurisdictions. In particular, where users or other individuals are correctly
reported pursuant to the Act because they are suspected of committing the offence related
to the CSEA content, any interference with their rights is prescribed by the relevant
legislation and, in enacting the legislation Parliament has already made a judgement that
such interference is a proportionate way of securing the relevant public interest objectives.

However, we have considered the extent to which the inclusion of this measure in our Codes
of Practice as a recommended measure for the purpose of complying with providers' illegal
content safety duties might give rise to additional interference.

Errors in content moderation decisions, whether made by automated technology or by
humans, could result, in effect, in individuals being incorrectly reported to reporting bodies
or other organisations, which would represent a potentially significant intrusion into their
privacy. It is not possible to assess in detail the potential impact of incorrect reporting of
users: the number of users affected would depend on what systems and processes the
service implemented.

However, we do not consider it proportionate to expect all services, including very low risk,
small and micro-businesses, to build in extra systems and processes to avoid accidental
incorrect reporting to reporting bodies. (We consider what more might be needed for larger
and riskier services below.) Reporting bodies have processes in place to triage and assess all
reports received, ensuring that no action is taken in cases relating to obvious false positives.
These processes are currently in place at NCMEC and will also be in place at the Designated
Reporting Body in the NCA, to ensure that investigatory action is only taken in appropriate
circumstances.

Provisional conclusion

12.79

12.80

All services must have proportionate systems and processes designed to take down illegal
content swiftly. Our proposed approach is to recommend that all services operate these
systems and processes, but without specifying how content is removed.

We are provisionally recommending that all regulated U2U services should have systems or
processes designed to take down illegal content of which they are aware swiftly. For this
purpose, when a service has reason to suspect that content may be illegal content, it should
either:
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12.81

12.82

12.83

a) make an illegal content judgement in relation to the content and, if it determines that
the content is illegal content, take the content down swiftly; or

b) where the provider is satisfied that its terms and conditions for the service prohibit the
types of illegal content defined in the Act which it has reason to suspect exist, consider
whether the content is in breach of those terms of service and, if it is, take the content
down swiftly.

The costs of this measure will vary by service. Regardless of the level of the costs for a
particular service, we consider this measure proportionate. This is because we see having
content moderation systems or processes in place that are designed to take down illegal
content swiftly as being necessary to meet the requirements of section 10(3)(b) of the Act. If
it is necessary to meet those requirements, it must be a proportionate way to meet the
requirements.

Overall, we consider that the impacts of this proposed measure on users’ rights to freedom
of expression under Article 10 ECHR, and to privacy under Article 8 ECHR are justified by the
substantial public interest in the prevention of crime, the protection of health and morals,
and the protection of the rights of victims and children that this proposed measure is
designed to achieve, and are proportionate to the anticipated benefits of the measure from
reducing the prevalence and dissemination of illegal content. We also do not consider that
there is a less intrusive way of achieving these aims.

In line with the analysis above, we propose to recommend that our lllegal Content Codes of
Practice on Terrorism, CSEA and other duties, contain this measure.

Measure 2: Services which are large or multi-risk should
set internal content policies having regard to at least the
findings of their risk assessment and any evidence of
emerging harms on their service

Effectiveness

12.84 Content policies often exist in two forms: external and internal. External content policies are

publicly available documents aimed at users of the service which provide an overview of a
service’s rules about what content is allowed and what is not. These are often in the form of
terms of service and/or community guidelines. Internal content policies are usually more
detailed versions of external content policies which set out rules, standards or guidelines,
including around what content is allowed and what is not, as well as providing a framework
for how policies should be operationalised and enforced. Once internal content policies are
set, they can be used as a guide for enforcement by content moderators and other relevant
teams, as well as designers of automated systems to assist in identifying potential content
breaches.”?

>1 Alan Turing Institute, 2021. Understanding online hate: VSP Regulation and the broader context; Meta,
2021. What's Allowed on Our Platforms? Find Out in Episode 2 of Video Series, Let Me Explain. [accessed 3
August 2023]; Twitch, 2022. Transparency Report. [accessed 3 August 2023]; Trust and Safety Professional
Association, no date. Policy Development. [accessed 3 August 2023]; Khoury College at Northeastern
University, no date. Content Moderation Techniques. [accessed 3 August 2023]; Twitter, no date. Our
approach to policy development and enforcement philosophy. [accessed 3 August 2023]; Bumble, no date.
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12.85 Evidence from industry stakeholders suggests that there is a broad consensus that setting
internal content policies is a necessary first step to establishing an effective content
moderation system for some services. For example, several large and medium platforms
publicly state that content policies play a key part in keeping users safe online.>? There is a
strong in-principle argument that where services are larger or higher risk and therefore need
to moderate large volumes of diverse content, it is important that they have clear content
moderation policies in order to ensure consistency, accuracy and timeliness of decision
making.

12.86 This suggests that for large or risky services the existence of internal content policies is a
pre-condition for moderating content effectively. Given the evidence we have presented
above on the role content moderation plays in reducing harm, we therefore consider that a
measure recommending large services or services that face significant risks set internal
content policies would result in material benefits.

12.87 We also consider that there would be significant benefits in recommending that services
have regard to at least their risk assessments and evidence of emerging harms when setting
their policies. Both of these data sources would provide evidence about the challenges
services’ content moderation functions face. It is reasonable to infer that such data would
enable services to make higher quality decisions about what to put in their internal content
moderation policies. This should improve the quality of these policies and by extension
improve the performance of services’ content moderation systems, thereby reducing harm
to users.

Costs and risks

12.88 Services that do not currently have internal content policies would incur the costs of
developing them. This could take a small number of weeks of full-time work and involve
legal, regulatory, as well as different ICT staff, and online safety/ harms experts. In some
cases, services may use external experts which could increase costs. Agreeing new policies
may also take up senior management’s time which would add to the upfront costs. For most
services we expect these costs to be in the thousands of pounds, although larger/riskier
services may require more complex content policies which may increase costs. In addition
there may be some small ongoing costs to ensure these policies remain up to date over
time.

Rights impact

Freedom of expression

12.89 The reasoning on the right to freedom of expression set out in relation to Measure 1 above
applies equally to this option.

Guidelines. [accessed 3 August 2023]; Discord, no date. Discord Community Guidelines. [accessed 3 August
2023]; Niantic, no date. Niantic Player Guidelines. [accessed 3 August 2023]; Roblox, no date. Safety & Civility
at Roblox. [accessed 3 August 2023]; TikTok, no date. Community Guidelines. [accessed 3 August 2023];
YouTube, no date. How does YouTube manage harmful content? [accessed 3 August 2023].
52 TikTok, 2019. Creating Policies for Tomorrow's Content Platforms. [accessed 3 August 2023]; YouTube, 2019.
The Four Rs of Responsibility, Part 1: Removing harmful content. [accessed 3 August 2023]; Meta, 2020.
Facebook’s response to Australian Government consultation on a new Online Safety Act. [accessed 3 August
2023]; Mid-Sized Platform Group, 2022. Mid-Sized Platform Group — Online Safety Bill Recommendations.
[accessed 3 August 2023]; Twitter, no date. The Twitter Rules. [accessed 3 August 2023].
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12.90

12.91

12.92

This option is designed in a way that does not tell services how to moderate illegal content,
just that there are internal content policies outlining how to moderate it.

There is some risk that in writing their policies, services which align their terms and
conditions with the definition of illegal content in the Act may over-generalise in a way
which leads to over moderation. However, we consider that this risk arises equally if we
were to not propose this option, since content moderators operating without any internal
guidance may also over-generalise or be overly cautious.

Where services are likely to be dealing with large volumes of content, the process of
considering these matters in advance and preparing a policy would tend to improve internal
scrutiny, and improve the consistency and predictability of decisions, in a way which we
think would also tend to protect users’ rights to freedom of expression.

Privacy

12.93

12.94

12.95

To the extent that, in setting content policies, services describe or define the content they
are prohibiting in a way which involves reference to information in respect of which a user
would have a reasonable expectation of privacy, or to personal data, users’ rights in relation
to these would be engaged.

However, that review (and the associated interference) is for the purpose of ensuring illegal
content is taken down accurately for the purpose of the safety duty.

Where services are likely to be dealing with large volumes of content, the process of
considering these matters in advance and preparing a policy would tend to improve internal
scrutiny, and improve the consistency and predictability of decisions, in a way which we
think would also tend to protect users’ privacy and personal information rights.

Provisional conclusion

12.96

12.97

Multi-risk services pose significant risks to their users. We consider that the benefits of
applying this measure to them are therefore likely to be material. Our analysis suggests that
for services that face significant risks, the presence of internal content policies is an
important part of an effective content moderation systems which reduces harm to users.
Such services are unlikely to be able to moderate content effectively without such policies.
As we have explained, the absence of effective content moderation materially increases the
risks of illegal content being disseminated on services. At the same time, the costs of this
measure are likely to be relatively small for many multi-risk services. We therefore consider
that it would be proportionate to apply the measure to all multi-risk services.

The benefits of recommending this proposed measure to large services with low risks of
illegal harm would not be as great, as there would be less scope to reduce harms from illegal
content. However, we still consider that having internal content moderation policies in place
for such services will still have important benefits for users. This is partly because such
services have the potential to affect a lot of users, and also because the nature of illegal
content can change over time meaning that even if a large U2U service is low risk currently,
this could change in the future. We anyway anticipate that large services will generally
identify themselves as multi-risk, as their large reach tends to increase the impact of any
illegal content. We also note that many large services are likely to have content policies in
place already and, if they do not, are likely to have sufficient resources to develop them. We
therefore consider that it would be proportionate to apply this measure to large services
with low risks.
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12.98 We are not proposing to recommend this measure for smaller and lower risk services. We
consider the benefits of an internal content moderation policies are likely to be materially
smaller for services which are neither large nor face material risks. They are unlikely to face
large volumes of content they need to assess. So even though the costs of this measure are
low, we do not propose to recommend it for such services.

12.99 In light of the analysis above we propose that our Codes should recommend that large
services and multi-risk services should set internal content moderation policies having
regard to at least the findings of their risk assessment and any evidence of emerging harms
on their platform.

12.100 In line with the analysis above, we propose to recommend that our lllegal Content Codes of
Practice on Terrorism, CSEA and other duties, contain this measure.

Measure 3: Services which are large or multi-risk should
set performance targets for their content moderation
functions

Effectiveness

12.101 We have considered the case for recommending the following measure:

a) Services which are large or multi-risk should set performance targets for their content
moderation functions and track whether they are meeting these. These should include
targets for both how quickly illegal content is removed and for the accuracy of content
moderation decisions. When setting targets services should balance the need to take
illegal content down swiftly against the need to make accurate moderation decisions.
They should measure their performance against their targets.

12.102 We understand that many services set performance targets for the operation of their
content moderation functions and measure whether they are achieving these. For example,
in response to the 2022 Illegal Harms Call for Evidence, OnlyFans told us that, within two
minutes an attempted upload, all content is triaged by automated technologies, and
reviewed by human moderators in the pre-check team, and that all content that passes this
initial review is then also reviewed by a human content moderator within 24 hours of being
posted onto the platform.>* [CONFIDENTIAL 3<].**

12.103 We consider that setting performance targets and measuring whether they are achieving
these is likely to deliver important benefits. Where services are clear about the content
moderation outcomes they are trying to achieve and measure whether they are achieving
them, it stands to reason that they will be better able to plan how to configure their systems
to meet these goals and better able to optimise the operation of these systems.

12.104 The importance of measuring performance against targets is reinforced by the evidence we
have collected from stakeholders. A number of stakeholders, in response to the 2022 lllegal
Harms Call for Evidence, stressed the importance of reviewing the performance of content
moderation systems, including BSR, Global Partners Digital and the Ombudsman Services
Internet Commission, with the latter noting that, "Moderators and automated processes can

>3 OnlyFans, 2022. OnlyFans response to the 2022 lllegal Harms Call for Evidence.
>4 [CONFIDENTIAL X<].
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remove too much or too little content. Holding regular quality assurance sessions where a
sample of decisions can be checked, and feedback could be provided particularly on
contentious issues should be part of a running dialogue in the organisation." This is also
reflected by some other civil society organisations, including the Santa Clara Principles and
the Trust & Safety Professional Association.

12.105 Consistent with the general approach described earlier in this chapter, we do not propose to
stipulate what the performance targets services should set. However, under the option we
are looking at we would propose that at a minimum these should include targets relating to
the time within which services review or remove illegal content and targets relating to the
accuracy of content moderation decisions.

12.106 Some services record a wide range of metrics in relation to content moderation systems and
processes. While many services record the same or similar metrics, there is considerable
variation in precise definitions and naming conventions. The Trust & Safety Professional
Association (TSPA) draws together these various metrics into five broad categories:
enforcement volume metrics;>> time-based metrics;>® quality metrics;>” appeals metrics;>®
and other metrics.*®

12.107 We consider that there would be important benefits to services setting both time based and
quality/accuracy based targets for their content moderation teams and having regard to the
desirability of striking a balance between timeliness and accuracy of decision making when
setting their performance targets. Users are only protected if decisions are made in a timely
way. Therefore there is a clear benefit to services having regard to the need for timely
review of potentially harmful content when setting their performance targets. At the same
time, accuracy of decision making is also important and there is a strong case that a focus on
speed of decision making should be balanced with a focus on accuracy. A disproportionate
focus on speed of content removal could lead to pressure on systems which results in poorer
quality decisions, which in turn could lead to a decrease in accuracy. This is an issue that has
already been levelled against some services. As Global Partners Digital noted in its response
to our Call for Evidence, "simplistic quantitative targets" such as time limits, "prioritise
guantity over quality of decisions, overlook the complexity of certain cases, and prevent
moderators from researching necessary context or information before making their

>> ‘Enforcement Volume Metrics’ represent counting events that are part of the moderation process, such as
capturing the volume of content flagged for review, the volume of content closed by a service’s content
moderation system, and the number of instances where a moderation action was taken. Trust & Safety
Professional Association, no date. Metrics for Content Moderation. [accessed 3 August 2023].

6 ‘Time Based Metrics’ are based on the amount of time taken to perform various parts of the content
moderation process, such as review time, response time, removal time and time to action, i.e. the time
between content being uploaded or created and a completed decision about whether the content is violating.
Trust & Safety Professional Association, no date. Metrics for Content Moderation. [accessed 3 August 2023].
>7 ‘Quality Metrics’ are generally based on re-checks of previous reviews by either the existing review teams,
subject matter experts, or dedicated quality reviewers. Trust & Safety Professional Association, no date.
Metrics for Content Moderation. [accessed 3 August 2023].

8 ‘Appeals Metrics’ involve re-checks of previous reviews by either the existing review teams, subject matter
experts, or dedicated quality reviewers based on appeals, such as overturns and overturn rate, successful
appeal rate, and time to resolution. Trust & Safety Professional Association, no date. Metrics for Content
Moderation. [accessed 3 August 2023].

%9 ‘Other Metrics’ tend to be less directly tied to day-to-day operational decisions, such as prevalence, cost and
impressions. Trust & Safety Professional Association, no date. Metrics for Content Moderation. [accessed 3
August 2023].

39


https://www.tspa.org/curriculum/ts-fundamentals/content-moderation-and-operations/metrics-for-content-moderation/
https://www.tspa.org/curriculum/ts-fundamentals/content-moderation-and-operations/metrics-for-content-moderation/
https://www.tspa.org/curriculum/ts-fundamentals/content-moderation-and-operations/metrics-for-content-moderation/
https://www.tspa.org/curriculum/ts-fundamentals/content-moderation-and-operations/metrics-for-content-moderation/
https://www.tspa.org/curriculum/ts-fundamentals/content-moderation-and-operations/metrics-for-content-moderation/
https://www.tspa.org/curriculum/ts-fundamentals/content-moderation-and-operations/metrics-for-content-moderation/

decisions". Google noted similar concerns in relation to NetzDG and also in its response to
the Australian Government's Consultation on Online Safety Reforms.

Costs and risks

12.108

12.109

12.110

Services will incur one-off costs in designing and setting up suitable performance metrics
and targets. This may involve one-off system changes, for example, to determine how long
and how many views there have been of content that is subsequently found to be illegal, or
for tracking the time between when content is reported and when it is assessed or taken
down if found to be violative. There would also be ongoing costs. This would include data
storage costs. More significantly, to assess the accuracy of content moderation decisions,
services are likely to need to take a sample of those decisions and re-assessing them. There
could therefore also be significant on-going costs from this measure.

We are not able to quantify these costs with any precision. They would depend in part on
the complexity of the targets services set and the volume of content that was assessed.

There is a risk that setting performance targets could give rise to perverse incentives. For
example, in principle there is a risk that unduly rigid targets could cause services to make
sub-optimal decisions about which pieces of content to prioritise for review. However, we
consider that our proposal is structured in such a way as to substantially mitigate this risk,
given that we are allowing services flexibility for how to structure their targets and have
explicitly set out that services should balance speed and accuracy of decision making.

Rights impact

12.111

12.112

12.113

Our assessment of the rights impacts associated with Measure 1 also applies to this option in
that moderating content can infringe users’ rights to both free expression and privacy. The
risks to both can be increased by the addition of performance targets. A performance target
relating to speed can cause moderators to try to take decisions quickly, increasing the risk of
error and impacts on freedom of expression. A performance target relating to accuracy
could, in some cases, incentivise moderators to seek to review more content than they need
to, to be more sure that decisions are correct.

However, this option is designed to cause services to balance the need to take illegal content
down swiftly with the need to make accurate moderation decisions. In particular, it does not
specify a time within which decisions must be made, so the option should not put pressure
on moderators to act so fast as to put users' rights to freedom of expression at risk.

The risks to privacy set out in relation to Measure 1, arising from the possibility that services
may report detected illegal content to reporting authorities, are particularly acute where
services are likely to be moderating content in large volumes. Whether automated
technology is used, turnover of moderation staff, time pressures, seniority and experience of
the person concerned can all affect the likelihood of error. We consider that the setting and
monitoring of accuracy targets as a part of this option, also acts as a safeguard for users'
rights to freedom of expression.

Provisional conclusion

12.114 For services that have material volumes of content to assess, we consider there would be

important benefits from setting performance targets for their content moderation functions
and tracking whether they are met. As we explain above, we consider that services that

follow this measure are more likely to operate effective content moderation systems. As we
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12.115

12.116

12.117

12.118

have shown, the evidence suggests that effective content moderation plays a hugely
important role in mitigating the risk of harm to users meaning the measure would have
important benefits. As with measure 2, these benefits will be greatest for services that are
either large or multi-risk.

The costs of this measure are somewhat unclear. However, on balance, we consider that
even in the context of this uncertainty, the benefits are likely to be sufficiently important to
justify this proposal for large services and multi-risk services given the fundamental role
effective content moderation plays in protecting users from harm. That this proposed
measure is proportionate is also consistent with Ofcom not proposing to be prescriptive on
the details of the performance targets set or how they are achieved. This leaves scope for
services to tailor these targets according to the risks they identify and the specific operation
of their services. This flexibility helps ensure that services can design performance targets
and systems that are proportionate. Moreover, the measure is in line with common practice
in industry and any concerns about cost are mitigated by the fact that we are only targeting
it at large services and multi-risk services.

We are not proposing to recommend this measure for smaller and lower risk services,
because it is less clear the benefits are great enough given the lower volume of content such
services need to assess.

We therefore propose that our Codes should recommend that:

a) Services which are large or multi-risk should set performance targets for their content
moderation functions and track whether they are meeting these. These should include
targets for both how quickly illegal content is removed and for the accuracy of content
moderation decisions. When setting targets services should balance the desirability of
taking illegal content down swiftly against the desirability of making accurate
moderation decisions. They should measure their performance against their targets.

In line with the analysis above, we propose to recommend that our lllegal Content Codes of
Practice on Terrorism, CSEA and other duties, contain this measure.

Measure 4: Services which are large or multi-risk should
have and apply policies on prioritising content for review

12.119 Below we set out our analysis of the case for recommending the following measure in codes:
a) Measure 4: Large or multi-risk services should have and apply policies on prioritising
content for review. In setting the policy, the provider should have regard to at least the
following factors: virality of content, potential severity of content, the likelihood that
content is illegal, including whether it has been flagged by a trusted flagger.
Effectiveness
12.120 Given the immense amount of content posted on them, large U2U services often get huge

volumes of content flagged to them as potentially illegal or otherwise harmful. Smaller
multi-risk services, too, are likely to have many different types of content to moderate at
once. This means both types of service face difficult decisions about what content to
prioritise for review. The decisions they take about what content to prioritise can have a
material impact on the amount of harm a piece of illegal content does to people. For
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example, if a service chooses to review a series of relatively minor pieces of illegal content
which were not viewed by many (or any) people, before it reviewed a piece of extremely
harmful illegal content that was being viewed by large numbers of people, this decision
would result in significant harm to users.

12.121 Many services use systems and processes to help them prioritise content for review.
Services dealing with content moderation on a large scale do not typically review content in
chronological order but consider a range of factors, including: the virality of the content, its
severity, and the circumstances surrounding it becoming known to the platform (for
example, whether or not as a consequence of a user report or other complaint).®°

12.122 Our ‘Content moderation in user-to-user online services’ report found that Facebook and
YouTube both prioritise content that is expected to attract significant viewing.®* Additionally,
Facebook prioritises items based on how confident an algorithm is that moderators will
agree that the content is violative and also on the ‘severity’ or ‘egregiousness’ of a
suspected violation — arguably linked to the degree of harmfulness. However, one side effect
of this is that relatively less popular or less harmful items may remain available for long
periods of time.®?

12.123 Prioritising content also relies on services making trade-offs between a number of important
goals, including harm reduction, users’ freedom of expression, and user experience. We
currently think services are usually best placed to make these decisions based on their
individual needs, although in Chapter 14 we set out some specific content detection
processes which we consider ought to be established.

12.124 We consider that where a service adopts a prioritisation framework which considers the
factors listed above (as well as other factors they identify as relevant) this is likely to result in
high quality decisions about what content to prioritise for review. Logically, we would expect
this to result in a material reduction in harm to users compared to a counterfactual in which
services simply reviewed complaints in a chronological order, thereby delivering significant
benefits. The benefits of having such a framework would likely be materially smaller for
services which are neither large nor face material risks. This is because they are likely to
receive materially fewer complaints for review.

12.125 We explain below why each of the prioritisation criteria covered by our option are important
and relevant:

Virality of content

12.126 Virality is a term used to describe the degree to which online content spreads easily and/or
quickly across many online users, alongside how much engagement and/or views a piece
content receives (i.e. ‘shares’, ‘likes’, views’, etc.).

12.127 If illegal content is going viral, i.e. reaching a higher number of users than is typical within a
given timeframe, it has the potential to cause harm to larger audiences. The purpose of the

60 Cambridge Consultants, 2019. Use of Al in Content Moderation. [accessed 3 August 2023]; Meta, 2020. How
We Review Content. [accessed 3 August 2023]; Google, 2020. Information quality and content moderation.
[accessed 3 August 2023]; Meta, 2022. How Meta Prioritises Content for Review. [accessed 3 August 2023];
[CONFIDENTIAL X<].

61 Ofcom, 2023. Content moderation in user-to-user online services: An overview of processes and challenges,
p.7. [accessed 25 September 2023].

62 Ofcom, 2023. Content moderation in user-to-user online services: An overview of processes and challenges,
p.20. [accessed 25 September 2023].
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Act is to make the use of regulated internet services safer for individuals in the United
Kingdom.®® We therefore provisionally think services will achieve better outcomes for users
if they have regard to virality when prioritising content.

12.128 We know that several of the larger services consider ‘virality’ of content when prioritising
content for review, including both the ‘likely’ virality and ‘actual’ virality.®*

12.129 However, we note that it is important to balance virality alongside other factors, including
those listed here, as prioritising virality alone may mean other harms are missed. For
example, CSAM does not typically go viral but is high-severity content. Similarly, content
constituting harassment and threats or intimate image abuse may be targeted at an
individual and may not go viral, but can be high-severity for the individual concerned — this
can be particularly harmful to women and girls.

12.130 It should also be noted that some services in the 2022 lllegal Harms Call for Evidence, such
as OnlyFans, told us they design their platforms so that content cannot go viral.®
Nevertheless, services may still need to consider how quickly content is spreading or how
many views/how much engagement a piece of content is receiving.

Severity of content, including whether it is likely to relate to a priority
illegal harm

12.131 We know that several services already consider the severity (or egregiousness) of harm
when prioritising content for review.®® Some harms may be considered to have higher
severity than others, such as those that have a degree of immediate direct harm compared
to those that do not. For example, the immediacy of livestreamed illegal content, such as
terrorist attacks, may require real time moderation, or moderation that is faster than non-
livestreamed content, so it may be appropriate to prioritise these.®” All else being equal,
services reviewing and removing high severity illegal content promptly is likely to reduce
harm to people in the UK.

12.132 However, even within certain harms, there may be degrees of severity that need to be
considered. For example, in its report into online hate, the Alan Turing Institute noted that
“different types of online hate inflict different degrees and types of harm”. With this in
mind, it might be that services focus on the potential severity or impact of harm to help
them prioritise content for review, so when they come to review it they can carefully
consider other concerns, such as context, freedom of expression, etc.%®

12.133 Inresponse to the 2022 lllegal Harms Call for Evidence, Refuge provided examples of
children and women who have suffered online abuse waiting months or years for any action
to be taken, if it is taken at all. It cited its research which showed that “survivors are

63 Section 1(1) of the Act.

%4 Meta, 2020. How We Review Content. [accessed 3 August 2023]; Ofcom, 2023. Content moderation in user-
to-user online services: An overview of processes and challenges.

% OnlyFans, 2022. OnlyFans response to the 2022 lllegal Harms Call for Evidence. [CONFIDENTIAL 3<].

66 Ofcom, 2023. Content moderation in user-to-user online services: An overview of processes and challenges.
[accessed 25 September 2023].

67 Christchurch Call, no date. The Christchurch Call to Action. [accessed 25 August 2023].

%8 The Alan Turing Institute, 2022. The Alan Turing Institute response to lllegal Harms Call for Evidence.
[accessed 25 August 2023].
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experiencing tech abuse for extended periods of time. On average, survivor survey

respondents endured tech abuse for at least six months.”®

12.134 ‘Severity’ is also one of the three factors the UK Government used to determine its list of
priority illegal offences and services should therefore consider these offences as high-
severity.’? However, services may determine that harms outside the list of priority illegal
offences have a high-severity on their platform and should be prioritised in some
circumstances — for example, Ofcom will be consulting in due course on content likely to be
harmful to children.

The likelihood that content is illegal, including whether it has been flagged
by a trusted flagger

12.135 All else being equal, prioritising content for review where the signals available to the service
suggest that there is a high likelihood that it is illegal should increase the speed with which
illegal content is removed, thereby reducing harm to users. Reasons to suspect that content
is illegal can arise in a number of different ways. Most obviously, users may complain about
it. Their reports are likely to be the first and a very valuable way in which services may find
out about illegal content, particularly for those services which are not making extensive use
of proactive detection methodologies. However, we recognise that users are not always very
good at correctly identifying breaches of services’ content policies.”*

12.136 Dedicated reporting channels (DRCs), used by trusted flaggers’? and Internet Referral
Units’3, are sometimes used by services to flag potentially illegal or violative content for
review.

12.137 Trusted flaggers can include internal teams, law enforcement, public sector organisations,
civil society and private entities, and can offer particular expertise in notifying the presence
of potentially illegal content on their website, which may result in higher quality flags or
reports and potentially swifter removal of illegal content.” In Chapter 16 we consider
whether to recommend that services establish a DRC for certain trusted flaggers relating to
fraud.

12.138 Complaints are already commonly used to help prioritise content for review, and they can
potentially flag illegal content that other content moderation functions may have missed.
Where services have DRCs in place, the fact that a complaint comes from a trusted flagger or

69 Refuge, 2022. Refuge response to the 2022 lllegal Harms Call for Evidence.

70 Department for Digital, Culture, Media & Sport, Home Office, The Rt Hon Nadine Dorries MP, and The Rt
Hon Priti Patel MP, 2022. Online safety law to be strengthened to stamp out illegal content. [accessed 2 August
2023].

1 For example, Trustpilot’s 2021 transparency report says that only 12.4% of consumer user reports in 2021
were deemed to be accurate. Trustpilot, 2021. Trustpilot Transparency Report. [accessed 26 September 2023];
Reddit’s 2021 transparency report showed that there were 31.3m user reports and it acted on 6.27% of these;
the rest were duplicate reports, already actioned, or for content which did not violate its rules. Reddit, 2021.
Transparency Report 2021. [accessed 26 September 2023].

2 Trusted flaggers are individuals, NGOs, government agencies, and other entities that have demonstrated
accuracy and reliability in flagging content that violates a platform’s Terms of Service. As a result, they often
receive special flagging tools such as the ability to bulk flag content.

3 Internet Referral Units are government-established entities responsible for flagging content to internet
platforms that violates the platform’s Terms of Service. Examples include the EU Internet Referral Unit (EU
IRU) and the UK’s Counter Terrorism Internet Referral Unit (CTIRU).

74 European Commission, 2017. Tackling Illegal Content Online: Towards an enhanced responsibility of online
platforms. [accessed 8 August 2023].
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12.139

another expert body is of obvious relevance in determining what priority to give it as, all
other things being equal, such complaints are likely to be accurate and to reflect the trusted
flagger’s assessment of harm. They have significant potential to reduce harm to users.

In Chapter 14, we consider certain kinds of automated technology which are associated with
a high likelihood that content they identify is illegal. Services may use other kinds of
detection, whether human or automated, to identify content as suspected illegal content
with varying degrees of certainty. The likelihood that the content is illegal is self-evidently
relevant to whether further review is needed and how quickly it should take place.

Costs and risks

12.140

12.141

The creation of a prioritisation framework would not in and of itself have an impact on the
overall amount of content flagged to services as potentially illegal. However, there would be
costs of designing and applying the prioritisation policy. The largely one-off costs of
designing the prioritisation policy may take a small number of weeks of full-time work and
involve legal, regulatory, as well as different ICT staff, and online safety/ harms experts, and
agreeing the policy would likely need input from senior management. Applying that
prioritisation policy could require system changes. For example, this might involve ensuring
the virality of content is taken into account when content is reviewed by content
moderators and ensuring that content from trusted flaggers is suitably prioritised. There
may be material one-off costs in making these changes. There are likely to be some smaller
ongoing costs in ensuring that the prioritisation policy is still reflected in system design, and
in reviewing it when appropriate. These costs are mitigated by the proposed measure not
specifying exactly how services should prioritise content, giving services some flexibility in
what they do.

As the amount of content reviewed may not change, it is not clear that establishing a
framework for prioritising what content they review having regard to the criteria set out
here would impose other material ongoing content moderation costs on services compared
to a counterfactual in which they simply reviewed complaints chronologically. Indeed, to the
extent that services do not do this already, having a clear prioritisation framework may help
them deploy their resources more efficiently.

Rights impact

12.142

Our assessment of the rights impacts associated with having a content moderation function
is set out above in relation to Measure 1. We do not consider that setting and applying a
prioritisation policy would necessarily have any additional impacts on those rights. To the
extent that it meant that harm would be a factor in services’ decision making and that more
users were better protected against harm, it is likely to result in a more proportionate
approach to content moderation by the service, and therefore tend to safeguard users’
rights.

Provisional conclusions

12.143 For services that have a large quantity of potentially illegal content to review, there are likely

to be significant benefits from prioritising that review in the way we propose, to reduce the
harm from illegal content. While there are likely to be one-off costs of establishing a
prioritisation system, we have not identified any large ongoing costs associated with the
option. We consider that the benefits of adopting a prioritisation framework are sufficiently
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12.144

12.145

12.146

important to justify the costs of doing so. This view is reinforced by the fact that our analysis
suggests a number of services already use prioritisation frameworks of this sort. This is
consistent with the costs being proportionate for those services. As the proposed measure
does not specify exactly how services should prioritise content, services have some flexibility
to shape their approach to be proportionate to the risk that are on their service.

We therefore propose to recommend that large or multi-risk services should have and apply
policies on prioritising content for review. In setting its policy, a service should have regard
to at least the following factors: virality of content, potential severity of content, the
likelihood that content is illegal, including whether it has been flagged by a trusted flagger.

As set out above, the benefits of having a prioritisation framework are likely to be materially
smaller for services which are not large and are low risk or single risk. This is because such
services are not likely to need to review nearly as much or as diverse potentially illegal
content and are therefore less likely to face difficult and consequential prioritisation
decisions. At this time, we are therefore not proposing to extend this recommendation to
such services.

In line with the analysis above, we propose to recommend that our lllegal Content Codes of
Practice on Terrorism, CSEA and other duties, contain this measure.

Measure 5: Services which are large or multi-risk should
resource their content moderation functions sufficiently

12.147

12.148

12.149

Given the immense amount of content posted on them, large U2U services often get huge
volumes of content flagged to them as potentially illegal or otherwise harmful. Smaller
multi-risk services, too, are likely to have many different types of content to moderate at
once. This means both types of service are unlikely to be able to keep users safe merely by
securing that, for example, whichever member of senior management is available reviews
complaints when they come in. They are likely to need dedicated resources of some kind,
and are likely to need to adjust the overall resources available, and how they are deployed,
depending on what is happening on their service.

We have considered the case for recommending the following measure in our Codes:

a) Services which are large or multi-risk should resource their content moderation
functions so as to give effect to their internal content policies and performance targets,
having regard to at least: the propensity for external events to lead to a significant
increase in demand for content moderation on the service; and the particular needs of
its United Kingdom user base as identified in its risk assessment, in relation to languages.

We set out our analysis and findings below.

Effectiveness

12.150

12.151

Where content moderations functions are adequately resourced one would expect this to
enable them to review potentially illegal content more quickly and make more accurate
decisions as to whether to remove it. We therefore consider that where content moderation
functions are adequately resourced this will deliver very significant and important benefits.

This view is reinforced by the fact that, as we explained in Volume 2 chapter 6U, research
has shown that the reduction of staff for content moderation in a large service led to a
major increase in the quantity of antisemitic content on the service.
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12.152 Setting objectives in relation to time and accuracy of a U2U moderation function as set out
above would not protect users unless the service also set out to resource itself sufficiently,
and deploy its resources effectively, so as to meet them. We therefore consider there would
be significant benefits to services resourcing its content moderation function so as to meet
these performance targets.

12.153 We do not at this stage think it would be beneficial for us to specify in detail how services
should resource their content moderation functions. However, we do consider that there
are factors to which services should have regard when deciding how to resource their
content moderation function, and that considering these is likely to result in important
benefits.

12.154 We explain below the factors we think services should consider and why each factor is
important.

Meeting spikes in demand for content moderation driven by external
events

12.155 Evidence suggests that for their content moderation function to be effective, services also
need to build in flexibility. For example, a report by the Alan Turing Institute that tracked
abuse of Premier League football players on Twitter during the 2021-22 Premier League
season, found that hate speech peaked following key events.”® In response to the 2022
Illegal Harms Call for Evidence, BSR stressed the importance of services “investing in the
capability to scale-up/scale-down on short notice to respond to crisis events that can result
in sudden spikes in illegal content.”’® We therefore consider that there would be important
benefits if services had regard to the possibility of demand for content moderation surging
in response to external events and resourced their content moderation accordingly.

12.156 Information obtained from services’ risk assessments, tracking evidence of new kinds of
illegal content and other relevant sources of information, could be used to understand
where and when such occurrences might happen. In Chapter 8, paragraphs 8.139 to 8.149,
we set out our reasons for proposing that large services and services that are multi-risk
should track evidence of new kinds of illegal content on the service, and unusual increases in
particular kinds of illegal content.

12.157 Ininstances where systems may need to deal with sudden harm events or spikes in illegal
content, redeploying resource may draw resource away from another part of the system.
Services which have contingency plans in place to ensure that illegal content across the
system is dealt with expeditiously are more likely to protect their users appropriately. Hence
it would be beneficial if services considered the potential for spikes in problematic and
potentially illegal content when determining how to resource their content moderation
functions.

Language skills

12.158 Given the large number of languages that are spoken in the UK and the fact that some
services may target specific communities of language speakers, content posted in many
languages has the potential to cause harm to users in the UK. Where services consider what

> The Alan Turing Institute, 2022. Tracking abuse on Twitter against football players in the 2021 — 22 Premier
League Season. [accessed 21 August 2023].
76 BSR, 2022. BSR response to the 2022 lllegal Harms Call for Evidence.
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language skills their content moderation teams may require to review potentially illegal
content which could affect users in the UK, this is likely to reduce harm to deliver benefits.

12.159 The available evidence suggests that a range of stakeholders broadly agree with this
hypothesis and that our proposal aligns with emerging industry practice. In response to the
2022 lllegal Harms Call for Evidence, a number of services and civil society organisations
commented that moderation in different languages currently takes place or stressed the
importance of doing so.

12.160 Through the 2022 Illegal Harms Call for Evidence, stakeholder engagement and other
evidence, we are aware that several services already consider the language content is
posted in and/or ensure they have the language expertise within their moderation systems
to deal with it, using both humans and automated methods to do so.”’ In its response to the
2022 lllegal Harms Call for Evidence, [CONFIDENTIAL 3<].”® [CONFIDENTIAL 3<].”° Through
stakeholder engagement, [CONFIDENTIAL 3<].2° In a meeting, [CONFIDENTIAL 3<].! For
example, in response to the 2022 lllegal Harms Call for Evidence, Glassdoor told us it uses
proprietary technology to analyse all English and non-English language content.®

12.161 Inresponse to the 2022 lllegal Harms Call for Evidence, a number of stakeholders, including
BSR®, Chayn®, Glitch®®, and Global Partners Digital®®, stressed the importance of being able
to moderate in different languages, as well as moderators having a knowledge of cultural
context, to enable them to better understand the context relevant for the content being
reviewed.?’

12.162 There have been suggestions that many services do not currently have sufficient language
expertise in place to deal with the variety of languages or nuances with languages or cultural
references on their services, which can lead to content moderation systems failing to
identify illegal or harmful content.® A report by Demos, for example, noted that human

7 ‘The social media companies said they moderated content or provided fact-checks in many language
s: more than 70 languages for TikTok, and more than 60 for Meta, which owns Facebook. YouTube said it had
more than 20,000 people reviewing and removing misinformation, including in languages such as Mandarin
and Spanish; TikTok said it had thousands. The companies declined to say how many employees were doing
work in languages other than English.” The New York Times, 2022. . [accessed 3 August 2023].
’8 [CONFIDENTIAL 3<].
79 [CONFIDENTIAL X<].
8 [CONFIDENTIAL X<].
81 [CONFIDENTIAL <].
82 Glassdoor, 2022. Glassdoor response to the 2022 lllegal Harms Call for Evidence.
83 BSR, 2022. BSR response to the 2022 Illegal Harms Call for Evidence.
84 Chayn, 2022. Chayn response to the 2022 Illegal Harms Call for Evidence.
85 Glitch, 2022. Glitch response to the 2022 lllegal Harms Call for Evidence.
86 Global Partners Digital, 2022. Global Partners Digital response to the 2022 Illegal Harms Call for Evidence.
87 In advice to the United Nations Special Rapporteur on Minority Issues, in relation to hate speech specifically,
Carnegie UK said, ‘companies should ensure that, proportionate to risk they have sufficient moderators trained
on language and cultural considerations to combat hate speech.” Carnegie UK, 2021. Ad hoc advice to the
United Nations Special Rapporteur on Minority Issues. [accessed 3 August 2023].
88 Avaaz, 2019. Megaphone for Hate: Disinformation and hate speech on Facebook during Assam’s citizenship
count. [accessed 3 August 2023]; The Middle East Institute, 2020. The flaws in the content moderation system:
The Middle East case study. [accessed 3 August 2023]; New America, 2021. Facebook’s Content Moderation
Language Barrier. [accessed 3 August 2023]; PBS, 2021. Facebook’s language gaps allow terrorist content and
hate speech to thrive. [accessed 3 August 2023]; AACJ, 2022. Fake News and the Growing Power of Asian
American Voters: What this Means for 2022 Midterm Elections. [accessed 3 August 2023]; State of the
Internet’s Languages, 2022. State of the Internet’s Languages Report. [accessed 3 August 2023]; Global
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moderators often have to make decisions about content in a language they do not
understand.®® Another report by the Al4Dignity Project — which focused on extreme speech
specifically - noted that while companies are continuing to invest in natural language
processing (NLP) models that cover a diversity of languages, existing Al models tend to cover
large global languages, such as English, Spanish and Mandarin and may not cover smaller
languages, noting this lack of linguistic diversity can result in harmful content being
unidentified or misidentified.?

12.163 There is also the risk that a lack of language expertise in content moderation systems can
lead to excessive moderation (or over-enforcement) of non-English or minority-language
content, which poses a risk to freedom of expression. For example, Meta acknowledged that
its current approach to moderating the Arabic word ‘shaheed’, which has multiple meaning
but is often translated as ‘martyr’, may result in significant over-enforcement.”*

12.164 The language expertise required to deal with the risk of harm in a particular language will
likely differ from service to service based on a number of factors, including user base,
content type and functionality. For this reason, we feel our Codes should not be prescriptive
around what exact language expertise and resource is required on any service.

Costs and risks

12.165 The cost of resourcing services’ content moderation systems adequately in line with this
measure is likely to be substantial and ongoing. We expect it to vary by size of service and
depend on the policies they develop and the nature and volume of illegal content on their
service. In general, we would expect costs to be lower for smaller services and higher for
larger services, everything else being equal. However, we are aware of a small service which
needed to increase spending for online safety by several hundred thousand per annum to
deal with problematic content on its service, some of which was illegal.®? This illustrates the
potentially substantial scale of the costs even small services may face where they are high
risk.

12.166 The type of detection and review processes are likely to influence the magnitude of costs.
Services have flexibility over the mix of human and automated content moderation they use:

e  For example, automating content moderation processes (e.g. machine learning
solutions for Al) require both one-off infrastructure investment, and different ICT
professionals’ time. Larger services may be able to develop these in house, but the
costs of doing so can be high.®* Because of this, smaller services may outsource

Partners Digital, 2022. Marginalised Languages and the Content Moderation Challenge. [accessed 3 August
2023]; Oversight Board, 2022. Oversight Board Annual Report 2021;
82 Demos, 2020. Everything in Moderation: Platforms, Communities and Users in a Healthy Online
Environment. [accessed 3 August 2023].
% Al4Dignity, 2021. Artificial Intelligence, Extreme Speech, and the Challenges of Online Content Moderation.
[accessed 3 August 2023]; Columbia Journalism Review, 2021. The challenges of global content moderation.
[accessed 3 August 2023].
91 Qversight Board, 2023. Oversight Board announces a review of Meta's approach to the term "shaheed".
[accessed 3 August 2023].
92 This is based on the increase in the number of content moderators that BitChute plans to put in place. This
will increase to 21 content moderators, which we have used this to estimate the costs above.
% Ofcom, 2023. Automated Content Classification (ACC) Systems (a report for Ofcom by Winder.Ai), p.35.
According to Winder.Ai, the cost of developing in-house Al software solutions by a small Al development team
could exceed one million dollars. [accessed 26 September 2023].
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development to a third party, or use off-the-shelf third-party solutions.
Additionally, system updates, and licensing costs can be expensive and add to
ongoing costs.

e If content moderation involves human moderators, resourcing costs will primarily
depend on how many moderators are needed.’* In addition, for content
moderation to be effective human moderators may require specific tools to detect
and review content and/or training (see from paragraph 12.175 below i.e.
measure 6), but also a support ICT team. The service may also offer mental health
support and other well-being benefits to its content moderators and other staff
working on content moderation which would add to costs.

e Some services may require a separate review process for more complex illegal
content cases, which may also require legal input.®

12.167 Services that already have policies and processes in place that are sufficient to meet this
measure would not need to incur any additional costs, unless they wanted to withdraw
those policies and processes.

Rights impact

12.168 Our assessment of the rights impacts associated with having a content moderation function
is set out above in relation to Measure 1 and our assessment of the implications of having
performance targets is set out above in relation to Measure 3. We do not consider
resourcing the function appropriately would have any additional impacts on those rights.

Provisional conclusions

12.169 In view of the analysis above, we propose to recommend the following measure in our
codes:

a) Services which are large or multi-risk should resource their content moderation
functions so as to give effect to their internal content policies and performance targets,
having regard to: the propensity for external events to lead to a significant increase in
demand for content moderation on the service; and the particular needs of its United
Kingdom user base as identified in its risk assessment, in relation to languages.

12.170 Our analysis suggests that this measure could impose significant costs on services. However,
for the reasons we explain above, we consider that if content moderation teams are not
adequately resourced having regard to these factors this could significantly reduce their
effectiveness. Given the importance of effective content moderation, this could give rise to
very significant harm. While our proposed measure requires services to resource their
content moderation functions to give effect to their performance targets, we do not propose
to specify precisely what those performance targets are, which gives services some flexibility
in precisely what they do. We therefore provisionally consider that this recommendation
would be proportionate.

9 The annual median content moderator earnings in the UK were £30,461 in 2022 (for further details see
Annex 14), according to the ONS. Where content moderation occurs outside the UK, the US, Australasia or the
European Union, the labour costs of human content moderators are likely to be lower than this.
9 Google said in its responses to the 2022 Illegal Harms Call for Evidence that, ‘Our legal removals team,
comprising trained experts, reviews the report and determines whether to remove the content in accordance
with applicable laws.” Google, 2022. Google response to 2022 lllegal Harms Call for Evidence.
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12.171 We are not at this point proposing extending the proposal to services that are not large and
are not multi-risk. The amount and diversity of content such services need to moderate is
likely to be materially lower and the benefits would therefore be materially smaller, making
it questionable whether the potentially substantial costs of the measure were always
justified for such services. Moreover, this measure is predicated on services having the
internal content policies of our proposed Measure 2 above and the performance targets we
propose in Measure 3, so it makes sense for this measure to apply to the same set of
services as those proposed measures are recommended for.

12.172 In line with the analysis above, we propose to recommend that our Illegal Content Codes of
Practice on Terrorism, CSEA and other duties, contain this measure.

Measure 6: Services which are large or multi-risk should
train people involved in content moderation and provide
materials

12.173 As set out in relation to Measure 1, in order to comply with the Act, a service considering
suspected illegal content should either make an illegal content judgment in relation to it, or,
if it is satisfied that its terms of service prohibit the types of illegal content which it has
reason to suspect exist, consider whether the content is in breach of those terms of service.
It follows that the moderators carrying out this work need to know how to do whichever of
those two things the service has chosen to do.

12.174 For small, low risk services which moderate little content, it may be possible to do this
without training or additional written materials. But for services which are subject to
Measure 2, we consider it very unlikely that it would be possible for moderators to give
effect to content moderation policies without training and additional materials (such as:
definitions and explanations around specific parts of the content moderation policy,
enforcement guidelines, examples, and visuals of the tool or interface moderation staff will
use to carry out their job). The extent of illegal content that larger and riskier services may
face, as set out in paragraph 12.17 above, is far greater.

Option(s) and Effectiveness

12.175 In this section, we are considering an option of recommending that services which have
content moderation policies should ensure that people working in its content moderation
process receive training and materials that enable them to moderate content in accordance
with the other measures we propose in this chapter.

12.176 We know that many services already train their moderators and other relevant members of
staff, or outsource to moderators and others who are trained®®, to identify and remove
illegal or violative content, as well as providing supporting materials to help them do so.”’

% We know that outsourcing takes place in this sector: Morgan Lewis, 2023. Emerging Market Trend: An
Overview of Content Moderation Outsourcing. [accessed 25 September 2023]; NYU Stern Center for Business
and Human Rights, 2020. Who Moderates the Social Media Giants? A Call to End Qutsourcing. [accessed 25
September 2023].

97 Pornhub, 2021. Pornhub Sets Standard for Safety and Security Policies Across Tech and Social Media;
Announces Industry-Leading Measures for Verification, Moderation and Detection. [accessed 4 August 2023].
[CONFIDENTIAL X].
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12.177

12.178

12.179

Several services told us they train their moderators to remove illegal (or violative) content
and outlined (at a high-level) what kinds of training and support they receive.’® For example,
some services [CONFIDENTIAL 3<]°° told us that new hires in content moderation teams
receive onboarding training before commencing their specific roles, which can include:
training on specific policies, shadowing senior staff to understand how policies and
procedures are applied in practice, and training on relevant systems. These services also
noted that they have on-going training, learning and development in place and that
performance is assessed via exams.

Some services publicly outline what kinds of training and supporting materials they provide
to their staff involved in content moderation. For example, Meta says its review teams
“undergo extensive training to ensure that they have a strong grasp on our policies, the
rationale behind our policies and how to apply our policies accurately.”*® A number of
services that use some form of community-reliant moderation have also developed
moderation training and/or resources, including Discord'??, Freecycle'®?, Nextdoor'®,
Reddit'®, Twitch!®®, and WhatsApp.'% However, it should be noted that the training and/or
resources differ substantially from service to service and there appears to be no
requirement that moderators complete this training before they begin moderating content.

In response to the 2022 lllegal Harms Call for Evidence, a number of civil society
organisations, including 5Rights Foundation'’, Carnegie UK, the Center for Countering
Digital Hate (CCDH)*%, Refuge'°, Glitch'!!, Global Partners Digital'?, the NSPCC'® and the
14 stressed the importance of training. For example, the NSPCC noted that for
human moderators to be effective, “they should receive training so they can discharge their
duties effectively and consistently”, while Global Partners Digital said that services should
provide “extensive and regular training to moderators, on the detail and application of the
respective terms of service”. The importance of training is also supported by broader
academic and civil society literature and research.'*®

Samaritans

% [CONFIDENTIAL 3<].

% [CONFIDENTIAL 3<].

100 \Meta, 2022. How review teams are trained. [accessed 4 August 2023].

101 Discord, no date. Discord Moderator Academy. [accessed 4 August 2023].

102 Freecycle, no date. Moderator Resources. [accessed 4 August 2023]; Freecycle, no date. New Moderator
Orientation. [accessed 4 August 2023].

103 Nextdoor, no date. About Review Team members and moderation. [accessed 4 August 2023].

104 Reddit, no date. Reddit mods. [accessed 4 August 2023].

195 Twitch, no date. Guide for Moderators. [accessed 4 August 2023].

106 WhatsApp, no date. 101: Building a Safe Community. [accessed 4 August 2023].

107 5Rights Foundation, 2022. 5Rights Foundation response to 2022 lllegal Harms Call for Evidence. [accessed 4
August 2023].

108 Carnegie UK, 2022. Carnegie UK response to 2022 lllegal Harms Call for Evidence. [accessed 4 August 2023].
109 Center for Countering Digital Hate (CCDH), 2022. Center for Countering Digital Hate (CCDH) response to the
2022 lllegal Harms Call for Evidence. [accessed 4 August 2023].

110 Refuge, 2022. Refuge response to the 2022 lllegal Harms Call for Evidence. [accessed 4 August 2023].

111 Glitch, 2022. Glitch response to the 2022 Illegal Harms Call for Evidence. [accessed 4 August 2023].

112 Global Partners Digital, 2022. Global Partners Digital response to the 2022 lllegal Harms Call for Evidence.
[accessed 4 August 2023].

113 NSPCC, 2022. NSPCC response to the 2022 Illegal Harms Call for Evidence. [accessed 4 August 2023].

114 Samaritans, 2022. Samaritans response to the 2022 Illegal Harms Call for Evidence. [accessed 4 August

2023].

115 Cambridge Consultants, 2019. Use of Al in Content Moderation. [accessed 3 August 2023]; Alan Turing
Institute, 2021. Understanding online hate: VSP Regulation and the broader context. [accessed 3 August 2023];
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While services did not tell us exactly how often they trained staff involved in moderation,
several did say they trained their staff regularly [CONFIDENTIAL 3<].%

Global Partners Digital told us that services should provide regular training to moderators,
“on the detail and application of the respective terms of service and ensuring that
moderators are aware of any changes made ahead of their implementation.”

The Trust & Safety Professional Association states on its website that before launching a
policy change, staff involved in content moderation need to be trained on the change.
Services may choose to carry out the training in a number of ways, either by giving it directly
themselves, through external trainers, and/or via e-learning. Lastly, the Trust & Safety
Professional Association said that minor policy or processes changes may take place via
communication, for self-learning, rather than through training refreshers.’

Some stakeholders responding to the 2022 lllegal Harms Call for Evidence (Glitch and Global
Partners Digital) also spoke about the importance of providing moderators with materials
that support them in identifying and removing illegal content.

Specific materials provided to content moderators may include the content standards that
fall under Measure 2 but also include any other associated materials. They may also include
definitions and explanations around specific parts of the policy, enforcement guidelines,
examples, and visuals of the review interface (i.e. the tool or interface moderation staff will
use to carry out their job).'*® What is provided may vary depending on a number of factors,
including, for example, the type of service, the type of content being moderated, and the
local laws and regulations of the region where the service operates.

Based on the information above, we consider that training staff involved in moderation, as
well as providing them with relevant materials, is beneficial, especially when compared to
not training staff. Staff that have been trained on how to identify and remove illegal or
violative content are more likely to be equipped with the knowledge and skills to do it when
compared to those who are untrained.

We also think that staff involved in moderation who are trained regularly will have up-to-
date knowledge of content moderation policies, as well as on the systems they are using to
carry out their job.

There is no set best practice on how often training or supporting materials should be
refreshed, and it may depend on a number of factors, including a person's role and
performance. However, if moderators are trained on any major changes to policies or
processes relating to content moderation, and provided with new or updated supporting
materials, they are more likely to be able to give effect to them accurately and consistently.

We expect that the people working in content moderation would mostly be content
moderators employed or contracted by providers, though it could include those who are
involved in the wider content moderation ecosystem, which includes, but is not limited to:

Brennan Center for Justice, 2021. Double Standards in Social Media Content Moderation. [accessed 3 August

2023].

116 [CONFIDENTIAL X<].

17 Trust & Safety Professional Association, no date. Setting Up A Content Moderator for Success. [accessed 4
August 2023].

118 The Guardian, 2017. Revealed: Facebook's internal rulebook on sex, terrorism and violence. [accessed 4
August 2023]; Trust & Safety Professional Association, no date. Setting Up A Content Moderator for Success.
[accessed 4 August 2023].
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Trust and Safety staff; quality assurance and compliance staff; subject matter experts;
lawyers and other legal staff; risk management staff; operations staff; engineers; and
developers.

12.189 We are aware that many services use volunteers to help them moderate content
(sometimes referred to as ‘community-reliant’ moderation), which can have both benefits
and drawbacks for services and the safety of users. We also know that many services that
use voluntary moderators have developed training and/or resources to support community
moderation. However, there would be a significant extra cost burden for services if we were
to extend the measure to volunteer moderators, and at this early stage we are not in a
position to predict the possible impact on services’ businesses of making such a
recommendation. This option does not include that volunteers should be trained
notwithstanding that we recognise that this could give rise to risks for users. We note that
our evidence suggests that the majority of services will have some paid staff that deal with
moderation alongside using voluntary moderators.*

12.190 We therefore consider that users would be better protected from harm if we recommend
that a U2U service which has a moderation policy should ensure that people working in its
moderation process (other than volunteers) receive training and materials that enable them
to moderate in accordance with the other measures above.

12.191 We do not consider that it would be appropriate to specify in Codes how often materials
should be revised or training should be redelivered. A service which failed to refresh training
and materials following any major changes to policies or processes relating to content
moderation that is to do with suspected illegal content would not be enabling its
moderators to moderate content in accordance with Measures 1 to 5 above.

Possible factors to consider in the training of staff involved in content
moderation and supporting materials

12.192 As set out above, we consider that generally speaking services are best placed at present to
determine what is appropriate for their services in terms of the detail of their training and
materials. However, services which do not have regard to certain factors are unlikely to
protect users properly. We therefore consider below whether to specify in Codes that in
preparing and delivering content moderation training and materials, services should have
regard to particular matters.

12.193 Risk assessment and information pertaining to the tracking of signals of emerging harm - A
service's risk assessment will be one of the key sources of information telling a service what
risk of illegal content they have on their platform and will form the basis for internal content
policies (see Measure 2). As moderators should be focused on enforcing the internal content
policies, training should also be informed by the most recent illegal content risk assessment.
In Chapter 8, we are also consulting on a proposed recommendation that services should
track signals of emerging harm. If, following consultation, we remain of the view we should
recommend this, this information would be one of the key sources of information about
how illegal content manifests and it is therefore crucial services use this to inform their
content moderation training and supporting materials.

119 New America, 2019. Everything in Moderation — Case Study: Reddit. [accessed 30 August 2023]; Nextdoor,
no date. About moderation. [accessed 30 August 2023]; Twitch, no date. Moderation on Twitch. [accessed 30
August 2023]; [CONFIDENTIAL 3<].
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12.194 Remedying gaps in moderation staff’s understanding of specific harms — In response to the
2022 lllegal Harms Call for Evidence, a few services discussed specialist training, including for
specific harms. For example, OnlyFans said it had rolled out company-wide mandatory
modern slavery and human trafficking training to prevent, detect and report these harms on
its service.'?® Nextdoor said that while volunteer community moderators reviewed most
types of ‘guideline-violating content’ on its platform, trained staff handled misinformation
and discrimination moderation activities.?! We also know that many services, particularly
larger ones, give their staff involved in moderation specialist training and materials in
particular areas, including illegal harms, other harms, freedom of expression, and user
rights.??

12.195 Several civil society organisations recommended specialist training on specific harm areas,
including, tech abuse and gender-based violence (Glitch'*® and Refuge'?*); child
safeguarding, risks to children, and knowledge of child development (5Rights Foundation'?
and NSPCC'?°); and awareness of learning disabilities (MENCAP'?’). Global Partners Digital
also stressed the importance of training moderators in the potential impact to users’ rights
and freedom of expression.'*

12.196 There may be occasions where harms-specific training and materials can be helpful in
identifying and removing illegal content due to the unique, complex, novel or serious nature
of a given harm, or because certain harm or harms may be particularly prevalent on a service
and so require more in-depth understanding. For example, although some CSAM can be
easily identified as illegal content, there are many exceptions to this. For example, it can be
difficult for content moderators to determine whether an image depicts a person who is
under or over 18. If training and materials are given to moderators where a service has
identified a gap in moderators’ understanding of a specific harm, and where they deem
there to be a specific risk, this should improve outcomes for users.

Other issues to note

12.197 A number of civil society respondents to the 2022 lllegal Harms Call for Evidence stressed
the importance of supporting the wellbeing of staff involved in content moderation,

120 OnlyFans, 2022. OnlyFans response to the 2022 lllegal Harms Call for Evidence.

121 Nextdoor, 2022. Nextdoor response to the 2022 lllegal Harms Call for Evidence.

122 [CONFIDENTIAL ¥<].

123 Glitch said there should ‘comprehensive’ training for moderators on “online gender-based violence and

different tactics of online abuse, and how abuse specifically targets women, Black and minoritised

communities and users with intersecting identities”. Glitch, 2022. Glitch response to the 2022 Illegal Harms

Call for Evidence.

124 Refuge noted that moderators should be fully trained in identifying and responding to different types of

tech abuse and other forms of VAWG, because they say to the untrained eye, tech abuse can often be hard to

recognise. Refuge, 2022. Refuge response to the 2022 lllegal Harms Call for Evidence.

125 5Rights Foundation commented that human moderators should receive training in how to identify risks to

child safety, “including knowledge of risks to different groups of children and the full range of content and

activity that is illegal or might be harmful to a child. This also includes knowledge of the stages of child

development and awareness of how children’s capacities, vulnerabilities and behaviour change as they grow.”

5Rights Foundation, 2022. 5Rights Foundation response to the 2022 lllegal Harms Call for Evidence.

126 The NSPCC said that moderators looking at CSA content and activities should be trained in moderation and

safeguarding. NSPCC, 2022. NSPCC response to the 2022 lllegal Harms Call for Evidence.

127 MENCAP said that to moderate content more accurately, there should be “awareness training to

moderators on learning disability as well as other groups deemed more likely to be subjected to online harms

and illegal content.” MENCAP, 2022. MENCAP response to the 2022 lllegal Harms Call for Evidence.

128 Global Partners Digital, 2022. Global Partners Digital response to the 2022 Illegal Harms Call for Evidence.
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including Carnegie UK, Chayn, Glitch, and Global Partners Digital. This was also noted by
some services [CONFIDENTIAL 3<].'*° For example, Glitch said that content moderators
“should work in holistic environments which appropriately support their wellbeing,
proportionate to the level of upsetting and harmful material they are moderating”. Global
Partners Digital noted that adequate financial, emotional and psychological support is “vital
to reduce turnover and burnout in content moderation teams, which limits institutional
knowledge and consistency between decisions and lowers the overall accuracy of the
content moderation systems”.

12.198 Research suggests that human content moderation has the potential to cause significant
impacts on the wellbeing of staff members, including secondary trauma, altered
psychological wellness, and burnout.**° Some platforms offer controls to moderators when
reviewing content, such as applying blurring or audio removal, though this is not
universal.'*! Some platforms also have wellbeing support in place for moderators such as
counselling and mental health support, such as [CONFIDENTIAL 3<].*?

12.199 We recognise the significant impact that human moderation of content can have on the
wellbeing of an individual and the importance of providing appropriate supervision and
support in this area. However, the wellbeing of content moderators would only be relevant
to our remit if it impacted on user safety. We welcome evidence from stakeholders on this,
to which we would have regard in planning our work on future iterations of our Codes.

Costs and risks

12.200 The main factors driving the cost of the training would be the number of staff to be trained
and the duration of the training. The duration of the training needed will tend to be longer
the more complex and diverse the range of possible illegal content on a service. For the
duration of the training, we assume a range of two to six weeks for someone having this
training for the first time.'** Based on this duration and a range for pay, we estimate that the
costs of providing training for one new content moderator could be between £2,500 and
£15,000, and for a new software engineer between £3,500 and £21,000."** If content
moderators are based in countries with lower labour costs than the UK, then the lower end

129 [CONFIDENTIAL X].
130 Steiger, M., Bharucha, J.T., Venkatagiri, S., Martin J. Riedl, J.M., and Lease, M., 2021. The
psychological well-being of content moderators: The emotional labor of commercial moderation and
avenues for improving support. In: Proceedings of the 2021 CHI Conference on Human Factors in
Computing Systems.
31 Spence, R., DeMarco, J., and Martellozzo, E., 2022. Invisible workers, hidden dangers. [accessed: 14
September 2023].
132 [CONFIDENTIAL X<].
133 This range is consistent with examples we are aware of from the industry, although in most cases the
training requirement is likely to be shorter than six weeks. These estimates are for one-off training, although
services may also provide some refresher training to its employees from time to time, which is likely to vary by
service and depend on several factors including the individual and their role.
134 This is based on our assumptions on wage rates set out in Annex 14. We also assume that the wage cost of
the people being trained represents only half of the total costs of the training. Other costs included preparing
the training materials, running the training and any related travel to the training. This is consistent with the
Department for Education saying that the wage cost of staff being trained accounted for about half of all
training expenditure in 2019, although this varies by size of the firm and sector. We assume this excludes the
22% uplift that we have elsewhere assumed for non-wage labour costs, so we have not also increased these
wages by 22%. Source: Department for Education (DfE), 2020. Employer Skills Survey 2019: Training and
Workforce Development — research report, pp38 and 40. [accessed: 14 September 2023].
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of the wage range we have assumed will overstate the costs. These costs may also vary
depending on whether the training is by in-house staff or by an external provider.'*

12.201 In addition to these costs of training new content moderators and software engineers, there
will also be some ongoing costs for refresher training and training in new harms on the
services. We expect the annual costs of these to be lower.

12.202 All else being equal, smaller services will have less content to review, smaller content
moderator teams and therefore lower costs.**® While costs for smaller (and larger) services
will scale with the risk of harm, this will come with a commensurate benefit. In broad terms,
we would expect costs to vary with the potential benefits, in the sense that more content
moderators will be needed, the more illegal content tends to be on a service.

12.203 As discussed in paragraph 12.189 — voluntary content moderators, many services use
volunteers to help them moderate content. For some services, this can involve large
numbers of such volunteers.*” Given this and the costs of training per content moderator,
we are not recommending a requirement on services to train and provide materials to
voluntary moderators.

12.204 There may also be costs involved with any additional materials for content moderators
which were not used in the training. We do not anticipate the costs of preparing and
producing such materials to add much to the costs of the training.

Rights impacts

Freedom of expression

12.205 We would not expect this option to have any negative impacts on the rights to freedom of
expression. As several respondents to the 2022 lllegal Harms Call for Evidence noted,
training enables those involved in content moderation to make better decisions
[CONFIDENTIAL 3<].'* Training also enables staff involved in moderation to have a better
understanding of borderline content, i.e. content where it can be difficult to determine
whether it is legal or illegal.

135 Based on FCA’s research, all large firms and 40% of medium firms are assumed to have in-house training
departments. Source: Financial Conduct Authority (“FCA”), 2018. How we analyse the costs and benefits of our
policies, p.44. [accessed: 14 September 2023].
136 For example, the cost of Mumsnet training its Community team of 14 freelance moderators and two staff
members, would be considerably different from Meta that employs 15,000 content reviewers around the
world, although the benefits would also be different (Mumsnet with ~ eight million unique users monthly and
Meta with 3.74bn monthly users across its platforms globally in December 2022). Mumsnet, 2022, and Meta,
2022, responses to the 2022 Illegal Harms Call for Evidence. Meta, 2023, Meta Reports Fourth Quarter and Full
Year 2022 Results. [accessed 17 September 2023].
137 A 2022 study from academics at Northwestern University and the University of Minnesota Twin Cities said
there were 21,522 active Reddit community moderators. Li, H., Hecht, B. and Chancellor, S., 2022. Measuring
the Monetary Value of Online Volunteer Work. In: Proceedings of the International AAAI Conference on Web
and Social Media, 16(1), 596-606. In its annual Transparency Report for 2022, Nextdoor said it had 210,900
volunteer community moderators. Nextdoor, 2023. Nextdoor publishes second annual Transparency Report,
revealing record low levels of harmful content reported on the platform. [accessed 30 August 2023].
138 Wikimedia, 2022. Wikimedia response to the 2022 lllegal Harms Call for Evidence. [CONFIDENTIAL 3<].
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Privacy

12.206

12.207

Services would need to comply with privacy and data protection laws in relation to any items
of content they use in their training and other materials.

We consider that the training of moderators would be a further safeguard for users’ privacy,
against the possibility that services may incorrectly report detected illegal content to
reporting authorities.

Provisional conclusion

12.208

12.209

12.210

12.211

12.212

12.213

As set out above, this option is linked to and would be effective for those services which
have search moderation policies in compliance with Measure 2. It follows that it should only
be considered for those services —i.e. large services and multi-risk services.***

We recognise that the additional costs may be significant for some services. However, we
also consider the benefits of this measure are likely to be high. This is because content
moderator training is important in effectively implementing a service’s content moderation
policies to reduce harm and comply with its online safety duties. Well-trained and prepared
content moderators are more likely to be able to identify content in accordance with
Measure 1 and the service’s content standards (under Measure 2), and to apply the correct
treatment to it, reducing the harms that result from that. As the number of content
moderators that need training is likely to depend on the volume of content that needs to be
assessed, the costs of this measure are likely to scale with the benefits. As such, this
measure is likely to be proportionate for services which identify significant risks to users.

We consider this to be the case for both large and smaller services. Training costs are likely
to depend primarily on the number of people that need to be trained. Everything else being
equal, smaller services are likely to have smaller volumes of content, and fewer content
moderators as a result. This means the costs for smaller services will be correspondingly
lower than for large services.

For these reasons, our provisional view is that it is proportionate to recommend this
measure to large services and to multi risk services.

In line with the analysis above, we propose to recommend that our Illegal Content Codes of
Practice on Terrorism, CSEA and other duties, contain this measure.

The full text of our proposed measure, covering each of the factors outlined in our
discussion above, can be found in our proposed Code of practice, Annex 7, Recommendation
AF.

139 See paragraphs 11.43 to 11.46 for how we propose to define multi-risk.
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13. Search moderation

What is this chapter about?

This chapter discusses the steps we expect search services to take to moderate search content which
they index.

What are we proposing?

We are making the following proposal for all search services:

Have systems or processes designed to deindex or downrank illegal content of which it is
aware, that may appear in search results. In considering whether to deindex or downrank
the content concerned, services should have regard to the following factors: (i) the
prevalence of illegal content hosted by the interested person; (ii) the interests of users in
receiving any lawful material that would be affected; and (iii) the severity of harmfulness of
the content, including whether or not the content is priority illegal content.

We are making the following proposals for all large general search services and any other multi-risk
search services:

Set and record internal content policies. These should set out rules, standards and
guidelines about: what content is allowed and not allowed on the service, and how
policies should be operationalised and enforced. In doing so, services should have regard
to its risk assessment and signals of emerging illegal harm.

Set and record performance targets for its search moderation functions and measure and
monitor its performance against these targets. These should include the time that illegal
content remains on service before it is deindexed or downranked, and the accuracy of
decision making. When setting targets, services should balance the desirability of deindexing
or downranking illegal content swiftly against the need to make accurate moderation
decisions.

Prepare and apply a policy about the prioritisation of content for review. This policy
should have regard to at least the following factors: virality of content, potential severity
of content, and the likelihood that content is illegal, including whether it has been flagged
by a trusted flagger.

Resource its search moderation function so as to give effect to their internal content
policies and performance targets. In doing so, it should have regard to the propensity for
increases in demand for search moderation caused by external events. When deciding how
to resource their functions services should consider the particular needs of its UK user base,
in relation to languages.

Ensure people working in search moderation receive training and materials that enable
them to moderate content effectively.

Why are we proposing this?

In order to protect their users, search services are required to take proportionate steps to minimise
the risk of individuals encountering illegal content in searches, for example by deindexing or
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downranking it. We refer to these activities as search moderation. Effective search moderation plays
an important role in protecting users from harm associated with illegal content.

Whilst search services will always need to take action where they have reasonable grounds to infer
that search content such as a webpage contains illegal content, it may not always be appropriate to
deindex it. For example, if that webpage contained only a small amount of less severe illegal content
and a large volume of valuable lawful content, it may be more appropriate to downrank the
webpage instead. Conversely, where a webpage contains the most severe forms of illegal content,
deindexing is likely to be more appropriate. We therefore propose to give search services a degree
of flexibility as to whether to deindex or downrank webpages containing illegal content, depending
on the specific context.

Our analysis suggests that harm to users will be reduced where search services set content policies,
resource and train their search moderation teams adequately and take into account the likely
severity of content and the frequency with which it is searched when deciding what potentially
harmful search content to prioritise for review. Given the diverse range of services in scope of the
new regulations, a one-size-fits-all approach to search moderation would not be appropriate.
Instead of making very specific and prescriptive proposals about search moderation, we are
therefore consulting on a relatively high-level set of recommendations which would allow services
considerable flexibility about how to set up their search moderation functions.

We have focussed the most onerous proposals in this area on large general search services and any
other search services which are multi-risk. This will help ensure that the impact of the measures is
proportionate. Similarly, the flexibility built into our proposals will make it easier for search services
to carry them out in a way which is cost-effective and proportionate for them.

We recognise that search services often use a combination of automated tools and human review to
moderate search content. The proposals in this chapter are not prescriptive about the balance
services should strike between human and automated review of content and would not require
services to use automated tools to review content. Where we have made specific recommendations
about automated review of search content we consider these separately and in more detail in a later
chapter.

What input do we want from stakeholders?

Do you agree with our proposals? Please provide the underlying arguments and evidence that
support your views.

Introduction

13.1  In Chapter 12 we considered proposals in relation to content moderation on U2U
services. In this chapter we consider what steps search services should take by way of
moderation.

13.2  Under the Act, a ‘search service’ is defined as “an internet service that is, or includes a
search engine” and a search engine “includes a service or functionality which enables a
person to search some websites or databases” but “does not include a service which

enables a person to search just one website or database”.'*°

140 See section 3(5) and 229(1) of the Act
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13.3

13.4

13.5

13.6

13.7

As set out in Chapter 11, we distinguish between the following types of search services:
general search services (which enable users to search the web by inputting search
gueries on any topic) and vertical search services (which focus only on a specific topic or
genre of content). Within general search we also distinguish between services that only
rely on their own indexing and those which contract to obtain search results (which we
call downstream general search services). A longer description of each of these types of
service can be found in paragraph 11.65.

Broadly, the Act requires that a search provider must take measures relating to the
design and operation of its service to effectively mitigate and manage the risks of harm
identified in the risk assessment. It must also operate the service in a way that minimises
the risk of individuals encountering search content that is illegal content. These duties
apply across the whole service but, where proportionate, the provider must adopt
measures in particular areas, including in relation to functionalities and content
prioritisation.'*

In practice, this means that a service provider is expected to minimise the risk of
individuals encountering illegal content in or via its search results by moderating search
content on its service. It is important to recognise that content is to be treated as
‘encountered via’ search results where it is encountered as a consequence of interacting
with results (for example by clicking on them).*? This means that search content
includes content on a webpage that can be accessed by interacting with search results.
The safety duties, and the measures we recommend for the purposes of complying with
them below, should be considered in this context.

As with content moderation in U2U services, the exact methods and techniques for
doing this may vary between services and there is no ‘one-size-fits-all’ approach to
moderating search results. We recognise that moderation systems and processes differ
from service to service and are designed to meet specific needs and contexts, and the
measures we recommend below are intended to reflect this.

As discussed below, there are different ways that a search service might choose to
moderate search content for the purposes of complying with its duties. This may include
deindexing, downranking or other forms of prioritisation. For the purposes of this
chapter, references to search ‘moderation’ (and associated expressions) should be
construed as including all such actions. The recommendations set out in this chapter
engage the rights of users and providers in a similar way to the recommendations set
out in Chapter 12. One key distinction is that the person who is responsible for the
content may have no relationship whatsoever with the search service. There is
nevertheless a need to take account of the rights of those responsible for websites or
databases that are capable of being searched by providers’ search engines (so far as they
are based in the United Kingdom); this group is referred to in the Act, and below, as

‘interested persons’.'*3

141 See section 27(4) of the Act
142 This does not extend to subsequent interactions with anything other than a search result. Source: section 57(5) of the

43 For the definition of “interested persons” see section 227(7) of the Act.
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Harms the measures seek to address

13.8 There is evidence that general search services can be used to access content related to a
wide range of offences, including, amongst other things, terrorism, hate, extreme
pornography, CSAM (Child Sexual Abuse Material) and fraud.***

13.9  Under section 27 of the Act, regulated search services must take steps to reduce the risk
of harm to users identified in their most recent illegal content risk assessment, and to
minimise the risk of individuals encountering both search content that is priority illegal
content and relevant non-priority illegal content of which they are aware (section 27(2)
and (3)).

13.10 These duties differ from the duties applicable to U2U services. There is no duty to take
down illegal content swiftly or minimise how long it is present (because search services
do not control the content). Nor is there a duty to take proportionate steps to prevent
users from encountering search content that is illegal content.

13.11 The safety duties differ as between search services and U2U services in another respect:
U2U services must, where it is proportionate, take or use measures in the area of
‘content moderation’ where it is proportionate. While there is no such express duty for
search services, they are required to take or use ‘content prioritisation’ measures in
seeking to comply with the safety duties. As such, in order for search services to fulfil
their duties under the Act, it is clear that they will at least need to be able to consider
whether or not search content is illegal content.

13.12 In addition, like U2U services, search services are required to enable their users to make
complaints about illegal content, albeit that for search services these are complaints
about search content that is illegal content (sections 31 and 32). They must take
‘appropriate action’ in response to such complaints (section 32).

13.13 It is difficult to see what action could be ‘appropriate’ in response to such complaints,
absent a capacity to consider whether or not action should be taken against the content
in question. We note, in particular, that section 32(4)(c) of the Act assumes that search
services may take or use measures in order to comply with a duty set out in section 27,
in a way that results in content no longer appearing in search results or being given a
lower priority in search results. We consider the appropriate action in response to
search complaints further in Chapter 16, from paragraph 16.157.

13.14 Overall, therefore, while the Act does not expressly require search services to have a
proportionate ‘content moderation’ function, the effect of sections 27 and 32 is that
they need a function capable of making judgments about whether search content should
be treated as illegal content. We are calling this function ‘search moderation’.

13.15 As for the U2U services we considered in Chapter 12, the harms we consider in this
chapter potentially arise on all search services, but to different degrees. We have no
evidence of harms arising on vertical search services. Some smaller general search
services may not have very muc